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	MINUTES

	Meeting:
	SEC 20.5 Interim F2F meeting 

	Chair:
	Francois Ennesser

	Secretary:
	Karen Hughes, ETSI

	Meeting Date:
	2016-01-14 to 2016-01-16

	Meeting Details:
	Interim face-to-face meeting before TP21

hosted by Qualcomm in San Diego, CA


	Intended purpose of

document:
	 Decision

 Discussion

 Information

 Other <specify>

	Template Version:23 February 2015 (Dot not modify)


oneM2M Notice

The document to which this cover statement is attached is submitted to oneM2M.  Participation in, or attendance at, any activity of oneM2M, constitutes acceptance of and agreement to be bound by terms of the Working Procedures and the Partnership Agreement, including the Intellectual Property Rights (IPR) Principles Governing oneM2M Work found in Annex 1 of the Partnership Agreement.

1
Opening of the meeting


Francois, opened the meeting and drew the participants’ attention to the oneM2M notice on the cover page of the agenda. He went through the agenda and objectives for this interim meeting. 
Phil Hawkes welcomed the delegates to the Qualcomm premises in San Diego and went through some logistics for the next few days.
2
Review of Agenda


	SEC-2016-0005R01
	SEC 20.5 Interim F2F Agenda
	WG Chair
	2016-01-12


SEC-2016-0005 was NOTED
SEC-2016-0005R01 was NOTED

3
Approval of previous Minutes and draft deliverables

	SEC-2016-0003
	7Jan16_SEC20.4_Minutes
	Victoria Mitchell, 


Will be agreed via email
4
Review of Objectives for the Meeting

The Interim meeting objective is to complete normative contributions for Stage 2 of Release 2 Security features.

· On the basis of TR-0012, TR-0016 and TR-0019

· Draft Stage 2 CRs to TS-0001 for features intended for Release 2

· Draft Stage 2 CRs to TS-0003 for features intended for release 2

· Clarification on Roles in Release 1 and consolidation for Release 2
5
Review of Action Items
The Action items were not discussed during this meeting.
6
Input contributions

NOTE: This list includes contributions noted or postponed from post SEC 20 teleconferences, for our reference.
6.1
End-to-End Security and Group Authentication
	SEC-2016-0002
	TS-0003 CR E2E Security of Primitives Stage 2 Text
	Qualcomm Inc. (TIA)
	2016-01-07


Questions on whether this language was too restrictive as this means that only AEAD may be used.

Suggested that it should be possible to use two keys.
Edited online. 

Editor’s notes added
Need to discuss some aspects of this contribution with the ARC WG (see point C.3)
Questions on whether a device needs to support both JSON and xml, it was clarified that the CSE does need to support both but the device does not.
Revision expected

SEC-2016-0002 was NOTED
	SEC-2016-0004
	TS-0003 CR ESData Stage 2 Text
	Qualcomm Inc. (TIA)
	2016-01-11


Edited online

Use of the term’ Non-repudiation’ was discussed, the group decided that the term would remain until an alternative could be found.
Was felt that the signature only option was important.
It was suggested that the key management could be extended – same data which can be targeted to two different keys 

Some questions raised over this issue of ‘partial update’

Revision expected

SEC-2016-0004 was NOTED
	SEC-2016-0006
	Credential Generation for End-to-End Security
	Interdigital
	2016-01-11


A revision showing only the changes made is needed as this will be confusing for the Rapporteur in its current form.

Some of the terminologies in the figure need to be discussed with Qualcomm offline.
It was pointed out that the timing here is slightly different to the usual Bootstrapping timing. This appears to be carried out after registration rather than before. Some qualifying text is needed.
There was support expressed for this proposal for the stage 2 work.
Need to clarify how to provision the information in 10.3.6.1
Offline discussion needed.

Revision expected
SEC-2016-0006 was NOTED
	SEC-2016-0018
	TS-0003 CR E2EKey Stage 2 Text
	Qualcomm Inc. (TIA)
	2016-01-12


Change ‘Target’ to ‘Terminating’
Edited online
An AE sending something directly to a CSC to which it is not registered is not covered in this contribution. 
Need to agree on how to specify the TEF work and/or merge with remote provisioning.
Suggested that a generic term needed for all the trust related terms amongst others.
Offline discussion and drafting session needed.

Revision expected

SEC-2016-0018 was NOTED
	ARC-2016-0006
	TS-0001 CR End-to-End Security
	Qualcomm Inc. (TIA)
	2016-01-0


NOTE: this contribution is for discussion only as a disposition cannot be given by SEC WG to an ARC WG contribution.
Edited online by contributor, in line with discussions during the last ARC conference call
It was agreed that if needed the proposed resource names could be changed.
It was suggested that this contribution does not have a big impact on ARC but some updates to clause 11 may be required

The need for a RAND ID was questioned. Time parameter associated with the Rand may be required.
Need to figure out what the operation failure, error case message would be – however this is not a stage 2 issue 
This is not the only solution to solve this issue, there are other options available.
The necessity of creating a resource was questioned.

Some text should be added to clause 11 for clarification.

Revision expected.
6.2
Dynamic Authorization for IoT 
	SEC-2015-0660R01
	External Dyn Authz System Interworking
	Qualcomm Inc. (TIA)
	2015-12-03


SEC-2015-0660R01 was NOTED
	SEC-2015-0661R01
	TR-0019 CR Ext Dyn Authz System Interworking
	Qualcomm Inc. 
	2015-12-03


SEC-2015-0661R01 was NOTED
	SEC-2016-0007
	Consultation based Dynamic Authorization System
	Interdigital
	2016-01-11


It was clarified that the Dynamic Authorization System does not have to reside within the oneM2M service provider entity, it can be stored externally.
Adding a new ACP is just adding a capability, and conflict between the two ACPs is not possible.
PDP information must be explicit.
Some concerns raised but no strong objections to this contribution. 
Setting the expiration time needs to be clarified. It was felt that DynamicAuthorizationLifetime did not quite cover the issue.
This does not cover all the possible ways to handle Dynamic Authorization as it doesn’t remove the bottleneck issues.
Edited online.
Revision expected
SEC-2016-0007 was NOTED
	SEC-2016-0021
	TS-0003 CR Dynamic Authorization stage 2 text
	Qualcomm Inc. 
	2016-01-14


Edited online
It was confirmed that the Role must be dynamically authorized 
Figure needs to be updated

Currently the DAO is not a resource, it is a data structure.

Some concerns raised from a performance perspective
It was felt that the issue related to Tokens and Consultation, could be simplified
Editor’s notes added

Some concerns raised over the different understandings of ‘Roles’ being discussed in oneM2M – need to coordinate the different approaches and agree a way forward on this issue.
Need to decide which issues will impact the Architecture work.
1. Add parameter to say use Token only, if this is not specified both From and Tokens will be included. The possibilities are below:
· From only (access decision)
· Token only (access decision)
· From + Token (access decision)
2. How is scope indicated? At present, the scope cannot be limited only to attributes
· Add ACP to requested resource

· Authorization server provides some description of resource addresses 
· List

· wild cards “*”
· Dynamic Authorisation Roles

There were some concerns raised over the second point and it was suggested that this could be introduced at a later date.
3. Trigger
· Presence of a role in an ACP

· Simple Direct – presence of a DAC

4. DAO and or simple response
5. DAO –  including the originator is optional

6. Direct Roles and/or Simple

SEC-2016-0021 was NOTED
6.3
Privacy Profiles interoperability
--
6.4
Authorization Architecture and Policies (incl. Role related issues)
	ARC-2016-0049R01
	CR_SEC2_access_code
	FUJITSU
	2016-01-15


No disposition may be given to this contribution as it is not a SEC WG contribution

Edited online

This will be merged with the Interdigital CR and these will be reworked during a drafting session

	ARC-2016-0033
	dynamic_authorization_consultation_procedures_R2
	InterDigital
	2016-01-11


No disposition may be given to this contribution as it is not a SEC WG contribution

Further offline discussion needed
Revision expected

	ARC-2016-0032
	dynamic_authorization_consultation_resource_R2
	InterDigital
	2016-01-11


No disposition may be given to this contribution as it is not a SEC WG contribution

Offline discussion needed
Revision expected

	ARC-2015-2306R01
	ACP interpretation on Registration procedure
	FUJITSU
	2016-01-14


No disposition may be given to this contribution as it is not a SEC WG contribution

How the authorisation is carried out was felt to be ambiguous 
Online editing carried out

	SEC-2016-0011
	(D)TLS Handshake On-hold
	Interdigital
	2016-01-11


SEC-2016-0011 was LEFT OPEN
	SEC-2015-0674R01
	correction_Role_TS-0003
	FUJITSU
	2016-01-06


It was suggested that the additions related to the AppId could be put into a separate table but it was felt that it could stay as is for the time being.

This is related to other contributions which will be discussed during SEC 21. 

Revision expected

SEC-2015-0674R01 was NOTED
7
Other contributions

There were no other contributions to discuss
8
Planning for next Meeting(s)
SEC 21 – San Diego – 18-23 January 2016
9
Any other business

There was no other business to discuss.
10
Closure of meeting
Francois thanked Qualcomm for hosting this interim meeting and thanked the delegates for the very useful work which had been achieved during these past few days then he closed the meeting.
Annex A – Participants List
	Firstname
	Lastname
	Organization (Partner)

	Vinod
	Choyi
	Interdigital Communications (ETSI)

	Francois
	Ennesser
	Gemalto N. V. (ETSI)

	Shingo
	Fujimoto
	Fujitsu Ltd. (TTC)

	Philip
	Hawkes
	Qualcomm Inc, (ATIS)

	Darold
	Hemphill
	Iconectiv (ATIS)

	Karen
	Hughes
	European Telecommunications Standards Institute (ETSI)

	Norihiro
	Okui
	KDDI Corporation (TTC)

	Dirk
	Wacker
	Giesecke & Devrient GmbH (ETSI)


© 2016 oneM2M Partners

Page 7 (of 7)

[image: image1.png]