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	Agenda

	Meeting title:
	SEC 21 F2F meeting (TP 21)

	Chair:
	Francois Ennesser

	Secretary:
	Karen Hughes, ETSI

	Meeting Date:
	2016-01-18 to 2016-01-22

	Meeting Details:
	Ordinary face-to-face meeting during TP21
in San Diego, California


	Intended purpose of

document:
	 FORMCHECKBOX 
 Decision

 Discussion

 FORMCHECKBOX 
 Information

 Other <specify>


Participation in, or attendance at, any activity of oneM2M, constitutes acceptance of and agreement to be bound by all provisions of IPR policy of the admitting Partner Type 1 and permission that all communications and statements, oral or written, or other information disclosed or presented, and any translation or derivative thereof, may without compensation, and to the extent such participant or attendee may legally and freely grant such copyright rights, be distributed, published, and posted on oneM2M’s web site, in whole or in part, on a non-exclusive basis by oneM2M or oneM2M Partners Type 1 or their licensees or assignees, or as oneM2M SC directs.

oneM2M Procedure Notice: 
oneM2M activities must adhere to the oneM2M Partnership Agreement and Working Procedures, which are based on principles such as fairness, due process, openness and transparency.

IPR Notices: 
Each oneM2M Partner Type 2 and oneM2M Member contributing to the technical work of oneM2M must grant a perpetual, worldwide, royalty-free, nonexclusive license: to incorporate material from contributions into oneM2M Technical Specifications and Technical Reports; and for the oneM2M Partners Type 1 to publish the contributed material in Technical Specifications and Technical Reports.  Care should be taken when making contributions containing third party material to ensure that the contributor has the right to grant the appropriate license for this material.
Each oneM2M Member who engages in oneM2M activities through its membership in a Partner shall be required to comply with that Partner Type 1’s IPR policies, procedures and guidelines with respect to the availability of licenses for IPR(s) that are or may be essential to implement Technical Specifications and/or Technical Reports developed in oneM2M.

oneM2M cannot ensure the accuracy or completeness of any disclosure, investigate the validity or existence of a patent, or determine whether a patent is essential to the use of a oneM2M Technical Specification or Technical Report. 

Antitrust Risk Notice: 
oneM2M participants should be sensitive to, and avoid discussions within oneM2M on, sensitive topics such as licensing terms, price, territories, specific contractual terms, etc.

1
Opening of meeting 

1.1
Welcome

1.2
Schedule for WG4 SEC
	MONDAY

	Great Room IV
	11:00-12:30
	Drafting Session D1

Agenda Item 5.4

Review TS-0001 CRs following SEC 20.5

	Great Room II/III 
	13:30-15:00
	SEC Opening Session S1
Review of Action Items

Agenda Item 5.4

ARC related contributions

	Great Room I
	17:00-18:30
	Joint Session with ARC Ja1 

Agenda Item 5.4 

	TUESDAY

	Great Room IV
	8:30-10:00
	Drafting Session D2
End-to-End Security Rel. 2

	Great Room IV
	13:30-15:00
	Drafting Session D3

Role, ACP and Token Rel. 2

	Great Room II/III
	15:30- 17:00
	SEC Session S2
Agenda Item 5.1, 5.4 if needed 

	WEDNESDAY

	Great Room I
	10:30-12:00
	Joint Session with ARC Ja2
Agenda Item 5.4

	Great Room II/III
	15:30- 17:00
	SEC Session S3
Agenda Item 5.2, 5.4 if needed

	Great Room IV
	15:30-17:00 
	Drafting Session D4
Dynamic Authorization Rel. 2

	Thursday

	Great Room I
	10:30-12:00
	Joint Session with ARC Ja3
Agenda Item 5.4

	Great Room IV
	13:30-15:00
	Drafting Session D5
Agenda Item 6.4 - SE Abstraction

	Great Room II/III
	15:30-17:00
	SEC Session S4
Agenda Item 6


	FRIDAY

	
	8:30-10:00 
	Potential Drafting Session D6
Any pending Rel. 2 issues

	
	10:30-12:00
	SEC Closing Session S5
Any remaining agenda Item
Any pending contributions / topics 

Review of Action Points

Future meetings


1.3
Attendees
2
Review of Agenda

Present document

3
Approval of previous Minutes and draft deliverables
· SEC 20.5 Minutes: SEC-2016-0022 under agreement by Correspondence
· Draft deliverables: SEC-2016-0030 TS-0003 Rel-2 Baseline
3
Review of Objectives for the Meeting
· Release 2 Stage 2 Finalization:

· Clarification on Roles in Release 1 and consolidation for Release 2
· Freeze new deliverables scheduled for Release 2: TR-0012, TR-0016, TR-0019. 

· Decide to put TS-0016 under Change Control

· Finalize architecture impact (Stage 2) of ongoing WIs on TS-0001 and TS-0003
· Reschedule left over features for further releases
 4
Review of Action Items
	REFERENCE
	WHAT
	WHO
	STATUS

	A-WG4-TP19-1
	SEC will define the concept of role:  what it is, and what it is used for (following joint ARC Teleconference)
	All
	CLOSED

	A-WG4-SEC20-1
	In Clause 10.1 of TS-0001, factorize language and procedures related to Authorization and Access Control, checking proper use of references to subsection of clause 11 (cf. discussions on ARC-2016-2306 at SEC 20.4).
	All
	CLOSED

	A-WG4-SEC21-1:
	In TR-0019, capture current analysis regarding the fact that PIP and PRP are already taken care of by existing resources
	All
	

	A-WG4-SEC21-2
	Complete procedures (RETRIEVE or NOTIFY?) for new resources in ARC-2016-0089R04
	All
	

	A-WG4-SEC21-3
	For Interworking with external systems, SEC should analyze potential issues related to <AE> resource creations without any security check
	All
	


5
Corrections and enhancements CRs (generic WIs)
5.1
Corrections / Clarifications to TS-0003 Rel-1
	SEC-2016-0030
	Draft Baseline for TS-0003 Release 2
	Secretariat
	Agreed as R2 baseline

	SEC-2016-0009R02
	Making from Field Optional in AE Registration
	Interdigital
	R02 agreed

	SEC-2016-0010
	FQDN from KeID
	Interdigital
	Agreed

	SEC-2016-0011R02
	DTLS Handshake On-hold
	Interdigital
	R2 Friday:

	SEC-2016-0012R03
	Expiration of Enrolment Credentials
	Interdigital
	R3 agreed


	SEC-2016-0013R01
	Authorizing an Enrolment Target during Provisioning
	Interdigital
	Agreed

	SEC-2016-0008R02
	ServiceSubscriptionAppRule Credentials Update (Rel-1)
	Interdigital
	R02 agreed

	
	
	
	


5.2
Enhancements to TS-0003 
	SEC-2015-0675R07
	TS-0003 CR to add PPM and Privacy Attribute list
	BT Group
	R07:agreed

	SEC-2016-0002R01
	TS-0003 CR E2E Security Primitives Stage 2 text
	Qualcomm Inc.
	Agreed

	SEC-2016-0004R02
	TS-0003 CR ESData Stage 2 text
	Qualcomm Inc.
	Agreed

	SEC-2016-0018R01
	TS-0003 CR E2EKey Stage 2 text
	Qualcomm
	Agreed

	SEC-2016-0006R04
	Credential Generation for End-to-end security
	Interdigital
	R04 agreed

	SEC-2016-0007R01
	Consultation based dynamic authorization system
	Interdigital
	To be
integrated in SEC-0021R02

	SEC-2016-0021R03
	TS-0003 CR Dynamic Authorization Stage 2 text
	Qualcomm
	Noted, revision to agree Friday
R03 

	SEC-2016-0023
	TS-0003 Proposal of sub-clauses added into clause 7
	Datang
	TBC noted

	SEC-2016-0024
	TS-0003 Distributed Authorization Resource Types
	Datang
	TBC noted

	SEC-2016-0025
	TS-0003 Distributed Authorization Resource Procedures
	Datang
	TBC noted

	SEC-2016-0026
	TS-0003 Role & Token Based Authorization Architecture
	Datang
	TBC noted

	SEC-2016-0027
	TS-0003 Role & Token Issuing Procedure
	Datang
	Keep open

	SEC-2016-0028
	TS-0003 Role & Token Based Authorization Procedure
	Datang
	Noted

	SEC-2016-0029R01
	TS-0003 Token Structure
	Datang
	R01 Agreed

	SEC-2016-0033R02
	TS-0003 RBAC Architecture and Procedures
	Datang
	R02 agreed


5.3
Security related contributions affecting REQ deliverables

	
	
	
	

	
	
	
	


5.4
Security related contributions affecting ARC deliverables

	ARC-2016-0053R03
	TS-0001 CR Deprecate SRole
	Alcatel-Lucent
	Agreed

	ARC-2016-0068R02
	Deprecate SRole Mirror CR
	Alcatel-Lucent
	Agreed

	ARC-2016-0069 
	Add Authorization Role Handling
	Alcatel Lucent
	TBR?
R01 agreed

	ARC-2016-0049R02
	TS-0001 CR SEC2 Access Code
	FUJITSU
	Need add’l description, it is a token, where is it stored? AE rather than CSE; ACP independent primitive request? ACP overridden or completed?
R03: Need to align with 82/ Withdrawn

	ARC-2015-2306R03
	TS-0001 CR ACP interpretation on registration procedure
	FUJITSU
	R03: TBR
R05

	ARC-2016-0006R02
	TS-0001 CR E2E Security
	Qualcomm Inc.
	R03 will be cleaned from revisions to revisions
Figure to update in R03 for agreement in ARC Friday
R03 Agreed

	ARC-2016-0082R03
	TS-0001 Dynamic Authorization
	Qualcomm Inc.
	R04:OK

	ARC-2016-0032R02
	TS-0001 Dynamic Authorization consultation resource R2
	Interdigital
	R03 (lifetime issue) TBA in ARC


	ARC-2016-0033R01
	TS-0001 Dynamic Authorization consultation procedures R2
	Interdigital
	R01: TBA in ARC
R02 agreed

	ARC-2016-0046
	Role and Token based authorization solutions
	Datang
	Noted

	ARC-2016-0047R05
	TS-0001 CR Role Resource type and Procedures
	Datang, China Mobile, ZTE, China Unicom, CATR
	R03 Noted
R04: TBD SEC Adhoc
R05: agreed

	ARC-2016-0048R02
	TS-0001 CR Token Resource type and Procedures
	Datang, China Mobile, ZTE, China Unicom, CATR
	R03: AppID use to clarify, TBD SEC AH, should always map to Role? 
R04: Agreed

	ARC-2016-0073R03
	Proposal of New Access Control Rule Format
	Datang, CATR, China Unicom
	R02: Offline comments to address, need revised terminology
R06:

	ARC-2016-0072
	oneM2M ACP Rule Issues and New Proposal Introduction
	Datang
	Noted

	ARC-2016-0089
	Distributed Authorization Resources type and procedures
	Datang, China Unicom, CATR
	Can we rely on existing schemes
R01:
Misunderstanding on purpose

R03: Nicolas prefers RETRIEVE
R04 agreed (without procedures)

	ARC-2016-0090
	RBAC Architecture & Procedures
	Datang
	Where  to put Role Resource (PIP CSE)? Role token or credential?
RO1: Split with TS-0003 (+Shingo, Wolfgang), Revs TBA friday 
R02 agreed

	ARC-2016-0091
	Role definition
	Datang
	TBR SEC
R01: ok

	ARC-2016-0095
	Dynamic Authorization Architecture and procedures
	Datang
	Withdrawn

	ARC-2016-2261R05
	LwM2M Security Interworking
	Gemalto
	Agreed

	ARC-2016-0042
	TS-0024 OIC object security
	Samsung
	Agreed in ARC


5.5
Security related contributions affecting PRO deliverables

	
	
	
	


6
Contributions to existing WIs for future releases
6.1
TR-0012 / WI 0016 Group Authentication and End-to-End Security
	SEC-2016-0032
	CR TR-0012 Proofreading
	Gemalto
	


6.2
TR-0016 / WI 0023 Authorization Architecture and Policies
	SEC-2016-0019
	TR-0016 Evaluation of oneM2M Current ACP Rule
	Datang
	

	SEC-2016-0020
	TR-0016 Proposal and evaluation of new ACP Rule
	Datang
	


6.3
TR-0019 / WI 0019 Dynamic Authorization for IoT
	SEC-2015-0661R01
	TR-0019 CR Ext Dyn Authz system Interworking
	Qualcomm Inc.
	noted

	
	
	
	


6.4
TS-0016 / WI 0021 Secure Environment Abstraction

	SEC-2016-0015R02
	TS-0016 Secure Connection
	Giesecke & Devrient
	Use virtual resource in R02

	SEC-2016-0016R02
	TS-0016 CR Identity
	Giesecke & Devrient
	Use virtual resource in R02

	SEC-2016-0017R02
	TS-0016 CR Cipher
	Giesecke & Devrient
	Use virtual resource in R02

	SEC-2016-0031
	CR TS-0016 Improvements
	Gemalto
	


6.5
TR-0008 Release 2 oneM2M Threat Analysis

	
	
	
	


6.6
Release 2 Privacy Profiles interoperability
	
	
	
	


7
Other contributions

7.1
Liaisons, New Work Items and revisions of Work Items

	
	
	
	


7.2
Other contributions for discussion


	
	
	
	


8
Planning for next Meeting(s)

Organization of e-mail discussion threads

Next Conference Calls
Next Face-to-Face

9
Any other business
10
Closure of meeting
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