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Introduction
See presentation SEC-2015-0660R01-External_Dyn_Authz_System_Interworking.
R01

· Reflecting discussion in SEC during TP21.

· Use Token format is provided in SEC-2016-0029-TS-0003_Token_Structure (Already AGREED at the time of submitting R01)
· Direct Dynamic Authorization is aligned with (Agreed) ARC-2016-0082R04-TS-0001_R2_CR_Dynamic_Authorization. Indirect Dynamic Authorization is partially aligned with ARC-2016-0082R04, but some work is still needed.
R02: Aligning Indirect Dynamic authorization with ARC-2016-0082R04-TS-0001_R2_CR_Dynamic_Authorization. Added Interdigital as co-signers.
Apply the following changes, starting towards the end of clause 7.1.1
-----------------------Start of change 1-------------------------------------------

The access control mechanism assembles the information needed to render the access decision which consists of:

· information included in the resource access request message as defined in clause 7.1.2 (table 7.1.2‑1);
· contextual information as defined in clause 7.1.2 (table 7.1.2-2);
· Tokens (if any) associated with the resource access request;
· the policies governing the access as defined in clause 7.1.3.

7.1.2
Parameters of the Request message

This clause specifies the parameters of a request message which are evaluated by the access control mechanism.
The data types applicable to these parameters are defined in clause 6.4 of oneM2M TS-0004 [4].

The parameters are listed in table 7.1.2-1.

Table 7.1.2-1: Parameters indicated in the request message

	Parameter
	Description
	Mandatory/ Optional
	Usage in access control mechanism

	to
	URI of target resource
	M
	Selection of accessControlPolicy associated with the target resource

	fr
	Identifier representing the originator of the request
	M
	Evaluated against accessControlOriginators in privileges and selfPrivileges attributes

	role
	Role of the originator
	O
	Evaluated against accessControlOriginators in privileges and selfPrivileges attributes 

	op
	Requested operation
	M
	Evaluated against accessControlOperations in privileges and selfPrivileges attributes

	fc
	filterUsage condition tag in Filter criteria
	O
	Differentiation between Retrieve and Discovery operations

	Tokens
	ESData-protected Tokens 
	O
	Contains authorization information (e.g. Role-IDs) to be used in the decision for the request

	Tokdn IDs
	tokenIds or Local-Token-ID
	O
	Identifies Tokens containing authorization information (e.g. Role-IDs) to be used in the decision for the request

	NOTE:
This parameter is for use in future Release(s).



Table 7.1.2-2 lists the context parameters associated with a request message which are evaluated by the access control mechanism. These parameters are not explicitly included in a request message but can be obtained at the receiver and validated against the context policy parameters as given in table 7.1.2-2.

Table 7.1.2-2: Context parameters associated with a request message

	Parameter
	Description
	Mandatory/ Optional
	Usage in access control mechanism

	rq_time
	Time stamp when the request message was received at the hosting CSE. Obtained by the hosting CSE's system time clock.
	O
	Validated against accessControlTimeWindow parameter in an access control rule, cf. clause 7.3

	rq_loc
	Location information about the originator of the request. Obtained over the Mcn reference point.
	O
	Validated against accessControlLocationRegion parameter in an access control rule, cf. clause 7.3

	rq_ip
	IP source address associated with the IP packets that carry the request message. Obtained over the Mcn reference point.
	O
	Validated against accessControlIpAddress parameter in an access control rule, cf. clause 7.3


Tokens, as defined in clause 7.xxx “Token Structure”, may be associated with a request message. A Token may be associated with a request as a result of being included in the Tokens primitive parameter of the request message or identified in the Token IDs primitive parameter of the request message. If the Hosting CSE obtained a token from the Dynamic Authorization System (DAS) Server using Direct Dynamic Authorization, then this Token shall associated with a request if the holder parameter in the Token matches the Absolute AE-ID or CSE-ID of the Originator of the request; such Tokens are obtained using. Dynamic Authorization is specified in clause 7.x.

Editor’s note: There appears to be a need to indicate when the Roles and Tokens included or identified in a request will over-ride the privileges associated with the Originator’s AE-ID or CSE-ID or a Token received via Direct Dynamic Authorization. This functionality is intended to be included in the very near future.   
7.1.3
Format of privileges and selfprivileges Attributes
-----------------------End of change 1-------------------------------------------

Apply the following changes to table 7.1.3-1 “Parameters of an access-control-rule-tuple”
-----------------------Start of change 2-------------------------------------------

7.1.5
Description of the Access Decision Algorithm

The access control algorithm specified in this clause combines partial access control results obtained for each of the individual access control rules contained in a privileges or selfPrivileges attribute. Further, if multiple ACP instances are assigned to the protected resource, the access control algorithm combines the partial access control results obtained for the individual ACPs of an ACP set.

The algorithm specified in this clause adopts a "Permit-overrides" combining algorithm with respect to access control rules and ACPs as defined in XACML [i.5]. This algorithm has the following behaviour:

1) If a decision is "Permit" for only a single access control rule included in the privileges (or selfPrivileges) attribute of a single ACP, the result is "Permit".
2) Otherwise, the result is "Deny".

The logic for evaluating a request against a privilege can be described mathematically as follows. A privileges or selfPrivileges attribute included in an <accessControlPolicy> resource represents a set of access control rules, acrs, which is built as in figure 7.1.5-1.
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Figure 7.1.5-1 Logic to evaluate privileges
-----------------------End of change 2---------------------------------------------

Add the following sub-clause of clause 7

-----------------------End of change 3---------------------------------------------

7.x
Dynamic Authorization 
7.x.1
Purpose of the Dynamic Authorization 
The Dynamic Authorization provides an interoperable framework an Originator to be dynamically issued with a temporary permissions providing the Originator with access to one or more resources on one or more CSEs. 

Applicable use cases, requirements and proposals are discussed in TR-0019 [i.TR0019]. 

The present document specifies the exchanged Dynamic Authorization parameters and associated processing at the Originator and Hosting CSE. The transport of dynamic authorization parameters is specified in TS-0001 [1].

7.x.2
Dynamic Authorization Stage 2 Details
7.x.2.1 Dynamic Authorization Reference Model
Editor’s note: If possible, keep this clause aligned with clause 11.5.1, TS-0003 [2].
The Dynamic Authorization reference model is shown in Figure 7.x.2.1-1 “Dynamic Authorization reference model”. 
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Figure 11.5.1-1 Dynamic Authorization reference model 
The Dynamic Authorization reference model introduces the following systems and entities:

· Dynamic Authorization System (DAS): A system supporting dynamically authorization on behalf of resources owners. The present document does not describe the processing and exchange of messages within the Dynamic Authorization System. This system may reside either internally or externally within the service provider network.

· Dynamic Authorization System (DAS) Server: A server configured with policies for dynamic authorization, and provided with credentials for issuing Tokens.  The DAS Server may include an AE for interaction with the oneM2M system.

The following Dynamic Authorization procedures are specified:

· Direct Dynamic Authorization, summarized in Figure 7.x.2.1-2. In this procedure, Hosting CSE interacts with the DAS Server to obtain Dynamic Authorization.
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Figure 7.x.2.1-2 Direct Dynamic Authorization 
· Indirect Dynamic Authorization, summarized in Figure 7.x.2.1-3.

· Steps 1-2: The Hosting CSE may provide the Originator with Token Request Information in the unsuccessful response.

· Steps 3: The Originator interacts with the DAS Server with the intention that the DAS Server issue Tokens authorizing the Originator, and the Originator is provided with the Token or a Token-ID. The interaction is not described in the present specification.
· Steps 4-7: The Originator provides the Hosting CSE with a Token, Token-ID to indicate that the Token is to be considered in the access decision. In the case of a token-ID, the Hosting CSE retrieves the corresponding Token via an AE of the DAS Server. These are then used in the access decision.  The Hosting CSE may provide the Originator with a Local-Token-ID may be used to identify the Token. 
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Figure 7.x.2.1-3 Indirect Dynamic Authorization

7.x.2.2 Direct Dynamic Authorization 
The present document specifies the exchanged parameters and associated processing at the Hosting CSE. The transport of parameters is specified in clause 11.5.2, TS-0001 [1].

The message flow for the Direct Dynamic Authorization is shown in Figure 7.x.2.2-1 “Message flow for Direct Dynamic Authorization”, and described in the following text.
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Figure 7.x.2.2-1: Message flow for Direct Dynamic Authorization 

1. The Originator sends request (called the request from the Originator for this message flow) to the Hosting CSE. This request may include Tokens or Token-IDs; see the clause 7.x.2.3 “Indirect Dynamic Authorization”.

2.  Initial Hosting CSE processing:

2.1. If the request from the Originator includes Tokens or Token-IDs then these are processed as described in clause 7.x.2.3 “Indirect Dynamic Authorization”. The Hosting CSE evaluates the access decision algorithm, but is unable to grant access for the request from the Originator based on configured access control policies. 

2.2. The Hosting HCSE determines the set of DAS Server with which Direct Dynamic Authorization may be performed.

2.2.1. The HCSE examines all accessControlRules for which request satisfies the accessControlOperations and accessControlContexts in the <accessControlPolicy> resources linked to the requested resource. The HCSE collects the set of all Role-IDs in the accessControlOperators of these accessControlRules.  This Role-IDs are grouped according to the DAS Server AE-ID identified by the Role-ID.

Editor’s note: The parameters comprising the Role-ID are not yet defined, but are assumed to contain at least an identifier for a DAS Server and a label that is unique within the scope of Role-IDs assigned by the DAS Server.
NOTE: Regarding the Role-ID(s) parameter: The Originator would be granted access if a Token(s) is issued which associates the Originator with one or more of the Role-ID(s). Providing this list to the DAS Server allows the DAS Server to select a suitable set of one or more Role-ID(s) to associated with the Originator in Token(s), thereby authorizing the Originator to access the requested resources. The policies configured to the DAS Server would dictate which Role-ID(s) (if any) are included in Token(s) issued to the Originator.

2.2.2. The HCSE shall also collect the set of <dynamicAuthorizationConsultation> resources linked to the requested resource, and group these according to the DAS Server AE-ID attribute of the <dynamicAuthorizationConsultation> resource.

2.3. The Hosting CSE selects a DAS Server (from the set determined in step 2.2) and sends a oneM2M request message containing the information described in Table 7.x.3.2-1 “Information in the Direct Dynamic Authorization message sent from Hosting CSE to DAS Server”. The transport of parameters is specified in step 2.3, clause 11.5.2, TS-0001 [1].
Table 7.x.2.3-1: Information sent from Hosting CSE to DAS Server during the Direct Dynamic Authorization
	Parameter
	Description
	Mandatory/ Optional

	oid
	Identifier of the Originator of the request received by the Receiver
	M

	ort
	Type of resource targeted by originated request received by Receiver
	M

	oro
	Type of operation specified in originated request received by the Receiver
	M

	oip
	IP address of Originator of request received by Receiver
	O

	oloc
	Location of Originator of request received by Receiver
	O

	orol
	Role of Originator of request received by Receiver
	O

	otm
	Timestamp when originated request was received by Receiver
	O

	orid
	Resource ID targeted by originated request received by Receiver
	O

	rlt
	Proposed lifetime of authorization privileges requested by the Receiver
	O

	Roles
	The set of Dynamic Access Roles in the accessControlDynAuthRole parameters associated with the DAS Server AE-ID.
	O


3. DAS Server processing:

3.1. The DAS Server processes the received parameters. The DAS Server may decide to provide Token(s) and/or dynamicACPInfo which will be used by the Hosting CSE to create a dynamic <accesscontrolPolicy> resource. The DAS Server applies the policies with which it is configured to decide on the appropriate actions.

NOTE: The details of this decision are specific to the Dynamic Authorization System being employed; these details are not visible to the oneM2M system, and are not addressed in the present document.
The Token(s) (if any) shall conform to clause 7.x.y.z “Token Structure”, with the following profile:

· The “holder” parameter shall contain the Originator’s Absolute CSE-ID or AE-ID received from the HCSE, and may contain other CSE-IDs and AE-IDS.

· The “audience” parameter shall contain only the HCSEs CSE-ID.

Editor’s note: The “audience” parameter of a Token is not yet defined in clause 7.x.y.z “Token Structure”.
The DAS Server shall apply a ESData protection option to the individual Tokens with the following requirements

· The DAS Server may encrypt the Token such that the Token can be decrypted by the Hosting CSE.

· The Hosting CSE shall be able to verify that the DAS Server issued the token. 

The ESData processing results in an ESData envelope which is called the ESData-protected Token for the purposes of this message flow. 

If the DAS Server decides to authorize the Hosting CSE to create a dynamic <accesscontrolPolicy> resource, then the DAS Server shall form a dynamicACPInfo parameter containing the following information are listed in table 7.x.2.3-2 “Parameters included in the dynamicACPInfo parameter”.

Table 7.x.2.3-2: Information included in the dynamicACPInfo parameter
	Parameter
	Description
	Mandatory/ Optional

	priv
	List of granted privileges
	O

	plt
	Lifetime of granted privileges
	O


3.2. The DAS Server shall send the ESData-protected Token(s) (if any) and (optional) dynamicACPInfo parameter via the DAS Server AE to the Hosting CSE. The transport of parameters is specified in step 2.3, clause 11.5.2, TS-0001 [1].
4. HCSE Processing:

4.1. The HCSE processes the ESData-protected Token(s) (if present) and dynamicACPInfo parameter (if present).

4.1.1. The HCSE shall perform the following verifications for each ESData-protected Token:

4.1.1.1. The HCSE shall apply ESData processing to the ESData-protected Token to extract the authenticated Token.

4.1.1.2. The HCSE shall perform the following verifications:

4.1.1.2.1. The “issuer” parameter in the Token shall exactly match the identity of the DAS Server.

4.1.1.2.2. The HCSE’s CSE-ID shall match the CSE-ID in the “audience” parameter in the Token.

4.1.1.2.3. The “holder” parameter in the Token shall exactly matches the Absolute CSE-ID or AE-ID of the Originator from whom the request was received.

4.1.1.2.4. The HCSE shall verify that the Token not expired, by comparing the current time to the “notAfter” parameter in the Token. 

4.1.1.3. The HCSE shall cache the verified Token, and may later delete the verified Token from the case when the Token expires (as defined in step 4.1.2.4)

4.1.2. If dynamicACPInfo  is provided by the DAS Server, then the Hosting CSE shall create a dynamic <accessControlPolicy> resource matching the dynamicACPInfo  

4.2. The Hosting CSE repeats the access decision mechanism in clause 7.1.4 “Access Control Decision”. 
4.3. If access is granted, then the Hosting CSE performs the operation requested in the request from the Originator, resulting in the Hosting CSE sending a request to the Originator.
7.x.2.3 Indirect
The present document specifies the exchanged parameters and associated processing at the Originator and Hosting CSE. The transport of parameters is specified in clause 11.5.3, TS-0001 [1].

The message flow for Indirect Dynamic Authorization is shown in Figure 7.x.2.3-1 “Message flow for the Indirect Dynamic Authorization”, and described in the following text.
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Figure 7.x.2.3-1: Message flow for Indirect Dynamic Authorization 
1. (Optional) The Originator sends request to the Hosting CSE. The Originator includes an indication that the Originator is prepared to request Tokens from DAS Servers for this request. This request may include a combination of Tokens, tokenIds, Local-Token-IDs but this message flow assumes that these do not provide sufficient permissions for accessing the requested resource.

2. (Optional)  Initial Hosting CSE processing:

2.1. Hosting CSE performs the access decision for the request from the Originator. This call flow assumes that the request from the Originator is denied as a result of the access decision. The Hosting CSE observes the indication that the Originator prepared to request Tokens from DAS Servers for this request.
2.2. The Hosting CSE forms a list of DAS Server’s and associated Role-ID(s) (if any) as described in step 2.2.1 of the Direct Dynamic Authorization in clause 7.x.2.3 “Direct Dynamic Authorization”. 
For each DAS Server, then Hosting CSE may apply ESData to the set of Role-IDs for decryption by the DAS Server. For example, the ESData may encrypt the set of Role-IDs so they are not visible to the Originator.
Editor’s note: a mechanism is needed for the DAS Server to tell the Hosting CSE if ESData should be applied to the Role-IDs, as well as indicating the credential to use.
2.3. The Hosting shall send an unsuccessful resource to the Originator, including the list of DAS Server and associated set of optionally-ESData-protected Role-IDs. 
2.4. The Originator selects a DAS Server identified in Token Request Information primitive parameter
3. The Originator shall interact with the DAS Server to request the issuance of a Token. The Originator can provide the optionally-ESData-protected set of Role-IDS to the DAS Server, and parameters from the original resource access request. If the set of Role-IDS is protected using ESData, the the DSA Server applies ESData to extract the set of Role-IDS. The DAS Server issues a Token(s) and provides the tokenId(s) and optionally the ESData-protected Token(s) to the Originator. The DAS Server can also provide the Originator with other parameters from the Token; for example, the time window in which the Token is valid. This interaction is specific to the Dynamic Authorization System technology being used.

4. For request that the Origiantor wishes to have authorized using an issued Token, the Originator shall adding ESData-protected Token provided by the DAS Server or tokenId (if no ESData-protected Token was  provided) if the corresponding ESData-protected Token(s) was not provided by the DAS Server. In particular, if the request at step 1 was unsuccessful at step 2.3, then the Originator shall repeat the request with new Token(s) and/or tokenId(s). A token may be used in multiple request. 
The Originator shall sends the request to the Hosting CSE.
5. (Optional) If the request includes tokenId(s), then for each tokenId the Hosting CSE identifies the corresponding DAS Server AE from which to request the corresponding Token.
5.1. The Hosting CSE sends the tokenId(s) to the DAS Server via a DAS Server AE.
5.2. The DAS Server shall return the corresponding valid ESData-protected Token(s) to the Hosting CSE via the DAS Server AE. 

6. Hosting CSE Processing

6.1. Token Processing

6.1.1. The Hosting CSE shall apply ESData to the ESData-protected Token(s), either provided in the request or retrieved form the DAS Server, to extract the authenticated Token(s). 
6.1.2. If a Local-Token-ID was provided in the request, then the Hosting CSE attempts to retrieve the cached token.
6.1.3. The HCSE shall perform the following verifications for each authenticated and cached token associated with the request:

· The HCSE’s CSE-ID shall match one of the Absolute CSE-IDs (optionally including wildcards) in the “audience” parameter in the Token. 

Editor’s note: This parameter is not currently defined in clause 7.x.y.z “Token Structure”.

· The “holder” parameter in the Token shall exactly match the Absolute CSE-ID or AE-ID of the Originator from whom the request was received.

· The HCSE shall verify that the Token is currently valid not expired, by comparing the current time to the “notBefore” and “notAfter” parameter in the Token. If a cached Token has expired, then the Token may be removed from the cache.
6.1.4. If any identified Token could not be retrieved in steps 5 or 6.1.2, or if any ESData-protected Token-ID failed verification at step 6.1.1, or if any Token failed the verification at step 6.1.3, then the Hosting CSE shall respond with an error.
6.1.5. The Hosting CSE may cache any new Token(s).
6.2. The Hosting CSE may assign Local-Token-ID(s) to cached Token(s).
6.3. The Hosting CSE shall perform the access decision as described in clause 7.1.4, including the information in the Token(s) identified in the request. If access is granted, then the requested operation shall be performed.

7. Response

7.1. The Hosting CSE sends a response to the Originator. For each new Local-Token-ID(s) has been assigned, the Hosting CSE provides the Local-Token-ID and corresponding tokenId in the response parameters.
7.2. The Originator associates the Local-Token-ID with tokenId. In subsequent requests, the Originator may use the Local-Token-ID instead of the Token or tokenId.
-----------------------End of change 3---------------------------------------------
Set of context constraints  consisting of the 3 elements: 


{accessControlTimeWindow(k, m), accessControlLocationRegion(k,m), accessControlIpAddress(k, m)}





                                         acrs   = { acr(1),  acr(2), ..., acr(k), ..., acr(K) }





acr(k) = {acr(k)_accessControlOriginators, acr(k)_accessControlOperations, acr(k)_accessControlContexts} 





Set of originator parameters.  Examples:     


{CSE-ID1, AE-ID1, AE-ID2, Role-ID1}


{all}





Set of allowed operations. Examples:     


{Create, Retrieve, Update, Delete, Discover, Notify}


{Retrieve, Discover, Notify}








Set of time windows defined by start and end time 


Example:     


{daily 04:30 – 06:00, 11:30 – 12:30, 22:15 – 00:30}





Set of location regions defined by list of objects representing geographical regions


Example:     


{geoRegion1, geoRegion2, geoRegion3}





Set of IP addresses or address blocks 


Example (IPv4):     


{212.75.201.105, 88.77.0.0/16, 116.27.123.0/24}





Set (list) of M_k context constraints (number of elements M_k can be different for each acr(k)):


{acr(k)_accessControlContext(k, 1), …  


                                     …, acr(k)_accessControlContext(k, m), …


                                                          …, acr(k)_accessControlContext(k, M_k)}
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