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1
Introduction

This contribution proposes the solution for distribute authorization.
2
Proposal
7.x
Distributed Authorization Mechanism

7.x.1
General Description

In the distributed authorization system the PEP, PDP, PRP and PIP might be located in different CSEs. The communication between PEP, PDP, PRP and PIP shall cross the Mcc or Mcc’ reference point.
Virtual resources shall be used to represent PDPs, PRPs or PIPs. A <policyDecisionPoint> resource represents a PDP, a <policyRetrievalPoint> resource represents a PRP and a <policyInformationPoint> resource represents a PIP. These resources shall be located directly under a <CSEBase>. There could be multiple these resources in one CSE.
NOTE: Create, update and delete these resources shall be related to security configuration, they are not discussed in the current document.
One RETRIEVE request addressing these virtual resources will trigger a corresponding process which performs the functionality of PDP, PRP or PIP.
The resources’ definitions and procedures are described in the following clauses
7.x.2
Resource Types
7.x.2.1
Resource Type policyDecisionPoint
The <policyDecisionPoint> resource is a virtual resource that shall be located directly under the <CSEBase> resource. When a RETRIEVE Request addresses the <policyDecisionPoint> resource, a PDP process is triggered. The access control decision request should be included in the Content parameter of the Request, and the access control decision response should be included in the Content parameter of the Response.

The <policyDecisionPoint> resource inherits the access control policies applying to its parent <CSEBase> resource.
7.x.2.1
Resource Type policyRetrievalPoint
The <policyRetrievalPoint> resource is a virtual resource that shall be located directly under the <CSEBase> resource. When a RETRIEVE Request addresses the <policyRetrievalPoint> resource, a PRP process is triggered. The access control policy request should be included in the Content parameter of the Request, and the access control policy response should be included in the Content parameter of the Response.

The <policyRetrievalPoint> resource inherits the access control policies applying to its parent <CSEBase> resource.
7.x.2.1
Resource Type policyInformationPoint
The <policyInformationPoint> resource is a virtual resource that shall be located directly under the <CSEBase> resource. When a RETRIEVE Request addresses the <policyInformationPoint> resource, a PIP process is triggered. The access control attribute request should be included in the Content parameter of the Request,  and the access control attribute response should be included in the Content parameter of the Response.

The <policyInformationPoint> resource inherits the access control policies applying to its parent <CSEBase> resource.
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