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2.1
Normative references

Clause 2.1 only shall contain normative (essential) references which are cited in the document itself. These references have to be publicly available and in English.
The following referenced documents are necessary for the application of the present document.
[1]
TS-0003, oneM2M Security Solutions 
[2]
TS-0001, oneM2M Architecture

[3]
ETSI TS 102 221 “Smart Cards; UICC-Terminal Interface; Physical and Logical Characteristics”
[4]
GlobalPlatform Device Commitee TEE System Architecture v1.0 specification
2.2
Informative references
Clause 2.2 shall only contain informative references which are cited in the document itself.

The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.
[i.1]
oneM2M Drafting Rules  (http://member.onem2m.org/Static_pages/Others/Rules_Pages/oneM2M-Drafting-Rules-V1_0.doc)
[i.2]
oneM2M TR-0008, “Security Analysis” (Release 2) 
5
SE Abstraction Architecture
5.1
Introduction
As defined in oneM2M TS-0003 [1], the Secure Environment (SE) provides protected sensitive functions and sensitive data to entitities within the M2M system via the Mcs reference point. The SE is either implemented as a dedicated hardware component or as a trusted logical entity represented by a set of software functions. Depending on the use case and its associated security requirements several different integration scenarios are possible. They are described within this clause. In general the following high level architecture as depicted in figure 5.1-1 applies.
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Figure 5.1-1: Secure Environment interworking
5.2
AE and CSE access security services within the SE

In this scenario, both the AE and the CSE reside within the Field Domain Node as depicted in figure 5.2-1. The AE is split into a security and a non security part whereas the security relevant part AE_sec resides within the SE and the corresponding non security relevant part AE_ resides within the application space of the field domain node. The AE_ accesses AE_sec via the Maa reference point. In addition the AE and the CSE can access security services offered by the SE via the Mcs reference point.
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Figure 5.2-1: Secure Environment architecture

The SE is integrated into the Field Domain node as follows:

· Logically: the SE offers its sensitive functions f(x)_sec and its security resources res_sec to AEs and CSEs residing within the field domain node via the Mcs reference point. In addition the AE_sec may offer corresponding services to the AE_ via a proprietary Maa reference point. AE_sec may also access the CSE via the Mca reference point.
· Physically: in case the SE is a dedicated hardware component, it has to be integrated into the field domain node physically including low level drivers that enable logical access to the SE. The physical connection is superfluous in case the SE is implemented in software.

5.3
AE residing within the SE

In this scenario, the entire AE resides within the SE and utilizes security services provided by the SE. In addition the CSE may access the SE for dedicated security services via the Mcs reference point as depicted in figure 5.3-1. The AE may additionally access CSE resources via the Mca reference point.
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Figure 5.3-1: Secure Environment architecture

The SE is integrated into the Field Domain node as follows:

· Logically: the SE offers sensitive functions f(x)_sec and security resources res_sec to CSEs residing within the field domain node via the Mcs reference point. The AE is integrated within the SE such that it uses SE internal interfaces and methods. 

· Physically: in case the SE is a dedicated hardware component, it has to be integrated into the field domain node physically including low level drivers that enable logical access to the SE. The physical connection is superfluous in case the SE is implemented in software.

6
Types of Secure Environments

According to [1] a SE can be implemented in different ways. Within the scope of this specification following categories are distinguished:

· Independent Hardware based SE
· Integrated hardware based SE
· Software based SE

6.1
Independent Hardware based SE

Following Independent Hardware based SEs are considered within the current release of the specification:

· Secure Elements in different form factors including 

· UICC according to [3]

· and other variants of it such as eSE according to [x]
As outlined in TR-0008 [i.2], such implementations are recommended as countermeasures against key discovery and device cloning for devices that are physically exposed to potential attackers.
6.2
Integrated Hardware based SE

Following integrated hardware based SEs are considered within the current release of the specification:

· Trusted Execution Environment according to [4]
According to the security analysis in TR-0008 [i.2], such implementations are aopropriate for devices likely to be the target of remote attacks, without being physically accessible to attackers, 
6.3
Software based SE

A SE as defined in [1] provides security services to application. In addition to hardware based solutions this can also be provided by a dedicated software implementation such as White Box Cryptography. Such implementations are only appropriate when the lifetime of the asset is limited and the risks of compromission are otherwise mitigated. 
7
Logical Abstraction – SE reference points

7.1
Overview

SE reference point shall enable applications and service layer entities which are out of Secure Environments to make use of sensitive functions, sensitive data and applications residing within the Secure Environment, independently of the technical implementation of the Secure Environment, via a logical abstract interface. The logical abstraction interface is between the physical or logical Secure Environments and any external service layer entities and applications. The logical abstraction interface shall access the sensitive functions, sensitive data and applications residing within the Secure Environments regardless of their number and Secure Environment architecture scenarios.

7.2
Mcs reference point
7.2.1
Secure Environment Identifier (M2M-SE-ID)
M2M nodes may contain multiple Secure Environments each associated with a corresponding Secure Environment Identifier (M2M-SE-ID). Each SE contains several M2M Security Services, i.e. sensitive functions and sensitive data. The M2M-SE-ID is assigned to each Secure Environment.

Table 7.2.1-1: Secure Environment Identifier

	Identifier
	Assigned by
	Assigned to
	Assigned during
	Lifetime
	Uniqueness
	Used during

	M2M Secure Environment Identifier
	M2M SE Provider
	Secure Environment

	Pre- or remote Provisioning or during manufacturing
	Life of the M2M Service Registration.
	Global per SE and per class of SE
	communication establishment with and selection of SE;


M2M-SE-ID is structured as follows:

Type of SE followed by unique ID, where type of SE is defined as given in table 7.1.1-2 and the unique ID is defined as described in Table 7.1.1-1.

Table 7.2.1-2: Type of Secure Environment
	Class of SE
	Type of Secure Environment
	Coding

	Independent Hardware
	UICC
	Tbd

	Integrated Hardware
	TEE
	Tbd

	Software
	Security Library
	Tbd

	...
	
	


Editor’s note: further types and classes tbd

Editor’s note: relation between SE-ID and node-ID is FFS. Definition of M2M Service Registration to be added.

7.6.4
<profile> Resource Procedures

7.6.4.1
CREATE <profile>

This procedure shall be used for creating a <profile> resource.
Table 7.6.2.1-1: <profile> CREATE
	<profile> CREATE request message parameters

	Associated Reference Point
	Mcs and Mca

	Information in Request message
	Following parameters shall exist within the Create request:

Operation

To: The ID of SE/AE_SEC where the <profile> resource is intended to be Created
From: the profile issuer

Content: <profile>

Name: name of profile

	Processing at Originator before sending Request
	Establish security association between the profile issuer and SE/AE_SEC

Requests from a profile issuer includes its ID.

	Processing at Receiver
	Check accessPrivileges and validate request. Download profile file and install it.

	Information in Response message
	Response status codes: ack; successful operation = CREATE; Unsuccessful Operation = C; 

Request Identifier

	Processing at Originator after receiving Response
	n/a

	Exceptions
	According to [2]


7.6.4.2
RETRIEVE < profile >

This procedure shall be used for retrieving a < profile > resource.
Table 7.6.2.2-1: < profile > RETRIEVE
	<sensitiveDataObject> RETRIEVE request message parameters

	Associated Reference Point
	Mcs and Mca

	Information in Request message
	Following parameters shall exist within the RETRIEVE request:

Operation

To: The ID of SE/AE_SEC where the <profile> resource is located
From: the profile issuer

	Processing at Originator before sending Request
	Establish security association between the profile issuer and SE/AE_SEC

Requests from a profile issuer includes its ID

	Processing at Receiver
	Check accessPrivileges and validate request

	Information in Response message
	Response status codes: ack; successful operation = RETRIEVE; Unsuccessful Operation = R; 

Request Identifier

Content = Sensitive Data 

	Processing at Originator after receiving Response
	As defined in [2]

	Exceptions
	As defined in [2]


7.6.4.3
UPDATE <profile>

This procedure shall be used for updating the attributes and actual data of a < profile > resource.
Table 7.6.2.3-1: <profile> UPDATE
	<profile> UPDATE request message parameters

	Associated Reference Point
	Mcs and Mca

	Information in Request message
	Following parameters shall exist within the UPDATE request:

Operation

To: The ID of SE/AE_SEC where the <profile> resource is located
From: the profile issuer

Content: <profile>

Name: name of profile Content

	Processing at Originator before sending Request
	Establish security association between creator and SE

Requests from a profile issuer includes its ID

	Processing at Receiver
	Check accessPrivileges and validate request. Set enableSatus as activated or deactivated

	Information in Response message
	Response status codes: ack; successful operation = UPDATE; Unsuccessful Operation = R; 

Request Identifier

	Processing at Originator after receiving Response
	As defined in [2]

	Exceptions
	As defined in [2]


7.6.4.4
DELETE <profile>

This procedure shall be used for deleting a <profile> resource.
Table 7.6.2.4-1: <profile> DELETE
	<profile> DELETE request message parameters

	Associated Reference Point
	Mcs and Mca

	Information in Request message
	Following parameters shall exist within the DELETE request:

Operation

To: The ID of SE/AE_SEC where the <profile> resource is located
From: the profile issuer

Name: name of profile

	Processing at Originator before sending Request
	Establish security association between creator and SE

Requests from a profile issuer includes its ID

	Processing at Receiver
	Check accessPrivileges and validate request. Delete profile

	Information in Response message
	Response status codes: ack; successful operation = DELETE; Unsuccessful Operation = D; 

Request Identifier

	Processing at Originator after receiving Response
	As defined in [2]

	Exceptions
	As defined in [2]
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