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1
Introduction

This contribution evaluates the expression ability of current oneM2M access control rule through an example, and concludes that it cannot provide fine grained access control.
2
Proposal
8.x
Evaluation of oneM2M Access Control Rule
8.x.1
Introduction
The descriptive ability of current oneM2M access control rule is evaluated in the following clauses.

8.x.2
Application Scenario Description
The oneM2M application scenario is shown in figure 8.x.2-1. CSE1 is a CSE. AE1 and AE2 are AE. Both AE1 and AE2 register to CSE1. CONT1 is a <container> resource in CSE1.
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Figure 8.x.2-1: An oneM2M application scenario
In this oneM2M application AE1 and AE2 share data through CONT1 in CSE1. AE1 writes data into CONT1 through create <contentInstance> resources, and AE2 reads data from CONT1 through retrieve <contentInstance> resources from CONT1.

The basic procedure is:

1. AE2 makes a subscription to CONT1 in order to get notifications when new <contenInstance> resources are created in CONT1.

2. AE1 creates a <contentInstance> resource in CONT1.

3. CSE1 notifies AE2 after AE1 has created a <contentInstance> resource in CONT1.

4. AE2 retrieve the new created <contentInstance> resource from CONT1.
8.x.3
Access Control Rules and Evaluation
The resource tree in CSE1 is shown in figure 8.x.3-1. ACP1 is a <accessControlPolicy> resource. ACP1 is associated to CONT1 through the accessControlPolicyIDs attribute of CONT1.
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Figure 8.x.3-1: An example of resource tree
What we expect in access control are:

1. AE1 can create <contentInstance> resources in CONT1.

2. AE1 cannot create any other types of resources except <contentInstance> resources in CONT1.
3. AE2 can create <subscription> resources for notifications about the change of <contentInstance> resources in CONT1.
4. AE2 cannot create any other types of resources except <subscription> resources in CONT1.
5. AE2 can retrieve <contentInstance> resources in CONT1.
6. AE2 cannot retrieve any other types of resources except <contentInstance> resources in CONT1.
In order to permit AE1 to create <contentInstance> resource and AE2 to create <subscription> resource in CONT1, the following rule should be applied.
Rule-1: [(AE1, AE2), (Create), ()]
However what we get is:

· AE1 and AE2 can create any child resources in CONT1. For example, both AE1 and AE2 can create <container> resources, and AE1 can create <subscription> resources. These are not what we expected
In order to permit AE2 to retrieve <contentInstance> resources in CONT1, the following rule should be applied.

Rule-2: [(AE2), (Retrieve), ()]
However what we get is:

· AE2 can retrieve any attributes and/or child resources in CONT1. For example, AE2 can retrieve <container> resources if they do not have extra access control policies for their own, retrieve accessControlPolicyIDs attribute. These are not what we expected.

8.x.4
Conclusion
· 
· More descriptive access control rules should be developed so that fine grained access control could be supported by the oneM2M System.
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