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1
Introduction

This contribution proposes a new access control policy rule format that is an extension of the current access control rule format. An evaluation to the new rule format is also provided through an example. The conclusion is that it can provide fine grained access control.
2
Proposal
x
Proposal of New Access Control Rule
x.1
Introduction
This clause proposes a new access control rule format that can provide more expressive than the current access control rule format. The new rule format is an extension of the old one.
x.2
New Access Control Rule
x.2.1
Rule Format
The set of access control rules represented in privileges and selfPrivileges attributes are comprised of 6-tuples (accessControlResources, permittedAttributes, permittedChildResources, accessControlOriginators, accessControlContexts, accessControlOperations) with parameters shown in table x.2.1-1 which are further described in the following clauses.

If privileges attribute contains no 6-tuple then this represent an empty set of the access control rules.

The selPrivileges attribute shall contain at least one 6-tuples.

The CSE access granting mechanism shall follow the procedure described in oneM2M TS-0003 [i.2] in clause 7.1 (Access Control Mechanism).

Table x.2.1-1: Parameters in access-control-rule-tuple

	Name
	Description

	accessControlResources
	See clause x.2.1.1

	permittedAttributes
	See clause x.2.1.2

	permittedChildResources
	See clause x.2.1.3

	accessControlOriginators
	See clause 9.6.2.1 of oneM2M TS-0001 [i.1]

	accessControlContexts
	See clause 9.6.2.2 of oneM2M TS-0001 [i.1]

	accessControlOperations
	See clause 9.6.2.3 of oneM2M TS-0001 [i.1]


x.2.1.1
accessControlResources
The accessControlResources is a mandatory parameter in an access-control-rule-tuple. It represents the set of resources that shall be protected by this access control rule. The set of resources is described as a list of address(es) of resources.
x.2.1.2
permittedAttributes
The permittedAttributes is an optional parameter in an access-control-rule-tuple that represents the set of attributes that are permitted to be accessed directly under the resources specified in the accessControlResource constraints by this access control rule. If this parameter does exist or it is empty, it means no attributes are allowed to be accessed directly under the resources within the accessControlResources constraints. Table x.2.1.2-1 describes the supported types of parameters in permittedAttributes. 
Table x.2.1.2-1: Types of Parameters in permittedAttributes
	Name
	Description

	attribute name
	Resource attributes are allowed to be accessed directly under the resources specified within the accessControlResources constraints

	all
	Any resource attributes are allowed to be accessed directly under the resources specified within the accessControlResources constraints


x.2.1.3
permittedChildResources
The permittedChildResources is an optional parameter in an access-control-rule-tuple that represents the set of child resource types that are permitted to be accessed under the resources specified in the accessControlResource constraints by this access control rule. If this parameter does exist or it is empty, it means no child resource types are allowed to be accessed under the resources within the accessControlResources constraints. Table x.2.1.3-1 describes the supported types of parameters in permittedChildResources. 

Table x.2.1.2-1: Types of Parameters in permittedChildResources
	Name
	Description

	Resource Type
	Resource types are allowed to be accessed under the resources specified within the accessControlResources constraints

	all
	Any resource types are allowed to be accessed under the resources specified within the accessControlResources constraints


x.3
Evaluation of The Proposed oneM2M Access Control Rule
x.3.1
Introduction
The descriptive ability of the proposed access control rule is discussed in the following clauses using the application scenario described in the contribution SEC-2016-0XXX-TR-0016_Evaluating_oneM2M_Current_ACP.

x.3.2
Access Control Rules and Evaluation
In order to permit AE1 to create <contentInstance> resources and not other resources in COUN1, the following rule should be applied.

New rule-1: [(CONT1); (); (contentInstance); (AE1); (Create); ()]
What we get is:

· AE1 can only create <contentInstance> resources in CONT1.
In order to permit AE2 to create <subscription> resources and not other resources in COUN1, the following rule should be applied.

New rule-2: [(CONT1); (); (subscription); (AE2); (Create); ()]
What we get is:

· AE2 can only create <subscription> resources in CONT1.
In order to permit AE2 to retrieve <contentInstance> resources in CONT1, the following rule should be applied.

New rule-3: [(CONT1); (); (contentInstance); (AE2); (Retrieve); ()]
What we get are:

· AE2 can only retrieve <contentInstance> resources in CONT1.

x.3.3
Conclusion
· Compared with current rule format the new rule format can more accurately describe access control rules, and can be used for supporting fine grained access control.
· The new access control rule contains the information of resources and Originators, so the access control rules belonging to different resources can be organized into one access control policy. This can simplify the access control policy management.
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