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Introduction
See SEC-2016-055R01 “Enrolment and On-Boarding”.
-----------------------Start of changes to definitions (1) --------------

enrolee: AE or CSE that requires remote provisioning of a symmetric key to be shared with an enrolment target
enrolling stakeholder: the stakeholder requesting Enrolment of an Enrollee to an M2M Trust Enabler. 
enrolment key: symmetric key established between an Enrolee and M2M Enrolment Function following successful mutual authentication

NOTE:
A symmetric key to be shared by the Enrolee and an Enrolment Target may be derived (at the Enrolee and M2M Enrolment Function) from the currently valid Enrolment Key, and the M2M Enrolment Function subsequently securely delivers the symmetric key to the Enrolment Target.

enrolment key generation: phase of remote security provisioning Framework in which the Enrolee and M2M Enrolment function establish an Enrolment Key and Enrolment Key identifier
enrolment phase: step in the lifecycle of an M2M equipment where it becomes provisioned for operation with a specific M2M Trust Enabler
enrolment target: M2M Authentication Function, CSE, or AE with whom an Enrolee wishes to establish a symmetric key (master credential or pre-provisioned secure connection key) using remote security provisioning
enrolment token: A single-use random value, generated by an M2M Trust Enabler and passed to an On-Boarding Function to enable correlating the provisioned credential with the intended Enrolee.
entity identifier: CSE-ID (or AE-ID respectively) of a CSE (or AE respectively)

-----------------------End of changes to definitions (1) --------------

-----------------------Start of changes to definitions (2) --------------

M2M secure connection key: key shared between two CSEs of M2M Nodes (e.g. ASN/MN-CSE and IN-CSE) in order to secure the communication between those two entities

NOTE:
This M2M Secure Connection Key results from a successful M2M Security Association Establishment procedure.
M2M Trust Enabler: A stakeholder trusted with enabling authentication of CSEs/AEs to other CSEs/AEs. 

MAF handshake: phase of a Security Association Establishment Framework in which an entity and the MAF perform mutual authentication and generate a Symmetric Key which can then be used in the Association Security Handshake for mutual authentication between that entity and other entities
master credentials: credentials used to mutually authenticate between an ASN/MN-CSE and the MAF. This is done to secure access to the infrastructure of an M2M Service Provider
NOTE:
The Master Credentials are either pre-provisioned or remotely provisioned (without relying on those credentials).

on-boarding: Procedures ensuring that an Enrolling Stakeholder is in control of the Enrolee.

on-boarding function: A functional entity facilitating On-Boarding.

NOTE: 
Examples include: user-interface-rich, Field Domain equipment providing proximity-based on-boarding; and Infrastructure Domain equipment providing remote on-boarding.
Online Certificate Status Protocol: A protocol for requesting a report on the status of one or more X.509 certificates (IETF RFC 6960 [35])
-----------------------End of changes to definitions (1) --------------

-----------------------Start of changes to abbreviations --------------

MN-CSE
CSE which resides in the Middle Node

MTE
M2M Trust Enabler 
NAF
Network Application Function

OBF
On-Boarding Function

OCSP
Online Certificate Status Protocol

-----------------------End of changes to abbreviations --------------

-----------------------Start of change 1-------------------------------------------

8.y
Enrolment

8.y.1
Introduction to Enrolment

Editor’s note: To do: Include motivation for On-Boarding.
8.y.2 Common Pre-conditions for Enrolment

· The Enrolling Stakeholder already has an account with the MTE, and credentials for authenticating to the MTE’s Enrolment Portal.

NOTE 1:
The present document provides no details regarding establishing an account with the MTE.

NOTE 2:
The present document provides no details regarding authentication of the Enrolling Stakeholder to the MTE Enrolment Portal.

· The MTE trusts the MEF with provisioning credentials, and credentials have been established for securing communication between the MEF and MTE functions.

· The Enrollee and MEF have been configured with credentials necessary for at least one of the Remote Security Provisioning Frameworks.

· The Enrolling Stakeholder’s app/browser has a root of trust for the MTE Enrolment Portal certificate.
8.y.3
Enrolment without an OBF

Pre-Conditions, in addition to those listed in clause 8.y.2:

· The MTE Enrolment Portal provides a method for an Enrolling Stakeholder to provide proof of control.

NOTE 1: The present document provides no details regarding the proof of control. The proof of control may involve interaction between the MTE Enrolment Portal and Enrollee.
· The Enrollee is already configured with the URI of the MEF for initiating Remote Security Provisioning.

Procedure: This scenarios uses MTE-selected MEF (that is, the OBF does not provide the MEF)

1. The Enrolling Stakeholder selects an MTE, and directs an app/browser to the MTE Enrolment Portal. The app/browser establishes a server-authenticated TLS session with the MTE Enrolment Portal. 
2. The Enrolling Stakeholder authenticates itself to the MTE through the app/browser interface. See Note 2 in clause 8.y.2.

3. The Enrolling Stakeholder interacts with the MTE Enrolment Portal, via an app/ browser, to provide proof that the Enrolling Stakeholder is in control of the Enrollee. See Note 1.

4. The Enrolling Stakeholder requests the MTE Enrolment Portal add the Enrollee to the MTE Enrollee database, optionally providing identifying information (about the Enrollee) to allow the Enrolling Stakeholder to easily identify the Enrollee at a later time. 

5. The Enrollee determines that it needs to be provisioned.

NOTE 2:
In some cases, step 6 might occur a long time after step 5.
6. The Enrollee and MEF perform the selected RSPF procedure to establish the Enrollee’s credentials. 
7. The MEF provides the Enrollee’s credential-ID to the MTE Enrollee database, and (if the MTE provides a MAF) forwards the Enrollee’s credential to the MTE’s MAF.
8.y.4 Enrolment via an On-Boarding Function
Pre-Conditions in addition to those listed in clause 8.y.2:

· The OBF provides a method for an Enrolling Stakeholder to provide proof of control.

NOTE 1: The present document provides no details regarding the proof of control. The proof of control may involve interaction between the OBF and Enrollee.

· The OBF and Enrollee can establish mutually-authenticated, secure communication.

NOTE 2: The present document provides no details regarding establishing this secure connection.

· The Enrollee authorizes the OBF to provide information about the MEF.

NOTE 3: The present document provides no details regarding the interface used to provide this information.

Procedure: 
1. The Enrolling Stakeholder interacts with the OBF, via an app/browser, to provide proof that the Enrolling Stakeholder is in control of the Enrollee. The app/ browser may be either on equipment separate from the OBF, or integrated to the OBF equipment. See Note 1.

NOTE 4: When the app/browser is on equipment separate from the OBF, then it is assumed that there is a secure connection between the app/browser and the OBF.

2. The Enrolling Stakeholder selects an MTE, and directs the app/browser to the MTE’s Enrolment Portal.

3. The app/browser establishes a server-authenticated TLS session with the MTE.

4. The Enrolling Stakeholder authenticates itself to the MTE through the app/browser interface. See Note 2 in clause 8.y.2. 

5. The Enrolling Stakeholder requests the MTE Enrolment Portal add the Enrollee to the MTE Enrollee database, optionally providing identifying information (about the Enrollee) to allow the Enrolling Stakeholder to easily identify the Enrollee at a later time. 

6. The MTE shall add the Enrollee to the MTE Enrollee Database, associating the identifying information provided by the Enrolling Stakeholder, and the identity of the Enrolling Stakeholder.

7. The MTE shall generate an Enrolment-Token associated with the Enrollee.

8. The MTE shall send, to the app/browser, a message including

· The Enrolment-Token, 

· The MTE-selected MEF URI, and 

· MEF Trust anchors (that is, trust anchors for the MEF’s certificate).

9. The app/browser shall send, to the OBF, the Enrolment-Token, MEF URI and MEF trust anchors. 

10. If not already established, the OBF establishes a secure connection with the Enrollee. See Note 2.

NOTE 5:
In some cases, step 10 might occur a long time after step 9.
11. The OBF provides the Enrolment-Token, MEF URI and MEF trust anchors to the Enrollee over the secure connection. See Note 3.

12. The Enrollee establishes a server-authenticated TLS/DTLS connection with the identified MEF. Step 12 should occur as soon as possible after step 11.
13. The Enrollee sends, to the MEF, a message containing

· The Enrolment-Token

· Indication of the Remote Security Provisioning Frameworks supported by the Enrollee; that is, some selection from GBA-based RSPF, PPSK-RSPF, Certificate-based RSPF.

14. The MEF verifies the Enrolment-Token, and associates this TLS session with the corresponding Enrollee in the MTE Enrollee database.

15. The MEF selects an RSPF option supported by the Enrollee.

Editor’s note: It is unclear what should happen if no authentication options are supported. In some cases, it may be okay simply to configure keys to the Enrollee even if it can’t be otherwise authenticated.
16. The MEF sends, to the Enrollee, a message containing instructions triggering the Enrollee to perform a mutually-supported Remote Security Provisioning Frameworks.

17. The Enrollee and MEF perform the selected RSPF procedure. The TLS/DTLS handshake of the RSPF occurs inside the already-established server-authenticated TLS/DTLS session. 

18. The MEF provides the Enrollee’s credential-ID to the MTE Enrollee database, and (if the MTE provides a MAF) forwards the Enrollee’s credential to the MTE’s MAF.
-----------------------End of change 1-------------------------------------------
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