	Doc# SEC-2016-0067R01-CR_TS-0003_R2_Enrolment-Token
Change Request
	[image: image1.png]






	


	CHANGE REQUEST

	Meeting:*
	SEC22

	Source:*
	Phil Hawkes, Qualcomm, phawkes@qti.qualcomm.com
Wolfgang Granzow, Qualcomm, wgranzow@qti.qualcomm.com 

Josef Blanz, Qualcomm, jblanz@qti.qualcomm.com

	Date:*
	2016-03-16

	Contact:*
	As above

	Reason for Change/s:*
	Standardizing some minimal aspects of On-boarding will make Enrolment more flexible and secure.

	CR  against:  Release*
	2

	CR  against:  WI*
	 FORMCHECKBOX 
 Active WI-0016
 FORMCHECKBOX 
 MNT Maintenance / < Work Item number(optional)>
 FORMCHECKBOX 
 STE Small Technical Enhancements / < Work Item number (optional)>
Only ONE of the above shall be ticked

	CR  against:  TS/TR*
	TS-0003 and 2.0.1

	Clauses/Sub Clauses*
	

	Type of change: *
	 FORMCHECKBOX 
 Editorial change
 FORMCHECKBOX 
 Bug Fix or Correction
 FORMCHECKBOX 
 Change to existing feature or functionality
 FORMCHECKBOX 
 New feature or functionality
Only ONE of the above shall be ticked

	Post Freeze checking:*
	This CR contains only essential changes and corrections?  YES  FORMCHECKBOX 
  NO  FORMCHECKBOX 

This CR may break backwards compatibility with the last approved version of the TS?       YES 
  NO 
This CR is a mirror CR? YES  FORMCHECKBOX 
  if YES, please indicate the document number of the original CR: <Document Number) : NO  FORMCHECKBOX 
  


	Template Version:27 May 2015 (Dot not modify)


oneM2M Notice

The document to which this cover statement is attached is submitted to oneM2M.  Participation in, or attendance at, any activity of oneM2M, constitutes acceptance of and agreement to be bound by terms of the Working Procedures and the Partnership Agreement, including the Intellectual Property Rights (IPR) Principles Governing oneM2M Work found in Annex 1 of the Partnership Agreement.

Introduction
See SEC-2016-055R01 “Enrolment and On-Boarding”.
R01: Simplified changes. This document is now intended only to show the nature of normative changes to support the Enrolment-Token. This document is not intended to be accept for changes to TS-0003. These changes will be incorporated into a larger CR with other changes required to support certificate enrolment.
-----------------------Start of changes to definitions (1) --------------

enrolment target: M2M Authentication Function, CSE, or AE with whom an Enrolee wishes to establish a symmetric key (master credential or pre-provisioned secure connection key) using remote security provisioning
enrolment token: A single-use random value, generated by an M2M Trust Enabler and passed to an On-Boarding Function to enable correlating the provisioned credential with the intended Enrolee.
entity identifier: CSE-ID (or AE-ID respectively) of a CSE (or AE respectively)

-----------------------End of changes to definitions (1) --------------

-----------------------Start of changes to definitions (2) --------------

M2M secure connection key: key shared between two CSEs of M2M Nodes (e.g. ASN/MN-CSE and IN-CSE) in order to secure the communication between those two entities

NOTE:
This M2M Secure Connection Key results from a successful M2M Security Association Establishment procedure.
M2M Trust Enabler: A stakeholder trusted with enabling authentication of CSEs/AEs to other CSEs/AEs. 

MAF handshake: phase of a Security Association Establishment Framework in which an entity and the MAF perform mutual authentication and generate a Symmetric Key which can then be used in the Association Security Handshake for mutual authentication between that entity and other entities
-----------------------End of changes to definitions (2) --------------

-----------------------Start of change 1 (clause 8.3.1.2) --------------

· Bootstrap Instruction Configuration: 
· The Enrolee and M2M Enrolment Function are provided with either:

· M2M Authentication Function Identifier (MAF-ID) identifying the M2M Authentication Function for which the Enrolee is to be remotely provisioned when used in conjunction with a MAF‑based security association establishment framework; or 

· The identifier of Enrolee B (Enrolee B-ID), when used in conjunction with a Provisioned Symmetric Key Security Association Establishment.

NOTE 1:
The identity of the M2M Authentication Function or the Enrolee B is assumed to have been configured prior to the Bootstrap Instruction Configuration phase. Additionally, in the case of Enrolee B, an indication of whether the Kpsa can be used for generation of end-to-end security credentials, the security capabilities of the Enrolment Target and the associated security parameters that dictates the mechanisms to generate the credentials and the mechanisms that shall be used to achieve end-to-end security.
Additionally, in the case of Certificate-Based Remote Security Provisioning Framework:

· The Enrolee is configured with: 
· The M2M Enrolment Function URI (for the purpose of routing the (D)TLS messages to the M2M Enrolment Function).
· M2M Enrolment Function Trust Anchor information that the Enrolee will use to verify the M2M Enrolment Function.
· Optionally, an Enrolment-Token, generated by the M2M Enrolment Function and associated with that Enrolee. 

· NOTE 2:
This note describes the anticipated usage of the Enrolment-Token. An account or subscription owner may use a device or network server to submit requests to add the Enrolee to a particular account or subscription on behalf of that account or subscription owner, while providing some auxiliary information about the Enrolee (e.g. location, intended use, other description). An M2M Enrolment Function can provide an Enrolment-Token to the device or network server, with the expectation that the Enrolment-Token will be configured to the Enrolee only if the device or network server or the account or subscription owner has “control” over the Enrolee. The Enrolee will present the Enrolment Token to the M2M Enrolment Function as part of interactions between the Enrolee and M2M Enrolment Function. The M2M Enrolment Function checks the Enrolment-Token to (a) verify that the device or network server or the account or subscription owner was “in control” of the Enrolee, and (b) enable correlating the auxiliary information to the provisioned credential. 


· The M2M Enrolment Function is configured with the Enrolee’s certificate information that the M2M Enrolment Function will use to verify the Enrolee. The necessary certificate information is dependent on the Enrolee’s certificate’s flavour, with details provided in clause 8.1.2.4 “Information Needed for Certificate Authentication of another Entity”.

Phil’s note: A change will be required in later steps to allow the Enrolee to present the Enrolment-Token – but additional steps will be changed anyway to support certificates, so that step is not shown in this draft.
-----------------------End of change 1 --------------

-----------------------Start of change 2 --------------

9.2.2.1
Bootstrap Instruction Configuration of Enrolees

Table 9.2.2.1-1 lists the parameters configured to an Enrolee during the Bootstrap Instruction Configuration phase which are common to all Remote Security Provisioning Frameworks. 

Table 9.2.2.1-1: Parameters configured to an Enrolee during the Bootstrap Instruction
Configuration phase of which are common to all Remote Security Provisioning Frameworks
	Parameter common to all Remote Security Provisioning Frameworks

	Enrolment Target Identifier 
(Enrolee B's AE-ID or CSE-ID, or MAF-ID)


Table 9.2.2.1-2 lists the Remote Security Provisioning Framework-specific parameters configured an Enrolee in the Bootstrap Instruction Configuration phase of the Remote Security Provisioning Framework.
Table 9.2.2.1-2: Remote Security Provisioning Framework - specific parameters configured to
an Enrolee during the Instruction Configuration phase of the Remote Security Provisioning Framework
	Remote Security Provisioning Framework
	Remote Security Provisioning Framework-specific Parameters

	Pre-Provisioned Symmetric Enrolment Key
	Enrolment Expiry

	Certificate Based
	MEF URI

	
	MEF TrustAnchor Information

	
	(optional) Enrolment Token generated by the MEF

	GBA-Based
	None


Mechanisms for Bootstrap Instruction Configuration of Enrolees shall authenticate the configuration source and shall provide at least integrity protection of the configured information communicated from the configuration source to the Enrolee.

9.2.2.2
Void
9.2.2.3
Bootstrap Instruction Configuration of M2M Enrolment Functions

Table 9.2.2.3-1 lists the parameters configured to an M2M Enrolment Function during the Bootstrap Instruction Configuration phase which are common to the Pre-Provisioned Symmetric Enrolee Key Remote Security Provisioning Framework and Certificate-Based Remote Security Provisioning Framework.
Table 9.2.2.3-1: Parameters configured to M2M Enrolment Functions
during the Bootstrap Instruction Configuration phase of which are common to
the Pre-Provisioned Symmetric Enrolee Key Remote Security Provisioning Framework
and Certificate-Based Remote Security Provisioning Framework
	Parameter common to all Remote Security Provisioning Frameworks

	Enrolment Target Identity 

(Enrolee B's CSE-ID or AE-ID, or MAF-ID)


Table 9.2.2.3-2 lists the Remote Security Provisioning Framework-specific parameters configured to an M2M Enrolment Functions in the Bootstrap Instruction Configuration phase of the Pre-Provisioned Symmetric Enrolee Key Remote Security Provisioning Framework and Certificate-Based Remote Security Provisioning Framework.
Table 9.2.2.3-2: Remote Security Provisioning Framework-specific parameters configured
to an M2M Enrolment Function during the Bootstrap Instruction Configuration phase
of the Pre-Provisioned Symmetric Enrolee Key Remote Security Provisioning Framework
and Certificate-Based Remote Security Provisioning Framework
	Remote Security Provisioning Framework
	Remote Security Provisioning Framework-specific Parameters

	Pre-Provisioned Symmetric Enrolment Key
	Enrolment Expiry

	Certificate Based
	Enrolee is authenticated using a raw public key certificate
	Enrolee's Public key identifier

	
	Enrolee is authenticated using a device certificate
	Enrolee's M2M Device ID

	
	
	Enrolee's Trust Anchor Information

	
	Enrolee is authenticated using a CSE-ID or AE-ID certificate
	Enrolee's Trust Anchor Information

	
	All cases
	(optional) Enrolment-Token generated by MEF


The present document assumes that Bootstrap Instruction Configuration of the M2M Enrolment Functions utilizes business logic of the Stakeholder that operates the M2M Enrolment Function, and the details are not described in the present document.

-----------------------End of change 2-------------------------------------------
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