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Introduction
This CR addresses a few issues with RSPFS:

1. Certificate Enrolment: Contribution SEC-2015-0549R02 included a proposal to include Certificate Enrolment as part of the Remote Security Provisioning Framework. The contribution was agreed in principal, pending CRs. This CR implements the changes for TS-0003. The changes anticipated in slide 25 of  SEC-2015-00549R02 are shown in the table below. 
2. Allow RSPFs to be used for provisioning credentials for ESPrim and ESData: 
3. Change GBA-RSPF so that the MEF is a NAF (and not the BSF). This is required if we wish to allow the GBA-RSPF to be used for certificate enrolment, and also makes things easier for generating symmetric keys for use in ESPrim and ESData.

4. Negotiating what to provision. See new clause 8.3.3.1 “Enrolment Exchange Procedure”
5. MEF Key Retrieval: borrows heavily from SEC-2016-0054 “TS_0003 Detailed Enrollment Procedures” by Interdigital.

-----------------------Start of change 1 (clause 8.3)--------------------------------

8.3
Remote Security Provisioning Frameworks

8.3.1
Overview on Remote Security Provisioning Frameworks

8.3.1.1
Purpose of Remote Security Provisioning Frameworks

Remote Security Provisioning Frameworks (RSPFs) provision credentials to an Enrolee, which is a CSE or AE, as part of the Enrolment of the Enrolee to an M2M SP or M2M Trust Enabler. The credentials are either:

· A symmetric key shared by the Enrolee and an Enrolment Target.

· If the Enrolment target is an MAF, then the credential can be used for MAF-based SAEF, MAF-based ESPrim and MAF-based ESData Protection Options, with the provisioned symmetric key used for mutual authentication of the Enrolee and the MAF.

· If the Enrolment target is a CSE or AE, then the credential can be used for only one of PSK-based SAEF or PSK- based ESPrim or PSK-based ESData Protection Options. The provisioned symmetric key used for mutual authentication of the Enrolee and the other CSE or AE.

NOTE: 
This case should be employed only in cases where the Enrolee is expected to require a symmetric key with relatively few CSE or AE. 
· Certificate(s) for which the Enrolee knows the corresponding private key, and a set of trust anchors for authenticating the M2M SP or MTE’s MAF or other entities enrolled with the M2M SP or MTE. These credentials can be used for:

· Securing communication directly with other CSE or AE using Certificate-Based SAEF, Direct End-to-End Key Establishment using Certificates (E2EKey), and certificate-based ESData protection options. The other CSEs or AEs use their own certificate(s), chaining to a provisioned trust anchor, in these security frameworks.

·  MAF-based SAEF, MAF-based ESPrim, and MAF-based ESData protection options, with the certificate used for authentication of the Enrolee to the MAF. The MAF would authenticate using its own certificate chaining to a provisioned trust anchor.


· 
· 
· 
· 

· 
Credentials may also be pre-provisioned; that is, provisioned using means other than a Remote Security Provisioning Framework. The method for pre-provisioning can be deployment dependent. An interoperable pre-provisioning framework based on UICC is described in annex D.

· 
8.3.1.2
Overview on Remote Security Provisioning Frameworks

An AE or CSE that requires remote provisioning is called an Enrolee. The AE or CSE with whom the enrolee is to establish a security association is called Enrolee B. The AE or CSE or M2M Authentication Function with whom the enrolee is to establish a shared key is called an Enrolment Target.
The oneM2M system supports the following Security Bootstrap Frameworks:

· Pre-Provisioned Symmetric Enrolee Key Remote Security Provisioning Framework: A symmetric key is pre-provisioned to the Enrolee and M2M Enrolment Function for the mutually authentication of those entities. For more details, see clause 8.3.2.1.
· Certificate-Based Remote Security Provisioning Framework: The Enrolee and M2M Enrolment Function are each issued with:

· a Private Signing Key that is known only to that entity;
· a Certificate containing the corresponding Public Verification Key; and
· (In the case of a device certificate, CSE-ID certificate or AE-ID certificate) a Certificate Chain from the entity's Certificate to a Trust Anchor Certificate.

The Enrolee and M2M Enrolment Function shall validate each other's Certificate before trusting the Public Verification Keys in the Certificate. Within the Security Handshake, the M2M Enrolment Function creates a digital signature of the session parameters using its private signing key and the Enrolee verifies the digital signature using the M2M Enrolment Function's public verification key. Then the roles are reversed: the Enrolee creates a digital signature and the M2M Enrolment Function verifies it. For more details see clause 8.3.2.2.
· GBA-based Remote Security Provisioning Framework. In this case, the role of the M2M Enrolment Function is performed by a GBA Bootstrap Server Function. This framework uses 3GPP or 3GPP2 symmetric keys to authenticate the Enrolee and the M2M Enrolment Function (which is also a GBA BSF). The details are specified by 3GPP TS 33.220 [13] and 3GPP2 S.S0109-A [14]. For more details see clause 8.3.2.3.

For a more detailed description of the above Remote Security Provisioning Frameworks, it is useful to compare the following aspects of the Remote Security Provisioning Frameworks.

· Bootstrap Credential Configuration: The Enrolee and M2M Enrolment Function are pre-provisioned with the Bootstrap Credential that the entity will use to authenticate itself to the other entity. The mechanisms for this pre-provisioning are not described in the present document.
· Bootstrap Instruction Configuration: 
· The Enrolee and M2M Enrolment Function are provided with either:

· M2M Authentication Function Identifier (MAF-ID) identifying the M2M Authentication Function for which the Enrolee is to be remotely provisioned when used in conjunction with a MAF‑based security association establishment framework; or 
· The identifier of Enrolee B (Enrolee B-ID), when used in conjunction with a Provisioned Symmetric Key Security Association Establishment.

NOTE 1:
The identity of the M2M Authentication Function or the Enrolee B is assumed to have been configured prior to the Bootstrap Instruction Configuration phase. Additionally, in the case of Enrolee B, an indication of whether the Kpsa can be used for generation of end-to-end security credentials, the security capabilities of the Enrolment Target and the associated security parameters that dictates the mechanisms to generate the credentials and the mechanisms that shall be used to achieve end-to-end security.

Additionally, in the case of Certificate-Based Remote Security Provisioning Framework:

· The Enrolee is configured with 
· the M2M Enrolment Function URI (for the purpose of routing the (D)TLS messages to the M2M Enrolment Function).
· M2M Enrolment Function Trust Anchor information that the Enrolee will use to verify the M2M Enrolment Function.
· (Optionally) an Enrolment-Token to provide to the M2M Enrolment Function as oart if Enrolment Key Generation. The Enrolment Token is generated by the M2M SP or M2M Trust Enabler, and associated with that Enrolee. 

NOTE 2:
This note describes the anticipated usage of the Enrolment-Token. An account or subscription owner may use a device or network server to submit requests to the M2M SP or M2M Trust Enabler have the Enrolee added to a particular account or subscription on behalf of that account or subscription owner. Auxiliary information about the Enrolee (e.g. location, intended use, other description) could also be provided with the request. The M2M SP or MTE generates an Enrolment-Token and pass the Enrolment-Token to the device or network server. The expectation is that the Enrolment-Token will be configured to the Enrolee only if the device or network server or the account or subscription owner has “control” over the Enrolee. The Enrolee will present the Enrolment Token to the M2M Enrolment Function as part of interactions between the Enrolee and M2M Enrolment Function. See also Note 3.
· The M2M Enrolment Function is configured with 
· the Enrolee’s certificate information that the M2M Enrolment Function will use to verify the Enrolee. The necessary certificate information is dependent on the Enrolee’s certificate’s flavour, with details provided in clause 8.1.2.4 “Information Needed for Certificate Authentication of another Entity”.
· (Optionally) an Enrolment-Token generated by the M2M SP or M2M Trust Enabler. See Note 2.
· Bootstrap Enrolment Handshake: Identification, authentication and security context establishment between the Enrolee and M2M Enrolment Function.

· Enrolment Exchange (clause 8.3.3.1) including
· If the Enrolee has an Enrolment-Token for the MEF, then the Enrolment-Token is presented to the MEF as part of this process. 
· NOTE 3:
The M2M Enrolment Function can choose to terminate the provisioning if the Enrolee does not provide a valid Enrolment-Token.The M2M Enrolment Function can use the Enrolment-Token to: (a) authorize provisioning the Enrolee; (b) verify that the device or network server or the account or subscription owner was “in control” of the Enrolee; and (c) enable correlating the auxiliary information to the provisioned credential. See also Note 2.
· A symmetric Enrolment Key (Ke) and corresponding Enrolment Key Identifier (KeId) is generated by the Enrolee and M2M Enrolment Function, which is may be used for subsequent generation of the Master Credential (Km) or symmetric keys using in PSK-based Security Frameworks; for example, Provisioned M2M Symmetric Key (Kpsa). An Enrolment Re-Authentication Key (Kre) and corresponding Enrolment Re-Authentication Key Identifier (KeId) are also generated.
· The MEF decides whether to trigger Certificate Enrolment, trigger MAF Enrolment (clause 8.x.2) or authorize the Enrolee to establish symmetric keys directly with identified CSEs and/or AEs.
The MEF can also provide initial configuration information, such as the identity of the Registrar CSE for the Enrolee to use in an SAEF. Details are provided in clause 8.3.3.2 “Enrolment Key generation”.
· Certificate Enrolment: If the MEF indicates that Certificate Enrolment is to be performed, then the Enrolee requests one or more certificates via the MEF, corresponding to private keys generated by the Enrolee. The MEF also provides a set of trust anchors. The MEF provides a MAF URI if a MAF is to be used. The MEF can also provide initial configuration information, such as the identity of the Registrar CSE for the Enrolee to use in thee Certificate-Based SAEF. The Certificate Enrolment process is described in detail in clause 8.3.3.4. Certificates, and configured trust anchors, may then be used directly in certificate-based security frameworks and/or MAF-Based security frameworks.

· Remote MAF Enrolment: If certificates are to be used for authentication to the MAF, then the certificate and trust anchors provisioned during Certificate Enrolment sufficie for mutual authentication of the Enrolee and MAF. If symmetric keys are to be used for authentication to the MAF, then the Enrolee generates symmetric keys and corresponding symmetric key identifiers for use in a PSK-based Security Framework or MAF-based Security Frameworks. The Enrolment Key (Ke) and MAF-ID are input to the key generation to ensure proper key separation. Initially, the Enrolment Key Identifier (KeId) is provided to the MAF as the key identifier. The MAF establishes a secure connection to the MEF and obtains the corresponding Master Credential (Kc) and Master Credential identifier (KcId)  from the MEF. The MEF can also provide limits on what communication security type (SAEF, ESPrim, ESData Protection Option) may be be facilitated by the MAFA for this Enrolee. Thereafter, either KeId or the KmId can be used as the key identifier.  Details are provided in clause 8.3.3.3 “•
Remotely Provisioning Symmetric-Keys for MAF Enrolment”.

· Directly establishing Symmetric Keys with CSEs and AEs: If authorized by the MEF, then the Enrolee generates symmetric keys and corresponding symmetric key identifiers with an Enrolment Target CSE/AE for use in a PSK-based Security Framework. The Enrolment Key (Ke), the communication security type (SAEF, ESPrim, ESData Data Protection Option) and the CSE-ID or SP-Assigned AE-ID are input to the key generation to ensure proper key separation. Initially, the Enrolment Key Identifier (KeId) is provided to the Enrolment Target CSE/AE as the symmetric key identifier. The Enrolment Target establishes a secure connection to the MEF and obtains the corresponding generated symmetric key and a symmetric key identifier from the MEF. Thereafter, either KeId or the generated symmetric key identifier can be used as the key identifier.  Details are provided in clause 8.3.3.3 “Directly establishing Symmetric Keys with CSEs and AEs”.


· 

· 
· 
· 














NOTE 1: If the Enrolment Target hosts a <ServiceSubscribedAppRule> resource, then the fetched credentials from the M2M Enrolment Function or the M2M Authentication Function needs to be stored after the Enrolment Target establishes a secured connection with the Enrolee. A Credential ID value in the format as mentioned in section 10.4 is generated using the credential used for the secured connection establishment and is added into the  applicableCredIDs attribute of the <ServiceSubscribedAppRule> resource.

NOTE 2: If the EnroleeID of the Enrolee is retrieved from the M2M Enrolment Function or the M2M Authentication Function, then the same is saved in the allowedAEs attribute of the <ServiceSubscribedAppRule> resource. 

Editor’s note: Figure 8.3.1.2-1 needs updating to include certificate enrolment, ESPrim and ESData.
Figure 8.3.1.2-1 provides a summary of the above defined Remote Security Provisioning Frameworks.
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Figure 8.3.1.2-1: Overview of the Remote Security Provisioning Frameworks supported by oneM2M
8.3.2
Detailed Remote Security Provisioning Framework

8.3.2.1
Pre-Provisioned Symmetric Key Remote Security Provisioning Framework

This clause describes the Pre-Provisioned Symmetric Key Remote Security Provisioning Framework. The Bootstrap Credential for this framework is a long-term symmetric key that has been pre-provisioned into the Enrolee and M2M Enrolment Function; this key is called a Pre-Provisioned Symmetric Enrolee Key and is denoted Kpm.
NOTE 1:
Long term Pre-Provisioned Symmetric Enrolee Keys can pose a security risk if not adequately secured, and for this reason it is recommended that Long term Pre-Provisioned Symmetric Enrolee Keys are stored in Secure Environments. 

Figure 8.3.2.1-1 illustrates the sequence of events when using the Pre-Provisioned Symmetric Enrolee Key Remote Security Provisioning Framework.
Editor’s note: this figure needs updating.
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The following font colours differentiate the general topic that the text relates to:

Black text contains Remote Security Provisioning-Framework-independent details


Blue italic text highlights details specific to this particular Remote Security Provisioning Framework.


Purple italic text highlights technical actions that may include steps not specified by oneM2M.
Figure 8.3.2.1-1: The sequence of events when using
the Pre-Provisioned Symmetric Key Remote Security Provisioning Framework
Bootstrap Credential Configuration: The Pre-Provisioned Symmetric Enrolee Key (Kpm) and the corresponding Pre-Provisioned Symmetric Enrolee Key Identifier, denoted KpmId, are pre-provisioned to both entities. The Enrolee is also pre-provisioned with the M2M Enrolment Function's URI (MEF URI), for the purpose of routing the (D)TLS exchange.

NOTE 2:
This pre-provisioning (by definition) uses mechanisms not specified by oneM2M.

Bootstrap Instruction Configuration: The Enrolee and M2M Enrolment Function are configured with the information needed for authorizing the remote provisioning:
· The Enrolee is configured with (or otherwise obtains) the following arguments to initiate remote provisioning:

· The Enrolment Target identity: Identifying the Enrolment Target for which the Enrolee is to be provisioned.

· The Enrolee associates these arguments with the M2M Enrolment Function. The M2M Enrolment Function can be identified to the Enrolee using the Pre-Provisioned Symmetric Enrolee Key Identifier (KpmId) or the M2M Enrolment Function URI.

· (Optionally) an Enrolment-Token to provide to the M2M Enrolment Function as part of Enrolment Key Generation. See Note 2 in clause 8.3.1.2
Enrolment Expiry: Life Time to be applied for the key generated, i.e. Ke as mentioned in clause 10.7.
· M2M Enrolment Function is configured with the following arguments to authorize the M2M Enrolment Function to remotely provision the Enrolee for an Enrolment Target:

· The Enrolment Target Identity:  Identifying the Enrolment Target for which the Enrolee is to be provisioned.
· Enrolee's assigned CSE-ID or AE-ID  (Enrolee-ID). The M2M Enrolment Function is to provide this entity identity for the Enrolee with the Km or Kpsa to the Enrolment Target, when requested by the Enrolment Target.

· The M2M Enrolment Function associates these arguments with an Enrolee. The Enrolee can be identified to the M2M Enrolment Function using the Pre-Provisioned Symmetric Enrolee Key Identifier (KpmId).
· (Optionally) an Enrolment-Token generated by the M2M SP or M2M Trust Enabler. See Note 2 in clause 8.3.1.2.
Enrolment Expiry: Life Time to be applied for the keys generated, i.e. Ke. The M2M Enrolment Function  may provides this lifetime along with Km or Kpsa to the Enrolment Target.

Bootstrap Security Handshake: The Enrolee and M2M Enrolment Function perform a (D)TLS-PSK handshake [15] to establish a secure session.
· The "psk_identity" parameter [15] is set to the value of the Pre-Provisioned Symmetric Enrolee Key Identifier (KpmId).
· The "psk" parameter [15] is set to the value of the Pre-Provisioned Symmetric Enrolee Key (Kpm).

· The (D)TLS cipher suite profile for this 's assigned CSE-ID or AE-ID is specified in clause 10.2.2 "TLS and DTLS Ciphersuites for TLS-PSK-Based Security Frameworks".


a) 
b) 
c) 

Credential Enrolment and Usage: See "Overview of Remote Security Provisioning Frameworks" in clause 8.3.1.

NOTE: An Enrolment Target and Enrolee  can establish a fresh (D)TLS-PSK handshake using Km or Kpsa at any time within the Enrolment Expiry as described in 10.7. The lifetime of that (D)TLS security association between the Enrolee and the Enrolment Target cannot exceed the Enrolment Expiry value provisioned during the Enrolment Process. If the Enrolment Expiry is exceeded and if the Enrolee initiates a new (D)TLS-PSK handshake towards the the Enrolment Target, the Enrolment Target must reject the handshake procedure, which indicates that the Enrolee has to re-initiate the Remote Security Provisioning procedures as described in this section. at it The Enrolment Target must erase the credential-Id and all the credentials associated with the particular Enrolee.
8.3.2.2
Certificate-Based Remote Security Provisioning Framework

This clause describes the Certificate-Based Remote Security Provisioning Framework. The Bootstrap Credentials for this framework are Certificates.
Figure 8.3.2.2-1 illustrates the sequence of events when using the Certificate-Based Remote Security Provisioning Framework.
Editor’s note: this figure needs updating.
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Figure 8.3.2.2-1: The sequence of events when using
the Certificate-Based Remote Security Provisioning Framework
Bootstrap Credential Configuration: For this Remote Security Provisioning Framework, Enrolee and M2M Enrolment Function authenticate each other using a Public Key Certificate. The Bootstrap Credentials for the Enrolee and M2M Enrolment Function are pre-provisioned as described in clause 8.1.2.3 "Credential Configuration for Certificate-Based Security Frameworks".

NOTE 1:
The identities of the M2M Enrolment Function and Enrolment Target are assumed to have been configured prior to this phase.
Bootstrap Instruction Configuration: The Enrolee and M2M Enrolment Function  are configured with the information needed for authorizing the remote provisioning:
· The Enrolee is configured with (or otherwise obtains) the following arguments to initiate remote provisioning:

· The URI of the M2M Enrolment Function which will facilitate the remote provisioning, for the purpose of routing the (D)TLS exchange.

· Information needed for certificate authentication of the M2M Enrolment Function using an MEF certificate as described in clause 8.1.2.4 "Information Needed for Certificate Authentication of another Entity".

· The Enrolment Target Identity : Identifying the Enrolment Target for which the Enrolee is to be provisioned.
· The M2M Enrolment Function is configured with the following arguments describing Enrolee authorized to perform Security Handshake with M2M Enrolment Function:

· Information needed for certificate authentication of the Enrolee, as described in clause 8.1.2.4 "Information Needed for Certificate Authentication of another Entity".

· The Enrolment Target Identity : Identifying the Enrolment Target for which the Enrolee (authenticated using the above Enrolee Certificate information) is to be provisioned.
· The Enrolee's assigned CSE-ID or AE-ID (Enrolee-ID). The M2M Enrolment Function is to provide this entity identity for the Enrolee with the Km or Kpsa to the Enrolemnt Target, when requested by the Enrolment Target.

Bootstrap Security Handshake: The Enrolee and M2M Enrolment Function perform a (D)TLS handshake as specified in TLS 1,2 IETF RFC 5246 [5] and DTLS 1.2 IETF RFC 6347 [6] specifications.to establish a secure session.
· Each entity (Enrolee and M2M Enrolment Function) verifies the other entity's certificate as described in clause 8.1.2.5 "Certificate Verification".

· The Enrolee and M2M Enrolment Function authenticate each other using the validated certificates as specified in TLS 1.2 IETF RFC 5246 [5] and DTLS 1.2 IETF RFC 6347 [6] specifications.

· The (D)TLS cipher suite profile for this 's assigned CSE-ID or AE-ID is specified in clause 10.2.3 "TLS and DTLS Ciphersuites for Certificate-Based Security Frameworks". 


· 
Credential Enrolment and Usage: See "Overview of Remote Security Provisioning Frameworks" in clause 8.3.1.
8.3.2.3
GBA-Based Remote Security Provisioning  Framework

This RSPF uses the Generic Bootstrapping Architecture (BGA) in 3GPP TS 33.220 [13] for establishing a symmetric key between the Enrolee and the MEF, with the following mapping of RSPF functional entities to functional entities in 3GPP TS 33.220 [13]:

The Enrolee on an M2M Application Service/Middle Node corresponds to the User Equipment (UE) in 3GPP TS 33.220 [13].

The MEF corresponds to a Network Application Function (NAF) in 3GPP TS 33.220 [13].
The Enrolment Target does not correspond to a functional entity in 3GPP TS 33.220 [13].
The remaining functional entities in GBA do not correspond to oneM2M functional entities.
 The M2M Application Service/Middle Node perform a successful GBA bootstrapping and derive a NAF key (Ks_(ext/int)_NAF). The Enrolee provides the GBA B-TID to the MEF and the MEF retrieves the corresponding NAF key from the GBA BSF. 
Once the symmetric key is established between the Enrolee and MEF, then the remaining details are identical to the Provisioned Symmetric Key case in clause 8.3.2.1.
Editor’s note: this figure needs updating.
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Figure 8.3.2.3-1: The sequence of events when using
the GBA-Based Remote Security Provisioning Framework
Bootstrap Credential Configuration: This RSPF uses UNSP credentials provisioned to the Enrolee and UNSP. The credentials are UNSP specific, and the configuration of these credentials is specified by the underling network technology.
Bootstrap Instruction Configuration: The Enrolee, the MEF and the Enrolment Target shall be configured with the information needed for authorizing the remote provisioning.
Editor’s note: Bootstrap Instruction Configuration may need some aligning with the proposed Enrolment and ON-Boarding text.
· The Enrolee shall be configured with the MEF URI.

· The Enrolee shall be configured with the Enrolment Target Identity: identifying the Enrolment Target for which the Enrolee is to be provisioned.

· The MEF shall be configured with the Enrolee-ID and the Enrolment Target Identity:

· The Enrolment Target Identity: Identifying the Enrolment Target for which the Enrolee (authenticated using the GBA) is to be provisioned.

· The Enrolee's assigned CSE-ID or AE-ID (Enrolee-ID), The M2M Enrolment Function is to provide this entity identity for the Enrolee with the Km or Kpsa to the Enrolment Target, when requested by the Enrolment Target.
· The 
· Enrolee's GBA User Security Settings (GUSS) at the UNSP to indicate that Enrolee is allowed to establish a NAF-specific key with the MEF (playing the role of GBA NAF) or/and authorizing the BSF to distribute a NAF-specific key to the MEF.

Bootstrap Enrolment Handshake:

1. A GBA bootstrapped key (Ks), associated Bootstrapping Transaction Identifier ( B-TID) and key lifetime shall be established between the Enrolee (UE)  and GBA BSF, by performing to the “GBA Bootstrapping phase” described in 3GPP TS 33.220 [13]. This procedure uses the credentials configured to the Enrolee and UNSP. 
2. If a bootstrapped key Ks is already shared between Enrolee and the GBS BSF and still valid, then the GBA Bootstrapping phase is not needed and the existing GBA Bootstrapped key Ks may be used.
3. The Enrolee and MEF (playing the role of GBA NAF) establish a TLS-PSK session facilitated by the GBA BSF by performing “Shared key-based mutual authentication between UE and NAF” described in 3GPP TS 33.222 [3GPP TS 33.222]. 




· 
4. A key lifetime is associated to the NAF-specific keys. The MEF also receives the Enrolee's User Security Settings (USS) from the GBA BSF. 
· 
· 
· 
· 
· 
· 
· 
· 
· 
· 
If a UICC is used as the Secure Environment supporting Remote Security Provisioning, then GBA-U with Ks_int_NAF shall be used for authentication and key exchange.
Otherwise, GBA_Me with Ks_NAF or GBA-U with Ks_ext_NAF or GBA_ME shall be used.
Credential Enrolment and Usage: See "Overview of Remote Security Provisioning Frameworks" in clause 8.3.1.
8.3.3
Common Remote Security Provisioning Framework Procedures

8.3.3.1
Enrolment Exchange Procedure

Purpose: This procedure is used by the Enrollee and MEF to negotiate the appropriate type of credentials (symmetric key or certificate) to be provisioned to the Enrollee. The Enrollee indicates the supported type of credentials that can be provisioned, and the MEF selects the appropriate type.
Pre-Conditions:

· The Enrolee and MEF have successfully established a (D)TLS session.
· The Enrolee is configured with the URI to be used for the MEF Negotiation procedure. 
· The MEF is configured with preferences for provisioning this Enrolee. These preferences may be associated with the identity of the Enrolee authenticated during the Bootstrap Enrolment Handshake phase, or may be associated with an Enrolment Token issued by the MEF.
Editor’s note: a suitable description of the “preferences” may be required here.
Procedure Description:

1. The Enrolee performs the Enrolment Key Generation Procedure (Clause 8.3.3.2).

2. The Enrolee shall send an request to the URI to be used for MEF Negotiation procedure, including

a. An indication whether the Enrolee supports Certificate Enrolment. All Enrolees must support Symmetric Key Enrolment procedures.

b. An indication whether the Enrolee supports MAF-based Procedures.

c. Enrolment-Token, if provided to the Enrolee.

3. The MEF may deny the request if an Enrolment-Token is not present, or if the Enrolment-Token is invalid. The MEF may define its own rules for deciding when an Enrolment-Token is invalid. If the request is accepted, then the MEF performs the Enrolment Key Generation Procedure (Clause 8.3.3.2).

4. The MEF process the request against the preferences for this Enrolee (see pre-conditions) to determine how the Enrolee is to be provisioned. 

NOTE:
The present specification does not define this processing.

5. If the MEF determines that the Enrolee is to be provisioned with a certificate, then the MEF sends, to the Enrolee, a response instructing the Enrolee to perform Certificate Enrolment as described in clause 8.3.3.3. Otherwise, the MEF proceeds to step 6.

6. If the MEF instructs the Enrolee to perform Certificate Enrolment, then the Enrolee performs Certificate Enrolment with the MEF as described in clause 8.3.3.3. When Certificate Enrolment is complete, then the Enrolee sends a message to the MEF indicating success.

7. If the MEF determines that the Enrolee may use a MAF, then the MEF sends the MEF sends, to the Enrolee, a response instructing the Enrolee to perform Remote MAF Enrolment as described in clause 8.3.3.4; indicating whether the certificate (if provisioned) is to be used for authenticating with the MAF, or whether a symmetric key is to be provisioned. Otherwise, the MEF proceeds to step 8.

8. If the MEF instructs the Enrolee to perform Remote MAF Enrolment, then the Enrolee performs Remote MAF Enrolment with the MEF as described in clause 8.3.3.4. When Remote MAF Enrolment is complete, then the Enrolee sends a message to the MEF indicating success.

9. The MEF provides a list of zero or more (Enrolee B-ID, communication security type) pairs for which the Enrolee is authorized to derive keys directly from the Enrolment Key (Ke). 

10. The Enrolee stores the list of (Enrolee B-ID, communication security type) pairs, if any.

8.3.3.2
Enrolment Key Generation Procedure

Purpose: This procedure is used separately by the Enrollee and MEF to generate 

· The Enrolment Key (used for generating provisioned symmetric keys) and corresponding identifier. 

· The Enrolment Re-Authentication Key (used for subsequent authentication of Enrolee and MEF) and corresponding identifier.
Pre-Conditions:

· The Enrolee and MEF have successfully established a (D)TLS session.
Procedure Description:

1. The following values are generated from the (D)TLS session secrets using TLS Key Export (IETF RFC 5705 [18]), as described in clause 10.3.1 "TLS Key Export Details":

· Enrolment Key (Ke): this secret is used for generating provisioned symmetric keys.

· RelativeKeId: forms part of the Enrolment Key Identifier (KeId)

· Enrolment Re-Authentication Key (Kre): This key is used for subsequent mutual authentication of this entity (the Enrolee) and the M2M Enrolment Function (such as in clause 8.3.3.2 MEF Key Retrieval Procedure, or when re-enrolling to obtain fresh credentials) .

· RelativeKreId: forms part of the Enrolment Re-authentication Key Identifier (KreId).
2. The Enrolment Key Identifier (KeId) is generated from the RelativeKeId and the M2M Enrolment Function's FQDN, as described in clause 10.3.4 "Generating KeId".

3. The Enrolment Re-Authentication Key Identifier (KreId) is generated from the RelativeKreId and the M2M Enrolment Function's FQDN, as described in clause 10.3.4 "Generating KeId".

4. The values of Enrolment Key (Ke), Enrolment Key Identifier (KeId), Enrolment Re-Authentication Key (Kre) and Enrolment Re-Authentication Key Identifier (KreId) are stored.
8.3.3.3
Certificate Enrolment Procedure
Purpose: The “Simple Enroll” request/response mechanism defined in Enrolment over Secure Transport (EST) in RFC 7030 [RFC7030] is used, with the Enrolee acting as the EST client and the MEF acting as the EST server. The MEF acts as a registration authority (RA), forwarding Certificate Signing Requests (CSR) to the Certificate Authority (CA) which will issue the Enrolee’s certificate.
Pre-Conditions:

· The Enrolee and MEF have successfully established a TLS session. 
· The M2M Enrolment Function has instructed the Enrolee to perform Certificate Enrolment.
Procedure Description:
Editor’s note: the applicable EST details will be added as stage 3 details.
1. The MEF provides the Enrolee with instructions to perform certificate enrolment, including a list of the communication security types (SAEF, ESPrim, ESData Protection Options) for which the provisioned certificate may be used.

2. The Enrolee records the list of communication security types (SAEF, ESPrim, ESData Protection Options) for which the provisioned certificate may be used.

3. The Enrolee shall requests the set of trust anchor CA certificates

4. The MEF shall respond with a set of trust anchor CA certificates.

5. The Enrolee installs the trust anchor CA certificates.

6. The Enrolee shall requests Certificate Signing Request (CSR) attributes from the MEF. 

7. The MEF shall respond with the set of required CSR attributes, which shall include a challengePassword used. The CSR attributes may include extended key usage (EKU) OID(s) of the communication security type(s) (SAEF, ESPrim, ESData Protection Options) for which the provisioned certificate may be used. The CSR attributes may include identifiers.

8. The Enrolee shall generate a public/private key pair of suitable key length.

9. The Enrolee shall send a POST request with the required CSR attributes, including the challengePassword (to verify proof-of-possession of the public key), requested identifiers and EKU(s).

10. The MEF shall validate the challenge, identifiers, and EKU(s).

11. The MEF shall forwards the CSR to the Certificate Authority (CA). The MEF may request the CA to add identifiers in addition to those already in the CSR.

12. The CA shall issue the requested certificate.

13. The CA delivers the certificate to the MEF.

14. The MEF sends the certificate to the Enrolee in the POST response.

15. The Enrolee installs the certificate and associates it with the generated private key.

8.3.3.4
Remote MAF Enrolment Procedure

Pre-Conditions:

· The Enrolee and M2M Enrolment Function have established an Enrolment Key (Ke) and Enrolment Key Identifier (KeId).
· If a certificate is to be used for authentication of the Enrolee and MAF, then the Enrolee shall have performed certificate enrolment prior to this procedure, resulting in 
· Provisioning  a certificate which allows use for authenticating to the MAF, and 
· Provisioning trust anchor CA certificates which can be used to validate the MAF certificate.
Procedure Description:
1. The MEF provides the Enrolee with instructions to perform remote MAF enrolment, including 

· A list of the communication security types (SAEF, ESPrim, ESData Protection Options) for which the MAF may be used.

· An indication of whether a certificate or symmetric key shall be used for authenticating to the MAF.

· Further information as identified in clause 8.x.2 “MAF Enrolment”

2. The Enrolee records the list of the communication security types (SAEF, ESPrim, ESData Protection Options) for which the MAF may be used.

3. If the MEF indicated that a Certificate shall be used for authenticating to the MAF, then no foruther steps are required, since it is a pre-condition that the Enrolee has already been issued an appropriate certificate and is in possession of the appropriate trust anchor CA certificates. No further steps are required.
4. If the MEF indicated that a symmetric key shall be used for authenticating to the MAF, then the Enrolee and MEF generates the Master Credential (Kc) and Master Credential Identifier (KcId) from the Enrolment Key (Ke) and MAF FQDN as described in clause 10.3.2. 
5. The Enrolee provides the MAF with the information required to retrieve Master Credential (Kc) and Master Credential Identifier (KcId) from the MEF.

a. The Enrolee provides KeId to the MAF in the next (D)TLS-PSK handshake with the MAF, as described in the MAF Handshake Procedure (clause 8.x.3)

b. The MAF extracts KeId from the TLS-PSK handshake as described in the MAF Handshake Procedure (clause 8.x.3)

6. The MAF performs the MEF Key Retrieval Procedure (clause 8.3.3.6) to retrieve the Master Credential (Kc) and Master Credential Identifier (KcId) corresponding to KeId.

8.3.3.4
Directly Establishing Symmetric Keys with a CSE or AE 

Pre-Conditions:

· The Enrolee and M2M Enrolment Function have established an Enrolment Key (Ke) and Enrolment Key Identifier (KeId).
· The M2M Enrolment Function has  authorized generation of the symmetric keys for the combination of
· Enrolee B Identifier (CSE-ID in FQDN format, AE-ID in FQDN format)
· Credential Usage (one of PSK-SAEF, PSK-ESPrim, PSK-ESData Protection Options).
Procedure Description:
1. The Enrolee and MEF generates the symmetric key and symmetric key identifier from the Enrolment Key (Ke), Enrolee B Identifier and Credential Usage as described in clause 10.3.3.  

Editor’s note: An appropriate name is needed for these symmetric keys. 

Editor’s note: clause 10.3.3 will need updating to provide key separation based on the Credential Usage.

2. The Enrolee provides Enrolee B with the information required to retrieve the symmetric key and symmetric key identifier from the MEF.

a. Initially, the Enrolee provides KeId to the Enrolee B as a symmetric key identifier in the communication security protocol, to enable Enrolee B to retrieve symmetric key and symmetric key identifier
b. Enrolee B extracts KeId and parses to identify the MEF from t.

3. The Enrolee B performs the MEF Key Retrieval Procedure (clause 8.3.3.6) to retrieve the symmetric key and symmetric key identifier corresponding to KeId.

8.3.3.6
MEF Key Retrieval Procedure

Pre-Conditions:

· The Enrolee and M2M Enrolment Function have established an Enrolment Key (Ke) and Enrolment Key Identifier (KeId).
· The Enrolee and M2M Enrolment Function have performed MEF Credential Negotiation procedure which authorized generation of the symmetric keys for the combination of
· Enrolment Target Identifier (CSE-ID in FQDN format, AE-ID in FQDN format or MAF FQDN)
· Credential Usage (PSK-SAEF, PSK-ESPrim, PSK-ESData, MAF).
· The Enrolee has provided the Enrolment Key Identifier (KeId) to the Enrolment Target in a PSK-based security framework or MAF-based security framework.
· The Enrolment Target has credentials for mutual authentication with the M2M Enrolment Function, and the Enrolment Target’s ID is associated with the credential it uses to authenticate itself. Either
· The Enrolment Target is an M2M Authentication Function, in which case the establishment of credentials is out of scope and must be arranged on a case-by-case basis with the M2M Enrolment Function.
· If the Enrolment Target is a CSE or AE, then the Enrolment Target is presumed to be enrolled with the MEF, and the Enrolee and MEF share a Enrolment Re-authentication Key (Kre) and the Enrolment Re-authentication Key Identifier (KreId).

Procedure Description: 
1. The Enrolment Target shall establish a mutually-authenticated TLS (DTLS) session with the MEF using the existing credentials as described in Pre-Conditions.
2. The Enrolment Target composes a HTTPS (or CoAPS) GET request with the targetURI set to /fetchCredentials/<relativeKeId>. The identity of the requestor (CSE-ID / MAF-ID) is set in the “from” field of the HTTPS (or CoAPS, when using CoAP) header.
3. Upon receiving the GET request, the MEF performs the following:

a. The MEF extracts the KeId from the Target URI. If the MEF has no record of this key identifier, or if the corresponding Enrolment Key (Ke) is expired, then a GET response is sent with an error as per step 4.

b. The Enrolment Target’s ID is extracted from the “from” field.

i. The MEF verifies that the Enrolment Target’s ID is associated with credential used by the Enrolment Target to establish the mutually-authenticated TLS (DTLS) session

ii.  The MEF validates if the particular Enrolment Target is allowed to fetch credentials for the Enrolee. If the validation fails, GET response is sent as per step 4. If the validation is successful, then the appropriate symmetric key and symmetric key identifier are generated from the Enrolment Key (Ke) as specified in clause10.3.

Editor’s note: clause 10.3. may need updating to ensure that the derived keys depend on both the Enrolment Target’s ID and the key usage.

c. The Enrolee ID, if any, corresponding to the KeId is determined by the MEF.

d. The Enrolee Lifetime parameter for the KeId is determined by the MEF. This is a pre-configured value which indicates the validity period of the credentials that are provided to the Enrolment Target / MAF.

e. A GET response is composed along with a payload containing the following parameters and values. These parameters could be serialized using, for example, XML or JSON formats. 

	Parameter Name
	Parameter Value

	Status
	True

	Credential
	<Key>

	EnroleeID
	<Enrolee ID Value>

	Lifetime
	<Lifetime of generated Key>


4. Upon any errors in the above steps, the MEF composes a GET response with the following parameters.

	Parameter Name
	Parameter Value

	Status
	False

	ErrorString
	<Failure Reason>


5. The Enrolment Target upon receiving the credentials proceeds to create a security association with the Enrolee.

-----------------------End of change 1 -------------------------------------------

-----------------------Start of change 2 ----------------------------------------

9.2.2.1
Bootstrap Instruction Configuration of Enrolees

Table 9.2.2.1-1 lists the parameters configured to an Enrolee during the Bootstrap Instruction Configuration phase which are common to all Remote Security Provisioning Frameworks. 

Table 9.2.2.1-1: Parameters configured to an Enrolee during the Bootstrap Instruction
Configuration phase of which are common to all Remote Security Provisioning Frameworks
	Parameter common to all Remote Security Provisioning Frameworks

	Enrolment Target Identifier 
(Enrolee B's AE-ID or CSE-ID, or MAF-ID)


Table 9.2.2.1-2 lists the Remote Security Provisioning Framework-specific parameters configured an Enrolee in the Bootstrap Instruction Configuration phase of the Remote Security Provisioning Framework.
Table 9.2.2.1-2: Remote Security Provisioning Framework - specific parameters configured to
an Enrolee during the Instruction Configuration phase of the Remote Security Provisioning Framework
	Remote Security Provisioning Framework
	Remote Security Provisioning Framework-specific Parameters

	Pre-Provisioned Symmetric Enrolment Key
	Enrolment Expiry

	Certificate Based
	MEF URI

	
	MEF TrustAnchor Information

	
	(optional) Enrolment Token generated by the MEF

	GBA-Based
	None


Mechanisms for Bootstrap Instruction Configuration of Enrolees shall authenticate the configuration source and shall provide at least integrity protection of the configured information communicated from the configuration source to the Enrolee.

9.2.2.2
Void
9.2.2.3
Bootstrap Instruction Configuration of M2M Enrolment Functions

Table 9.2.2.3-1 lists the parameters configured to an M2M Enrolment Function during the Bootstrap Instruction Configuration phase which are common to the Pre-Provisioned Symmetric Enrolee Key Remote Security Provisioning Framework and Certificate-Based Remote Security Provisioning Framework.
Table 9.2.2.3-1: Parameters configured to M2M Enrolment Functions
during the Bootstrap Instruction Configuration phase of which are common to
the Pre-Provisioned Symmetric Enrolee Key Remote Security Provisioning Framework
and Certificate-Based Remote Security Provisioning Framework
	Parameter common to all Remote Security Provisioning Frameworks

	Enrolment Target Identity 

(Enrolee B's CSE-ID or AE-ID, or MAF-ID)


Table 9.2.2.3-2 lists the Remote Security Provisioning Framework-specific parameters configured to an M2M Enrolment Functions in the Bootstrap Instruction Configuration phase of the Pre-Provisioned Symmetric Enrolee Key Remote Security Provisioning Framework and Certificate-Based Remote Security Provisioning Framework.
Table 9.2.2.3-2: Remote Security Provisioning Framework-specific parameters configured
to an M2M Enrolment Function during the Bootstrap Instruction Configuration phase
of the Pre-Provisioned Symmetric Enrolee Key Remote Security Provisioning Framework
and Certificate-Based Remote Security Provisioning Framework
	Remote Security Provisioning Framework
	Remote Security Provisioning Framework-specific Parameters

	Pre-Provisioned Symmetric Enrolment Key
	Enrolment Expiry

	Certificate Based
	Enrolee is authenticated using a raw public key certificate
	Enrolee's Public key identifier

	
	Enrolee is authenticated using a device certificate
	Enrolee's M2M Device ID

	
	
	Enrolee's Trust Anchor Information

	
	Enrolee is authenticated using a CSE-ID or AE-ID certificate
	Enrolee's Trust Anchor Information

	
	All cases
	(optional) Enrolment-Token generated by MEF


The present document assumes that Bootstrap Instruction Configuration of the M2M Enrolment Functions utilizes business logic of the Stakeholder that operates the M2M Enrolment Function, and the details are not described in the present document.

-----------------------End of change 2--------------------------------------------------------

------------Start of changes  to definitions & abbreviations-----------------------------

3.1
Definitions

<snip>
certificate chain: sequence of one or more CA-certificates, where: the Public Verification Key in each CA-certificate is certified in the previous CA-certificate; and the public key of the first CA-Certificate is trusted a priori
NOTE:
Trust in the public key in each CA-certificate can be based on trust in the previous CA-Certificate.
certificate enrolment: a framework providing the ability to provision a certificate to an entity certificates for which the entity knows the private key, and for providing trust anchors for verifying certificates.
certificate name: unique identifier in a name field of a Certificate (e.g. in the X.509 "Subject" or "Subject Alternative Name" attribute)
<snip>
enrolment target: M2M Authentication Function, CSE, or AE with whom an Enrolee wishes to establish a symmetric key (master credential or pre-provisioned secure connection key) using remote security provisioning

enrolment token: A single-use random value, generated by an M2M Trust Enabler and passed to an On-Boarding Function to enable correlating the provisioned credential with the intended Enrolee.
entity identifier: CSE-ID (or AE-ID respectively) of a CSE (or AE respectively)

<snip>
M2M secure connection key: key shared between two CSEs of M2M Nodes (e.g. ASN/MN-CSE and IN-CSE) in order to secure the communication between those two entities

NOTE:
This M2M Secure Connection Key results from a successful M2M Security Association Establishment procedure.
M2M trust enabler: A stakeholder trusted with enabling authentication of CSEs/AEs to other CSEs/AEs. 

MAF handshake: phase of a Security Association Establishment Framework in which an entity and the MAF perform mutual authentication and generate a Symmetric Key which can then be used in the Association Security Handshake for mutual authentication between that entity and other entities
<snip>
3.3
Abbreviations
<snip>
MIC
Message Integrity Code
MTE
M2M Trust Enabler
MN-CSE
CSE which resides in the Middle Node

------------End of changes  to definitions  and abbreviations (clause 3) --------

�These details are very similar to existing details, with additional details to provide key separation for different types of communication security types (SAEF, ESPrim, ESData Protection Options)


�This text was in clause 8.3.2.1


�This text was in clause 8.3.2.1


�This text is largely copied from SEC-2015-0054
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