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Introduction
This CR addresses a few issues with RSPFS:

1. Certificate Enrolment: Contribution SEC-2015-0549R02 included a proposal to include Certificate Enrolment as part of the Remote Security Provisioning Framework. The contribution was agreed in principal, pending CRs. This CR implements the changes for TS-0003. The changes anticipated in slide 25 of  SEC-2015-00549R02 are shown in the table below. 
2. Allow RSPFs to be used for provisioning credentials for ESPrim and ESData: 
3. Change GBA-RSPF so that the MEF is a NAF (and not the BSF). This is required if we wish to allow the GBA-RSPF to be used for certificate enrolment, and also makes things easier for generating symmetric keys for use in ESPrim and ESData.

4. Negotiating what to provision. See new clause 8.3.3.1 “Enrolment Exchange Procedure”
5. MEF Key Retrieval: borrows heavily from SEC-2016-0054 “TS_0003 Detailed Enrollment Procedures” by Interdigital.

Changes between original version and R01:

· Text related to Enrolment-Token has been removed.
· A consequence is that there are no longer changes required to clause 9.2.2.
· Previously proposed changes to GBA-based RSPF are no longer present (Whether or not GBA-based RSPF supports certificate enrolment can be debated separately).

· Integrated changes with text accepted in SEC-2016-0054 “TS-0003 Detailed Enrolment Procedures” at SEC22.

· Moved “Enrolment Exchange” to being a procedure after “Enrolment Key Exchange”, and integrated that text into clause 8.3.2.1.

· Moved lots of details into 8.3.2.1.

· Added definition of “security usage identifier (SUID)”.

· Removed colors from figures (as requested previously).

· “Integration to Association Security Handshake” renamed to “Use of Provisioned Credentials”.
· Aligned with SEC-2016-0065R02, particularly with respect to MAF Activation when the Master Credential (Km) is remotely provisioned.

Difference between R01 and R02 :
· New clauses 10.3.1 “Derivation of Usage-Constrained Symmetric Keys from Enrolment Key” and clause 8.3.3.1 “Certificate Enrolment Procedure call flow” have been moved to separate CRs.
· There is some “mini-features” that could not be easily extracted into separate CRs. In this case, the text supporting the mini-feature is highlighted in the proposed change. If SEC decides to include the text, then the highlighting can be removed in a subsequent revision of this document. If SEC decides to not include the text, then the text can be removed in a subsequent revision of this document.

· Text supporting MAF authentication using certificates is restricted to clauses 8.3.1.1, 8.3.1.2, 8.3.2.1 – this text is highlighted with a light-blue background. 
· Text supporting triggering device management is restricted to clause 8.3.1.2 and 8.3.1.2 – this text is highlighted with a grey background. This text was present in 0071R01, but was not listed in the introduction.

· Text supporting re-authentication with the MEF (for retrieving Kpsa) is restricted to clauses 8.3.1.2 and 8.3.2.1 – this text is highlighted with a dark-blue background. 

· Editorial changes

· In some places place, Enrolment Re-Authentication Key was abbreviated to “Ke” or “Kre” rather than “Ker” (also in abbreviations to Enrolment Re-Authentication Key Identifier).
· Clause 8.3.2.1, table in step 13: replaced “<Base Remote Management Server >” with “<Base URI of Remote Management Server >”
Difference between R02 and R03: Removed highlighting added in previous revision.

-----------------------Start of change 1 (clause 8.3)--------------------------------

8.3
Remote Security Provisioning Frameworks

8.3.1
Overview on Remote Security Provisioning Frameworks

8.3.1.1
Purpose of Remote Security Provisioning Frameworks

Remote Security Provisioning Frameworks (RSPFs) provision credentials to an Enrolee, which is a CSE or AE, as part of the Enrolment of the Enrolee to an M2M SP or M2M Trust Enabler. The credentials are either:

· 
· 
· 
· 

· 
· A symmetric key shared by the Enrolee and an Enrolment Target.

· If the Enrolment target is an MAF, then the credential can be used for MAF-based SAEF, MAF-based ESPrim and MAF-based ESData Protection Options, with the provisioned symmetric key used for mutual authentication of the Enrolee and the MAF.

· If the Enrolment target is a CSE or AE, then the credential can be used for only one of PSK-based SAEF or PSK- based ESPrim or PSK-based ESData Protection Options. The provisioned symmetric key used for mutual authentication of the Enrolee and the other CSE or AE.

NOTE: 
This case should be employed only in cases where the Enrolee is expected to require a symmetric key with relatively few CSE or AE. 

· Certificate(s) for which the Enrolee knows the corresponding private key, and a set of trust anchors for authenticating the M2M SP or MTE’s MAF or other entities enrolled with the M2M SP or MTE. These credentials can be used for:

· Securing communication directly with other CSE or AE using Certificate-Based SAEF, Direct End-to-End Key Establishment using Certificates (E2EKey), and certificate-based ESData protection options. The other CSEs or AEs use their own certificate(s), chaining to a provisioned trust anchor, in these security frameworks.

·  MAF-based SAEF, MAF-based ESPrim, and MAF-based ESData protection options, with the certificate used for authentication of the Enrolee to the MAF. The MAF would authenticate using its own certificate chaining to a provisioned trust anchor.

Credentials may also be pre-provisioned; that is, provisioned using means other than a Remote Security Provisioning Framework. The method for pre-provisioning can be deployment dependent. An interoperable pre-provisioning framework based on UICC is described in annex D.

· 
8.3.1.2
Overview on Remote Security Provisioning Frameworks

An AE or CSE that requires remote provisioning is called an Enrolee. The AE or CSE with whom the enrolee is to establish a security association is called Enrolee B. The AE or CSE or M2M Authentication Function with whom the enrolee is to establish a shared key is called an Enrolment Target.
The oneM2M system supports the following Security Bootstrap Frameworks:

· Pre-Provisioned Symmetric Enrolee Key Remote Security Provisioning Framework: A symmetric key is pre-provisioned to the Enrolee and M2M Enrolment Function for the mutually authentication of those entities. For more details, see clause 8.3.2.1.
· Certificate-Based Remote Security Provisioning Framework: The Enrolee and M2M Enrolment Function are each issued with:
· a Private Signing Key that is known only to that entity;
· a Certificate containing the corresponding Public Verification Key; and
· (In the case of a device certificate, CSE-ID certificate or AE-ID certificate) a Certificate Chain from the entity's Certificate to a Trust Anchor Certificate.

The Enrolee and M2M Enrolment Function shall validate each other's Certificate before trusting the Public Verification Keys in the Certificate. Within the Security Handshake, the M2M Enrolment Function creates a digital signature of the session parameters using its private signing key and the Enrolee verifies the digital signature using the M2M Enrolment Function's public verification key. Then the roles are reversed: the Enrolee creates a digital signature and the M2M Enrolment Function verifies it. For more details see clause 8.3.2.2.
· GBA-based Remote Security Provisioning Framework. In this case, the role of the M2M Enrolment Function is performed by a GBA Bootstrap Server Function. This framework uses 3GPP or 3GPP2 symmetric keys to authenticate the Enrolee and the M2M Enrolment Function (which is also a GBA BSF). The details are specified by 3GPP TS 33.220 [13] and 3GPP2 S.S0109-A [14]. For more details see clause 8.3.2.3.
For a more detailed description of the above Remote Security Provisioning Frameworks, it is useful to compare the following aspects of the Remote Security Provisioning Frameworks.

· Bootstrap Credential Configuration: The Enrolee and M2M Enrolment Function are pre-provisioned with the Bootstrap Credential that the entity will use to authenticate itself to the other entity. The mechanisms for this pre-provisioning are not described in the present document.
· Bootstrap Instruction Configuration: 

· The Enrolee is configured with the M2M Enrolment Function URI (for the purpose of routing the (D)TLS messages to the M2M Enrolment Function).

· The Enrolee and M2M Enrolment Function are provided with either:

· M2M Authentication Function Identifier (MAF-ID) identifying the M2M Authentication Function for which the Enrolee is to be remotely provisioned when used in conjunction with a MAF‑based security association establishment framework; or 
· The identifier of Enrolee B (Enrolee B-ID), when used in conjunction with a Provisioned Symmetric Key Security Association Establishment.

NOTE 1:
The identity of the Enrolment Target is assumed to have been configured to the Enrolment Target prior to the Bootstrap Instruction Configuration phase. Additionally, in the case of Enrolee B, an indication of whether the Kpsa can be used for generation of end-to-end security credentials, the security capabilities of the Enrolment Target and the associated security parameters that dictates the mechanisms to generate the credentials and the mechanisms that shall be used to achieve end-to-end security.

Additionally, in the case of Certificate-Based Remote Security Provisioning Framework:

· The Enrolee is configured with the M2M Enrolment Function Trust Anchor CA certificates that the Enrolee will use to verify the M2M Enrolment Function.
· The M2M Enrolment Function is configured with the Enrolee’s certificate information that the M2M Enrolment Function will use to verify the Enrolee. The necessary certificate information is dependent on the Enrolee’s certificate’s flavour, with details provided in clause 8.1.2.4 “Information Needed for Certificate Authentication of another Entity”.
· Bootstrap Enrolment Handshake: Identification, authentication and security context establishment between the Enrolee and M2M Enrolment Function.

· Enrolment Key Generation (details in clause 8.3.2.1): generating a symmetric Enrolment Key,(Ke) and corresponding Enrolment Key Identifier (KeId) shared by the Enrolee and M2M Enrolment Function, which is used for subsequent generation of the Master Credential (Km) or symmetric keys using in PSK-based Security Frameworks; for example, Provisioned M2M Symmetric Key (Kpsa). An Enrolment Re-Authentication Key (Ker) is  also generated.
· 

· Enrolment Exchange (PPSK and 
· 
· Certificate RSPFs only, details in clause 8.3.2.
1): The MEF may trigger Certificate Enrolment or trigger Remote MAF Enrolment or provide 
· 
· 
· 
a URI

 for a remote management server to contact for further configuration:
Certificate Enrolment (clause 8.3.3.1): The Enrolee is issued a certificate via the MEF, with corresponding private keys generated by the 
· Enrolee. The MEF also provides a set of trust anchors. 









· Remote MAF Enrolment (clause 8.x.2):  The MEF provides a MAF URI if a MAF is to be used. If certificates are to be used for authentication to the MAF, then the certificate and trust anchors provisioned during Certificate Enrolment suffice for mutual authentication of the Enrolee and MAF. If a symmetric key is to be used for authentication to the MAF, then the Enrolee and MEF generate these from the Enrolment Key (Ke). The MEF may repeat the procedure to trigger the Enrolee to enrol with multiple MAF.  

· Use of Remotely Provisioned Credentials: (details in clause 8.3.2.1) 
· Certificate-Based Security Frameworks: Certificates, and configured trust anchors, are used directly in certificate-based security frameworks with Enrolee B. 

· PSK-Based Security Frameworks: The Enrolee and MEF generate symmetric keys from the Enrolment Key (Ke). The Enrolee provides KeId to Enrolee B, and the Enrolee B retrieves the corresponding symmetric key and over a secure connection to the MEF, subject to authorization at the MEF. 

· MAF Security Frameworks:  If certificates are to be used for authentication to the MAF, then the certificate and trust anchors provisioned during Certificate Enrolment are used for mutual authentication of the Enrolee and MAF. If a symmetric key is used for mutual authentication, then the Enrolee performs the MAF KmId Retrieval procedure, during which the Enrolee provides the Enrolment Key Identifier (KeId) to the MAF, and the MAF is provided with the symmetric key over a secure connection to the MEF, and the MAF provides a KmId for the Enrolee to use in subsequent MAF Handshake procedures. 
NOTE 1: If the Enrolment Target hosts a <ServiceSubscribedAppRule> resource, then the fetched credentials from the M2M Enrolment Function or the M2M Authentication Function needs to be stored after the Enrolment Target establishes a secured connection with the Enrolee. A Credential ID value in the format as mentioned in section 10.4 is generated using the credential used for the secured connection establishment and is added into the  applicableCredIDs attribute of the <ServiceSubscribedAppRule> resource.

NOTE 2: If the EnroleeID of the Enrolee is retrieved from the M2M Enrolment Function or the M2M Authentication Function, then the same is saved in the allowedAEs attribute of the <ServiceSubscribedAppRule> resource. 

Figure 8.3.1.2-1 provides a summary of the above defined Remote Security Provisioning Frameworks.
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Figure 8.3.1.2-1: Overview of the Remote Security Provisioning Frameworks supported by oneM2M
8.3.2
Detailed Remote Security Provisioning Framework
8.3.2.1
Pre-Provisioned Symmetric Key Remote Security Provisioning Framework

This clause describes the Pre-Provisioned Symmetric Key Remote Security Provisioning Framework. The Bootstrap Credential for this framework is a long-term symmetric key that has been pre-provisioned into the Enrolee and M2M Enrolment Function; this key is called a Pre-Provisioned Symmetric Enrolee Key and is denoted Kpm.
NOTE 1:
Long term Pre-Provisioned Symmetric Enrolee Keys can pose a security risk if not adequately secured, and for this reason it is recommended that Long term Pre-Provisioned Symmetric Enrolee Keys are stored in Secure Environments. 

Figure 8.3.2.1-1 illustrates the sequence of events when using the Pre-Provisioned Symmetric Enrolee Key Remote Security Provisioning Framework.






[image: image4.emf]Bootstrap Enrolment Handshake

Bootstrap Credential Configuration

Enrolee

M2M Enrolment 

Function

Krp & KrpId are pre-provisioned

Enrolee generates MIC for session information using  Kpm, MEF verifies MIC using Kpm

MEF generates MIC for session information using  Kpm, Enrolee verifies MIC using Kpm

List of authorized Enrolment Target ID , Enrolment 

Expiry, (o) Enrolee’s assigned CSE-ID or AE-ID  

Enrolment Target 

(MAF, Enrolee B)

Enrolment Target is already 

configured with its identity

Krp & KrpId are pre-provisioned

Bootstrap Instruction Configuration

A TLS_PSK or TLS_DHE_PSK ciphersuite.is used

TLS psk_identity is set to KpmId ,TLS psk is set to Kpm

(D)TLS handshake indicates Key Export is required , as per RFC 5705

Mutual authentication

Key

Enrolment Exchange

Use of Provisioned Credential

text

Informative Text

[parameters]

Configuration of [parameters] by 

other mechanisms

MEF URI


Figure 8.3.2.1-1: The sequence of events when using
the Pre-Provisioned Symmetric Key Remote Security Provisioning Framework
Bootstrap Credential Configuration: The Pre-Provisioned Symmetric Enrolee Key (Kpm) and the corresponding Pre-Provisioned Symmetric Enrolee Key Identifier, denoted KpmId, are pre-provisioned to both entities. The Enrolee is also pre-provisioned with the M2M Enrolment Function's URI (MEF URI), for the purpose of routing the (D)TLS exchange.

NOTE 2:
This pre-provisioning (by definition) uses mechanisms not specified by oneM2M.

Bootstrap Instruction Configuration: The Enrolee and M2M Enrolment Function are configured with the information needed for authorizing the remote provisioning:

· The Enrolee is configured with (or otherwise obtains) the following arguments to initiate remote provisioning:

· The Enrolment Target identity: Identifying the Enrolment Target for which the Enrolee is to be provisioned.

· The Enrolee associates these arguments with the M2M Enrolment Function. The M2M Enrolment Function can be identified to the Enrolee using the Pre-Provisioned Symmetric Enrolee Key Identifier (KpmId) or the M2M Enrolment Function URI.

· M2M Enrolment Function is configured with the following arguments to authorize the M2M Enrolment Function to remotely provision the Enrolee for an Enrolment Target:

· The Enrolment Target Identity:  Identifying the Enrolment Target for which the Enrolee is to be provisioned.
· Enrolee's assigned CSE-ID or AE-ID  (Enrolee-ID). The M2M Enrolment Function is to provide this entity identity for the Enrolee with the Km or Kpsa to the Enrolment Target, when requested by the Enrolment Target.

· The M2M Enrolment Function associates these arguments with an Enrolee. The Enrolee can be identified to the M2M Enrolment Function using the Pre-Provisioned Symmetric Enrolee Key Identifier (KpmId).

Bootstrap Security Handshake: 
1. The Enrolee and M2M Enrolment Function perform a (D)TLS-PSK handshake [15] to establish a secure session.
· The "psk_identity" parameter [15] is set to the value of the Pre-Provisioned Symmetric Enrolee Key Identifier (KpmId).
· The "psk" parameter [15] is set to the value of the Pre-Provisioned Symmetric Enrolee Key (Kpm).

· The (D)TLS cipher suite profile for this 's assigned CSE-ID or AE-ID is specified in clause 10.2.2 "TLS and DTLS Ciphersuites for TLS-PSK-Based Security Frameworks".

Enrolment Key Generation:

2. The Enrolment Key (Ke), RelativeKeId, and Enrolment Re-authentication Key (Ker) are generated from the (D)TLS session secrets by the Enrolee and M2M Enrolment Function using TLS Key Export (IETF RFC 5705 [18]), as described in clause 10.3.1 "TLS Key Export Details".

3. The Enrolment Key Identifier (KeId) is generated from the RelativeKeId and the M2M Enrolment Function's FQDN by the Enrolee and M2M Enrolment Function, as described in clause 10.3.4 "Generating KeId".

4. The Enrolee and M2M Enrolment Function store the Enrolment Key (Ke), Enrolment Key Identifier (KeId), and Enrolment Re-Authentication Key (Ker).

NOTE 2:
The Enrolment Key Generation for the Pre-Provisioned Symmetric Enrolee Key Remote Security Provisioning Framework is identical to the Enrolment Key Generation for the Certificate-Based Remote Security Provisioning Framework.
Enrolment Exchange 
5. The Enrolee shall compose a response with a payload containing the following parameters and values. These parameters could be serialized using, for example, XML or JSON formats.  

	Parameter Name
	Parameter Value

	Certificate Enrolment Indication
	<True/False>

	MAF Enrolment Indication
	<True/False>

	Remote Management Indication
	<True/False>


Editor’s note: data types for the above parameters need to be specified, either in TS-0003 or in TS-0004
These indications indicate whether or not the Enrolee is prepared to execute these procedures if instructed by the MEF .The Enrolee shall send the request to the MEF’s Enrolment Exchange URI.

6. The MEF processes the request against the preferences for this Enrolee (see pre-conditions) to determine how the Enrolee is to be provisioned. 

NOTE 3:
The present specification does not define this processing.

7. If the Enrolee shall not be remotely provisioned for certificate-based authentication with Enrolment Targets, then the MEF proceeds to step 10. To remotely provision the Enrolee for certificate-based authentication with Enrolment Targets, the MEF composes a response with a payload containing the following parameters and values. These parameters could be serialized using, for example, XML or JSON formats.  
	Parameter Name
	Parameter Value

	Instruction Type
	<Indicating Certificate Enrolment>

	URI
	<Base certificate enrolment URI>


Editor’s note: data types for the above parameters need to be specified, either in TS-0003 or in TS-0004
The MEF shall send the response to the Enrolee.
8. If the MEF instructs the Enrolee to perform Certificate Enrolment, then the Enrolee shall perform Certificate Enrolment procedure as described in clause 8.3.3.1. 

9. When Certificate Enrolment is complete, then the Enrolee sends a request to the MEF indicating success.

10. If the Enrolee shall not be remotely enrolled with a M2M Authentication Function (MAF), then the MEF proceeds to step 13. To remotely enrol the Enrolee with a MAF, the MEF composes a response with a payload containing the following parameters and values. These parameters could be serialized using, for example, XML or JSON formats. 
	Parameter Name
	Parameter Value

	Instruction Type
	Indicating MAF Enrolment

	Credential Type
	<Indicating whether to use certificates or symmetric key for authenticating to MAF>

	MAF Key Registration URI
	<The URI through which MAF Key Registration is performed

	MAF Key Retrieval URI
	The URI through which MAF Key Retrieval is performed

	(Optional) MAF KmId Retrieval URI
	The URI from which the MAF-assigned KmId is retrieved.

	(Optional) Trust Anchors
	Trust anchor CA certificates for MAF certificate

	(Optional) Lifetime
	Lifetime when the symmetric key shared with MAF will expire


Editor’s note: data types for the above parameters need to be specified, either in TS-0003 or in TS-0004
The MEF shall send the response to the Enrolee.
11. Upon receipt of this message, the Enrolee shall performs the MAF KmId Retrieval procedure as described in clause 8.x.3. This procedure includes the “Use of Remote Provisioned Credential”.
12. When the MAF KmId Retrieval procedure is complete, then the Enrolee shall send a message to the MEF indicating success. The MEF may return to step 10, to provision the Enrolee for another MAF.

13. If the Enrolee shall not be remotely provisioned for remote management server to contact for further configuration, then the MEF proceeds to step 15. To remotely provision the Enrolee for remote management server, the MEF composes a response with a payload containing the following parameters and values. These parameters could be serialized using, for example, XML or JSON formats.  

	Parameter Name
	Parameter Value

	Instruction Type
	<Indicating Remote Management Server>

	URI
	<Base URI of Remote Management Server >


Editor’s note: data types for the above parameters need to be specified, either in TS-0003 or in TS-0004
The MEF shall send the response to the Enrolee.

14. The Enrolee shall send a message to the MEF acknowledging that it received the instruction. The Enrolee shall initiate contact with the remote management server after the TLS/DTLS session with the MEF is closed. 

15. The MEF sends a response indicating the end of the enrolment exchange.
16. The MEF closes the TLS/DTLS session.

Use of Remotely Provisioned Credential: In the case where the Enrolment Target is an MAF, the Enrolee is instructed to contact a specific MAF with which to perform Enrolment. 
a) If the Enrolee is remotely provisioned with a certificate and trust anchors during the Enrolment Exchange, then the Enrolee may use these in security protocols with the Enrolment Target. Otherwise, the Enrolee uses the KeID in security protocols with the Enrolment Target as described in the remaining steps. 
b) The Enrolee provides KeId as a symmetric key identifier in the security protocol.

c) The Enrolment Target checks to see if it has the credentials associated with KeID and if it does not have the credentials, then the Enrolment Target prepares to fetch the credentials from the MEF.

d) The Enrolment Target has been pre-configured with the MEF’s FQDN / URL and in order to establish a secured connection, it either uses the PSK credentials or certificate which has also been pre-configured between the Enrolment Target and the MEF. In the case of an Enrolee B, an Enrolment Re-Authentication Key (Ker) established with the MEF may be used for authentication, or a certificate provisioned by the MEF may be used for authentication.
e) If the Enrolment Target wishes to fetch any credential information from the MEF, a retrieve request to MEF with the target URI set to /fetchCredentials/<KeId>/<security-usage-identifier> is formed, where <security-usage-identifier> is the SUID for the particular usage of the symmetric key. The originator field of the retrieve request (e.g. X-M2M-Origin header when using HTTPS) would contain the ID (AE-ID/CSE-ID/MAF-ID) of the Enrolment Target/MAF.

Editor’s note; The available SUIDs need to be registered somewhere.
f) Upon receiving the retrieve request, the MEF performs the following:

i. The MEF extracts the KeId from the Target URI. The MEF retrieves the Enrolment Key (Ke) for the corresponding KeId, as generated by the Enrolment Key Generation process defined in clause 8.3.1.2. If the MEF is unable to retrieve this information, a response is sent with an error as per step ‘f).vii’.

ii. The Enrolment Target’s ID is extracted from the originator field included in the retrieve request, and the Security Usage Identifier (SUID) is extracted from the target URI.  The MEF validates if the particular Enrolment Target is allowed to fetch credentials for the Enrolee with the particular Security Usage Identifier. 
iii. If the validation fails, a response is sent as per step ‘f).vii’. If the validation is successful, then the key is generated with the Enrolment Key (Ke) retrieved in step ‘f).i’ as mentioned in section 10.3.x.

iv. The Enrolee ID corresponding to the KeId is determined by the MEF.

v. The Enrolee Lifetime parameter for the KeId is determined by the MEF. This is a pre-configured value which indicates the validity period of the credentials that are provided to the Enrolment Target / MAF.

vi. A response is composed along with a payload containing the following parameters and values. These parameters could be serialized using, for example, XML or JSON formats. 

	Parameter Name
	Parameter Value

	Status
	True

	Credential
	<Key>

	EnroleeID
	<Enrolee ID Value>

	Lifetime
	<Lifetime of generated Key>


Editor’s note: data types for the above parameters need to be specified, either in TS-0003 or in TS-0004
vii. Upon any errors in the above steps, the MEF composes a response with the following parameters.

	Parameter Name
	Parameter Value

	Status
	False

	ErrorString
	<Failure Reason>


Editor’s note: data types for the above parameters need to be specified, either in TS-0003 or in TS-0004
g) The Enrolment Target upon receiving the credentials proceeds to use the credentials in the security protocol with the Enrolee.

-----------------------End of change 1 -------------------------------------------

-----------------------Start of change 2 ----------------------------------------

8.3.2.2
Certificate-Based Remote Security Provisioning Framework

This clause describes the Certificate-Based Remote Security Provisioning Framework. The Bootstrap Credentials for this framework are Certificates.
Figure 8.3.2.2-1 illustrates the sequence of events when using the Certificate-Based Remote Security Provisioning Framework.
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Figure 8.3.2.2-1: The sequence of events when using
the Certificate-Based Remote Security Provisioning Framework
Bootstrap Credential Configuration: For this Remote Security Provisioning Framework, Enrolee and M2M Enrolment Function authenticate each other using a Public Key Certificate. The Bootstrap Credentials for the Enrolee and M2M Enrolment Function are pre-provisioned as described in clause 8.1.2.3 "Credential Configuration for Certificate-Based Security Frameworks".

NOTE 1:
The identities of the M2M Enrolment Function and Enrolment Target are assumed to have been configured prior to this phase.
Bootstrap Instruction Configuration: In addition to the information identified in clause 8.3.1.2, the Enrolee and M2M Enrolment Function are configured with the information needed for authorizing the remote provisioning:
· The Enrolee is configured with (or otherwise obtains) the following arguments to initiate remote provisioning:

· 
· Information needed for certificate authentication of the M2M Enrolment Function using an MEF certificate as described in clause 8.1.2.4 "Information Needed for Certificate Authentication of another Entity".

· 
· The M2M Enrolment Function is configured with the following arguments describing Enrolee authorized to perform Security Handshake with M2M Enrolment Function:

· Information needed for certificate authentication of the Enrolee, as described in clause 8.1.2.4 "Information Needed for Certificate Authentication of another Entity".
· 
· 
Bootstrap Security Handshake: The Enrolee and M2M Enrolment Function perform a (D)TLS handshake as specified in TLS 1,2 IETF RFC 5246 [5] and DTLS 1.2 IETF RFC 6347 [6] specifications.to establish a secure session.
· Each entity (Enrolee and M2M Enrolment Function) verifies the other entity's certificate as described in clause 8.1.2.5 "Certificate Verification".

· The Enrolee and M2M Enrolment Function authenticate each other using the validated certificates as specified in TLS 1.2 IETF RFC 5246 [5] and DTLS 1.2 IETF RFC 6347 [6] specifications.

· The (D)TLS cipher suite profile for this 's assigned CSE-ID or AE-ID is specified in clause 10.2.3 "TLS and DTLS Ciphersuites for Certificate-Based Security Frameworks". 

Enrolment Key Generation, Enrolment Exchange and Use of Provisioned Credentials:
· The steps are identical to those shown for "Enrolment Key Generation", “Enrolment Exchange” and “Use of Provisioned Credentials” in clause 8.3.2.1 "Pre-Provisioned Symmetric Key Remote Security Provisioning Framework".

-----------------------End of change 2 -------------------------------------------

------------Start of changes  to definitions & abbreviations-----------------------------

3.1
Definitions

<snip>
certificate chain: sequence of one or more CA-certificates, where: the Public Verification Key in each CA-certificate is certified in the previous CA-certificate; and the public key of the first CA-Certificate is trusted a priori
NOTE:
Trust in the public key in each CA-certificate can be based on trust in the previous CA-Certificate.
certificate enrolment: a framework providing the ability to provision a certificate to an entity certificates for which the entity knows the private key, and for providing trust anchors for verifying certificates.
 certificate name: unique identifier in a name field of a Certificate (e.g. in the X.509 "Subject" or "Subject Alternative Name" attribute)
<snip>
enrolment target: M2M Authentication Function, CSE, or AE with whom an Enrolee wishes to establish a symmetric key (master credential or pre-provisioned secure connection key) using remote security provisioning

entity identifier: CSE-ID (or AE-ID respectively) of a CSE (or AE respectively)

<snip>
M2M secure connection key: key shared between two CSEs of M2M Nodes (e.g. ASN/MN-CSE and IN-CSE) in order to secure the communication between those two entities

NOTE:
This M2M Secure Connection Key results from a successful M2M Security Association Establishment procedure.
M2M trust enabler: A stakeholder trusted with enabling authentication of CSEs/AEs to other CSEs/AEs. 

MAF handshake: phase of a Security Association Establishment Framework in which an entity and the MAF perform mutual authentication and generate a Symmetric Key which can then be used in the Association Security Handshake for mutual authentication between that entity and other entities
<snip>
security framework: set of procedures providing Security Association Establishment or Remote security provisioning

security usage identifier:  identifies a security feature (e.g. Security Association Establishment Framework, End-to-End Security of Primitives or End-to-End Security of Data), a protocol used for that security feature, and (where applicable) an option within a single protocol.
NOTE:
The security usage identifier is used to limit how a credential may be used.

sensitive function: function processed within the secure environment requiring protection from unauthorized monitoring, tampering or execution and that is operating on sensitive data, e.g. derivation of keys from M2M long-term service-layer keys and cryptographic algorithms
3.3
Abbreviations
<snip>
MIC
Message Integrity Code

MTE
M2M Trust Enabler
MN-CSE
CSE which resides in the Middle Node

<snip>
SE
Secure Environment
SUID
Security Usage Identifier
SW
Software

------------End of changes  to definitions  and abbreviations (clause 3) --------
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