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Introduction
This contribution proposes the role based authorization architecture and procedures.
-----------------------Start of change 1-------------------------------------------

7.3.2.4
Token Structure

A token is used to carry authorization information that can be roles assigned to the token holder or access control policies applicable to the token holder. The structure of token is shown in figure 7.3.3.1-1, it contains the following data fields:

· version: version of the token.
· tokenID: unique ID of the token.

· issuer: ID of the token issuer.

· 
· holder: ID of the token holder.

· notBefore: token valid from this time.

· notAfter: token expired after this time.

· tokenName: optional, human readable name of the token.

· appIDs: optional, list of App-IDs that are used for determining what M2M applications this token are used for.

· audience: optional, list of CSE-IDs of the CSEs expected to accept the token.
· resourceURIs: optional, list of addresses of resources to which the authorization information carried by the token is applicable.
· roleIDs: optional, list of Role-IDs that are assigned to the token holder.
· privileges: optional, access control policy carried by the token. It is comprised of a set of access control rules which format is the same as specified in clause 9.6.2 of TS-0001 [1]. 

· extension: used for store other information, e.g. application-specific information.
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Figure 7.2.4.1-1: Structure of token

A token shall be protected by the ESData security mechanism. A token shall be signed, encrypted or signed and encrypted.

7.3.2.5
Token Evaluation
The generic process of evaluating a token can be described as follows:
1. Token security validation: depending on the security mechanism used by a token, the validation may be:
· verifying signed token, 
· decrypting encrypted token or
· decrypting and verifying signed and encrypted token.
After passing the token security validation, the plain text of the token can be used for further validation.
2. Token content validation: depending on the content contained in the token, the validation may include:
· Check if the identity of the Originator equal to the token holder specified in the holder data field.
· Check if the token issuer specified in the issuer data field is valid.
· Check if this token is not expired according to the notBefore and notAfter data fields.
· In case the appIDs data field is not empty, check if the access request is valid for the applications specified by the App-IDs listed in the appIDs data field. How this is been done is however out of scope of the present document.
· In case the audience data field is not empty, check if the identifier of the Hosting CSE is in the CSE-ID list specified by the audience data field.
· In case the resources data field is not empty, check if the address of the target resource is within the scope specified by the addresses listed in the resources data field.
After passing the token content validation, the authorization information carried by the token can be used for access control.
3. Using token authorization information: depending on types of the authorization information in the token, the authorization information shall be used as follows:
· The list of the Role-IDs in the roleIDs data field shall be directly used for making access control decision, further validation is not needed.
· Access control policy in the privileges data field shall be used as the applicable access control access control policies to the current access control decision request.
-----------------------End of change 1-------------------------------------------
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