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Introduction
This CR proposes text describing how the analysis in the preceding clauses were used to guide the specification of Release 2 features for End-to-End Security and Group Authentication.

This clause would replace the currently empty clause 9 “Procedures for recommended options”. The authors are also proposing CRs moving the existing text, which may result in new clause numbers being assigned. For this reason, the clause number in this CR is shown as “X” and the actual clause number is to be assigned by the rapporteur on including the text.
-----------------------Start of change -------------------------------------------

X
Release 2 End-to-End Security and Rationale

X.1
Overview of Release 2 End-to-End Security Features
The analysis in the preceding clauses were used to guide the specification of Release 2 features for End-to-End Security and Group Authentication, which include the following:

· End-to-End Security of Data (ESData): provides an interoperable framework for protecting data that ends up transported using oneM2M reference points, in order that transited CSEs do not need to be trusted with that data. 
· End-to-End Security of Primitives (ESPrim): provides an interoperable framework for securing oneM2M primitives so CSEs do not need to be trusted with the confidentiality and integrity of the primitive.
· End-to-End Security Certificate-based Key Establishment (ESCertKE): provides an interoperable framework for two end-points to use certificates for establishing a secret symmetric key called pairwiseESCertKE from which symmetric keys are derived for use in other end-to-end security frameworks such as End-to-End Security of Data (ESData) or End-to-End Security of Primitives (ESPrim).
· Generic MAF Security Framework: describes common details and procedures used in the MAF-based SAEF, MAF-Based ESPrim and MAF-Based ESData protection options.
X.2
Release 2 End-to-End Security of Data (ESData)
X.2.1
End-to-End Security of Data (ESData) Overview

Overview: End-to-End Security of Data (ESData) provides an interoperable framework for protecting data that ends up transported using oneM2M reference points, in order that so transited CSEs do not need to be trusted with that data. The data to be protected is called the ESData Payload. ESData payload could typically compose all or part of an attribute value (e.g. content attribute value of a <contentInstance> resource) or a primitive parameter (e.g. a signed, self-contained access token communicated in a request primitive to obtain dynamic authorization).

ESData assumes that there is a single ESData Source End-Point applying the ESData processing to the Payload to obtain an ESData Envelope containing the secured data and necessary headers, with one or more ESData Target End-Points applying the ESData processing to the Envelope to extract the verified data. The Payload is composed of plaintext (which is to be encrypted and integrity protected) and associated authenticated data (which is to be integrity protected only).

There is no inherent restriction on which entities can be Source End-points and Target End-Points; these end-points may be entities inside a oneM2M system (that is, AEs and CSEs) or entities outside of a oneM2M system (for example, entities which are part of a system that interworks with oneM2M).

Corresponding End-to-End Security and Group Authentication requirements: If described in the terminology of the End-to-End Security Framework (ESF) described in clause 6.2, ESData satisfies the requirements (clause 7.4) of:

· ESF security session type ESF-S1 “One-way Single envelope security session” at the ESF Security Layer,

· ESF Target Data class 3 “content attribute”.

Group authentication requirements (see clause 7.2) are applicable to protection of messages. Consequently, group authentication requirements are not addressed by ESData.

X.2.2
End-to-End Security of Data (ESData) Functional Architecture

Functional architecture details for ESData are found in TS-0003 [i.8].
The following ESData security classes are provided:

· 
Encryption only: (see Note 1) which offers confidentiality and integrity protection. This payload is protected using symmetric keys, and these symmetric keys are established using one or more of the following: 

· Symmetric keys otherwise established with the target end-points. In this case, the source end-point can be authenticated – unless the symmetric key was shared with multiple target end-points.

·  Target end-points certificate. When target end-point certificate are used, the target end-point cannot authenticate the source end-point.

NOTE 1: Strictly speaking, this class provides encryption and integrity protection, but this name aligns usage in protocols such as JSON Web Encryption (JWE) and XML-Encryption which can provide both encryption and integrity protection.

· 
Signature only: which offers source authentication, integrity protection and (when asymmetric digital signatures are used) non-repudiation. This uses either symmetric keys based MIC or asymmetric digital signatures verified using source end-point certificates.

· 
Nested Sign-then-Encrypt: This is used in cases where encryption is required in addition to source authentication and/or non-repudiation using a source end-point certificate. A digital signature(s) on the payload is signed first, and then encryption is applied to combination of the payload and digital signature.

ESData supports using multiple credentials protecting a single payload unit.

The ESData protection options for each ESData Security Class are shown in Table X.2.2-1. 
Table X.2.2-1: ESData protection options
	ESData Security Class
	ESData Protection Option
	Key Management
	Source Verification
	Non-Repudiation

	Encryption only 
	Encryption using Provisioned Symmetric ESData Key
	Provisioned Symmetric Key
	Symmetric 
	-

	
	Encryption using MAF
	MAF
	Symmetric
	-

	
	Encryption using Target End-Point Certificate
	Certificate
	-
	-

	Signature only


	MIC using Provisioned Symmetric ESData Key
	Provisioned Symmetric Key
	Symmetric 
	-

	
	MIC using MAF
	MAF
	Symmetric
	-

	
	Digital Signature using End-Point Source End-Point Certificate
	Certificate
	Certificate
	Certificate

	Nested-Sign-then-Encrypt


	Digital Signature using End-Point Source End-Point Certificate followed by any combination of Encryption-Only Protection Options 
	Provisioned Symmetric Key(s) and/or MAF(s) and/or Certificate(s) for Encryption. Certificate for Signature
	Certificate
	Certificate


ESData protection options provide the range of options available for Security Associated Establishment Framework (SAEF) defined in Release 1: a Provisioned Symmetric Key option; an option using an M2M Authentication Function for operation-phase key distribution; and an option using certificates. 

Associated Changes to Release 1 Security functionality: 

· The Remote Security Provisioning Frameworks (RSPFs) in Release 1 are updated in Release 2 to support provisioning symmetric keys for use in ESData and ESPrim. See clause X.6.1 “Changes to Remote Security Provisioning Frameworks (RSPFs)” for further details.
· The RSPFs in Release 1 are (independently) updated in Release 2 to support provisioning certificates – these certificates can be used in ESData protection options using certificates.
· A generic MAF Security Frameworks is specified to support distributing symmetric keys for using in ESData. See clause X.5. “Release 2 MAF Security Framework” for further details.
X.3
Release 2 End-to-End Security of Primitives (ESPrim)
X.3.1
End-to-End Security of Primitives (ESPrim) Overview

Overview: End-to-End Security of Primitives (ESPrim) provides an interoperable framework for securing oneM2M primitives so CSEs do not need to be trusted with the confidentiality and integrity of the primitive.  ESPrim provides mutual authentication, confidentiality, integrity protection and a freshness guarantee (bounding the age of ESPrims).

The primitive to be secured is called the inner primitive, and the primitive which is used to transport a secured inner primitive is called the outer primitive. The inner primitive is protected using encryption and integrity protection which using a symmetric key sessionE2EPrimitiveKey as input. The sessionESPrimKey is derived from a pairwiseESPrimKey, established between the Originator and Receiver, and a receiverE2ERandObject and originatorE2ERandObject. The receiverE2ERandObject can be generated on a per-Originator basis, or can be shared and distributed according to the principles of Group Authentication in clause 6.1. The originatorE2ERandObject is generated on a per-Receiver basis.
Corresponding End-to-End Security and Group Authentication requirements: If described in the terminology of the End-to-End Security Framework (ESF) described in clause 6.2, ESPrim satisfies the requirements (clause 7.4) of:

· ESF security session type ESF-Sm “Two-way Multi-envelope security session” at the ESD Security Layer,

· ESF Target Data class 1 “Entire request or response”.

Group authentication requirements (see 7.2) are addressed by ESPrim.

X.3.2
End-to-End Security of Primitives (ESPrim) Functional Architecture

The credential management aspects and data protection aspects for ESPrim are specified in the present clause. Clause 11.3.2, TS-0003 [i.8] specifies the transport of ESPrim.

The inner primitive is protected using encryption and integrity protection which takes a symmetric key sessionE2EPrimitiveKey as input. The sessionESPrimKey is derived from a pairwiseESPrimKey, established between the Originator and Receiver, and a receiverE2ERandObject and originatorE2ERandObject. 

Sequence of events for ESPrim consists of three main phases:

A. Establishing pairwiseESPrimKey, via
· Pre-provisioning,

· A Remote Security Provisioning Frameworks (RSPF) – The RSPF text is updated to support ESPrim, see clause X.6.1).
· End-to-End Security Certificate-based Key Establishment (ESCertKE), see clause X.4.
· MAF Security Framework – which was specified to support MAF-Based ESPrim, see clause X.5.
B. Establishing sessionESPrimKey at the Originator. The Receiver shall select to either (a) pre-generate a receiverE2ERandObject which is distributed for used by multiple Originators for establishing sessionESPrimKey, or (b) generate a unique receiverE2ERandObject upon request form the Originator. In the former case, the Receiver regularly changes the receiverE2ERandObject element within an e2eSecurityCapabilities attribute of the Receiver’s <remoteCSE> resource on a CSE to which it is registered. The originator attempts to retrieve this pre-generated receiverE2ERandObject first, and if no receiverE2ERandObject element is present then the Originator requests a unique receiverE2ERandObject directly from the Receiver. The Originator then generates its originatorE2ERandObject, and sessionESPrimKey is derived from a pairwiseESPrimKey, receiverE2ERandObject and originatorE2ERandObject
C. Securing a primitive exchange. Object-security technology is used to form an ESPrim Object containing the encrypted and integrity protected inner primitives, with appropriate header parameters. The ESPrim Object is transported in a Notify request or response according to whether the inner primitive is a request or response. The Security Info parameter of the Notify request or response indicates that the message contains an ESPrim Object.
X.4
Release 2 End-to-End Security Certificate-based Key Establishment (ESCertKE)
X.4.1
End-to-End Security Certificate-based Key Establishment (ESCertKE) Overview

Overview: End-to-End Security Certificate-based Key Establishment (ESCertKE) provides an interoperable framework for two end-points to use certificates for establishing a secret symmetric key called pairwiseESCertKE from which symmetric keys are derived for use in other end-to-end security frameworks such as End-to-End Security of Data (ESData) or End-to-End Security of Primitives (ESPrim).
Corresponding End-to-End Security and Group Authentication requirements: Within the context of the End-to-End Security Framework describes in clause 6.2, ESCertKE satisfies the requirements (clause 7.4) of the ESF security session type ESF-Sm “Two-way Multi-envelope security session” at the ESF Security Layer. 

ESCertKE is used for establishing credentials, while group authentication assumes that credentials are already established. Consequently, group authentication requirements are not addressed by ESCertKE.
Further Rationale: ESCertKE is proposed to enable efficient secure end-to-end communication between end points that can mutually authentication using certificates. While primitives could be secured individually using certificates, this adds significant overhead to each primitive, and for this reason, ESPrim does not support using certificates to directly secure the primitive. There are advantages to, establish a symmetric key using the certificates, and then secure the data objects or primitives using the symmetric key. A M2M Enrolment Function (MEF) or M2M Authentication Function (MAF) can be used to facilitate establishing this key, but there are scenarios where relevant stakeholders prefer the MEF or MAF do not know the symmetric key. ESCertKE enables the ESPrim end-points to establishing a symmetric key directly – without involvement of an MEF or MAF.

Using certificates to secure individual data objects also adds significant overhead to each data object. However, certificate-based security of data objects needs to be support for cases with multiple Target ESData end-points. None-the-less, there are ESData scenarios where ESCertKE is used to establish symmetric keys for securing the data object. Examples of the latter include cases where multiple data objects are being communicated between two ESData end-points.

X.4.2
End-to-End Security Certificate-based Key Establishment (ESCertKE) Functional Architecture

The ESCertKE messages and associated processing for ESCertKE are specified in TS-0003 [i.8]. The transport details for the ESCertKE Procedure are specified in TS-0001 [i.6].
The entities in the ESCertKE reference model are the ESCertKE Initiating End-Point which initiates the procedure and the single ESCertKE Terminating End-Point with which the ESCertKE Initiating End-Point intends to establish a pairwiseESCertKE. 

The ESCertKE Procedure consists of the ESCertKE Initiating End-Point and ESCertKE Terminating End-Point exchanging a sequence of ESCertKE Messages and apply processing based on those ESCertKE Messages, as shown in in Figure X.4.2-1 “ESCertKE Procedure message flow. The ESCertKE Messages contain TLS v1.2 [i.12] messages. If the ESCertKE Procedure is successful, then the ESCertKE Initiating End-Point and ESCertKE Terminating End-Point export a pairwiseESCertKE based on the parameters exchanged in the ESCertKE Messages.
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Figure X.4.2-1: ESCertKE Procedure message flow

The ESCertKE messages are transported in a Notify request or response. The Security Info parameter of the Notify request or response indicates that the message contains an ESCertKE message.

There is no inherent restriction on which entities can be an ESCertKE Initiating End-point; these end-points can be entities inside a oneM2M system (that is, AEs and CSEs) or entities outside of a oneM2M system (for example, entities which are part of a system that interworks with oneM2M). 

The only restriction on entities which can be ESCertKE Terminating End-Points is that the ESCertKE Terminating End-Point is able to receive the unsolicited ESCertKE Message initiating the ESCertKE Procedure.
X.5
Release 2 MAF Security Framework
X.5.1
MAF Security Framework Overview
Release 2 includes a generic MAF Security Framework describing common details and procedures used in the MAF-based Security Frameworks; in the present specification these frameworks include: 

•
The MAF-Based Security Association Establishment Framework (SAEF). 

•
The MAF-Based End-to-End Security of Primitives (ESPrim) Framework. 

•
The MAF-based End-to-End Security of Data (ESData) Framework.
These frameworks use a MAF to provide authentication and distribution of symmetric key for use by a Source End-Point initiating establishing the symmetric key, and one or more Target End-Points. The technical details are based on the text describing the Release 1 MAF-Based SAEF. Table X.5.1-1 “Mapping of Generic MAF Framework Roles to specific MAF-Based Framework Roles” describes the mapping of Source End-Point and Target End-Point to roles in the specific MAF-Based Frameworks, and the allowed number of Target End-Points.

Table X.5.1-1: Mapping of Generic MAF Security Framework Roles to specific MAF Security Framework Roles

	MAF-Based Security Framework
	Source End-Point
	Target End-Point
	Number of Target End-Points

	Security Association Establishment Framework (SAEF)
	Entity A
	Entity B
	1

	End-to-End Security of Primitives (ESPrim)
	Originator
	Receiver
	1

	End-to-End Security of Data (ESData)
	Source ESData End-Point
	Target ESData End-Point
	Any


Usage-constrained key derivation is included to ensure that symmetric keys distributed by a MAF can only be applied for its intended usage (e.g. for SAEF, ESPrim or an ESData protection option).

The MAF Security Framework also adds certificate-based authentication with the MAF – which is new to Release 2.

X.5.2
MAF Security Framework Functional Architecture
The generic MAF security framework specifies the following:

· MAF Credential Configuration describing the credentials and associated information provisioned to an End-Point and the MAF to enable the End-Point to use the services of the MAF. 
· MAF KmId Retrieval Procedure: If a CSE or AE is remotely provisioned with a symmetric key for use with the MAF, then this procedure is used to trigger the MAF to retrieve Km from the MEF. The MAF then provides the End-Point with the KmId to be used for subsequently authentication with the MAF.

· MAF Handshake Procedure: establishing a mutually-authenticated TLS or DTLS session between an End-Point and a MAF. 

· MAF Key Registration Procedure: The Source End-Point and MAF perform the MAF Handshake procedure. The Source End-Point may provide a list of possible Target End-Point(s) to the MAF. The MAF and Source End-Point establish a symmetric key and symmetric key identifier, and negotiate information about the credential.

· MAF Key Retrieval Procedure: The Target End-Point and MAF perform the MAF Handshake procedure. The Target End-Point provides the symmetric key identifier and SUID to the MAF. The MAF provides the symmetric key and associated information to the Target End-Point.

The general sequence for using these procedures is shown in Figure X.5.2-1and described as follows:

1. Each of the Source End-Point and Target End-Point(s) separately establish credentials for mutual authentication with the MAF, and are configured with the URIs for the MAF Key Registration Procedure and MAF Key Retrieval Procedure. If a symmetric key is remotely provisioned for mutual authentication with the MAF, then the Source End-Point is also provided with the MAF KmId Retrieval URI.

2. If the Source End-Point is remotely provisioned for mutual authentication with the MAF, then the Source End-Point performs the MAF KmId procedure to trigger the MAF to retrieve the Source End-Point’s Master Credential from the MEF. The MAF then provides the Source End-Point with the KmId to be used for subsequently authentication with the MAF.

The same procedures is performed by a Target End-Point which is remotely provisioned for mutual authentication with the MAF.

3. The Source End-Point performs the MAF Key Registration procedure to establish a symmetric key and corresponding identifier. The Source End-Point also provides the Security Usage Identifier (SUID) limiting the scope of the credential by identifying the security feature (SAEF, ESPrim, ESData). This procedure includes the MAF Handshake procedure for mutual authentication of the Source End-Point and MAF.

4. The Source End-Point provides, to the Target End-Point(s), the symmetric key identifier established in the MAF Key Registration procedure. The details of this step depend on the security feature as identified by the SUID.

5. The Target End-Point performs the MAF Key Retrieval procedure, to retrieve the symmetric key and corresponding information. This procedure includes the MAF Handshake procedure for mutual authentication of the Target -End-Point and MAF.

6. The symmetric key is used in the security protocol between the Source End-Point and Target End-Point. 
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Figure X.5.2-1: The sequence of events when using the MAF Security Framework as part of a security feature

X.6
Changes to Release 1 Features in Release 2
X.6.1
Changes to Remote Security Provisioning Frameworks (RSPFs)
The Remote Security Provisioning Frameworks (RSPFs) in Release 1 are updated in Release 2 to support provisioning symmetric keys for use in ESData protection options using a Provisioned Symmetric Key and ESPrim using remotely provisioned symmetric key. Usage-constrained key derivation is included to ensure that symmetric keys provisioned by an RSPF can only be applied for its intended usage (e.g. for SAEF, ESPrim or an ESData protection option). 

The RSPFs in Release 1 are (independently) updated in Release 2 to support provisioning certificates which can be used in ESData and ESCertKE.
X.6.2
Changes to Security Association Establishment Frameworks (SAEFs)

The changes to the SAEFs do not introduce new functionality, but rather represent changes to accommodate defining a generic MAF-based procedures which can be used with SAEF, ESData and ESPrim. Some SAEF-specific details are still included in the MAF-Based SAEF description. 
-----------------------End of change -------------------------------------------
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