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Introduction
This CR adds some missing details on certificate profiles defined in clause 10.1.1 of TS-0003. It provides the allowed values for the keyUsage and extKeyUsage Extensions.
-----------------------Start of change 1-------------------------------------------

10.1
Certificate-Based Security Framework Details

10.1.1
Certificate Profiles

10.1.1.0
General

NOTE:
These certificate profiles are compliant with the CoAP specification IETF RFC 7252 [38].

10.1.1.1
Common Certificate Details

All certificates shall conform to the following profile:

· Certificates shall conform to IETF RFC 5280 [34].

· The certificate shall include a SubjectPublicKeyInfo that indicates an algorithm of id-ecPublicKey with namedCurves secp256r1 [34]; this curve is equivalent to the NIST P-256 curve [39].
Editor’s note: algorithm-ids and parameters for RSA encryption and RSA signatures are required.
· The public key format shall be uncompressed [46].

· The hash algorithm shall be SHA-256.

· The key usage extension shall be included. Table 10.1.1.1-1 specifies the allowed values for the key usage extension according to the intended usage of the certificate.
Table 10.1.1.1-1: Allowed values for the keyUsage Extension [34] according to the intended usage of the certificate 
	keyUsage bits
	CA Certificates (10.1.1.3)
	ESData Encryption Key Management (8.5.3.2)
	ESData Signature (8.5.3.3)
	Other Certificates

	
	
	RSA
	ECDH-ES 
	RSA, ECDSA
	

	digitalSignature
	0
	0
	0
	1
	1

	nonrepudiation (also called contentCommitment)
	0
	0
	0
	0 or 1
	0 or 1

	keyEncipherment
	0
	1
	0
	0
	0

	dataEncipherment
	0
	0
	0
	0
	0

	keyAgreement
	0
	0
	1
	0
	0

	keyCertSign
	1
	0
	0
	0
	0

	cRLSign
	0 or 1
	0
	0
	0
	0

	encipherOnly
	0
	0
	0
	0
	0

	decipherOnly
	0
	0
	0
	0
	0


· The extended key usage extension shall be included in certificates issued to CSEs and AEs. Table 10.1.1.1-1 specifies the allowed values for the key usage extension according to the intended usage of the certificate
Table 10.1.1.1-2: Allowed values for the extKeyUsage Extension [34] according to the intended usage of certificates issued to AEs and CSEs
	Certificate Usage
	keyPurposeID 

	Certificates used in TSL or DTLS handshakes 
(MEF Interface, SAEF, ESCertKE)
	id-kp-oneM2MTLSAuth ::= TBD

	ESData Encryption Key Management (8.5.3.2)
	id-kp-oneM2MESDataEnc ::= TBD

	ESData Signature (8.5.3.3)
	id-kp-oneM2MESDataSig ::= TBD



10.1.1.2
Raw Public Key Certificate Profile

Raw public key certificates shall conform to clause 10.1.1.1 "Common Certificate Details" and IETF RFC 7250 [37].

10.1.1.3
Details Common to Certificates with Certificate Chains

Certificates with Certificate Chains shall conform to the following description:

· These certificates shall conform to clause 10.1.1.1 "Common Certificate Details".

· Certificates shall be signed with ECDSA using secp256r1, and the signature shall use SHA-256.

· Certificate chains should limit the number of intermediate CA certificates to avoid having a negative impact in constrained environments.

-----------------------End of change 1-------------------------------------------
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