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-----------------------start of change 1---------------------------------------------
X.1
Senarios for Peer to Peer Communication Security
Massive IoT devices are expected to be deployed in the next decade in numberous vertical sectors, e.g., smart home, vehicular network, industry automation and smart city.In some of these vertical sectors, devices are required to communicate with each other directly, such as vehicular network. Meanwhile, in oneM2M systempeer-to-peer communication has also being considered. For example, the DDS protocol binding is proposed to implement peer-to-peer communication. In order to protect security of peer-to-peer communication, proper security mechanisms are required, such as authentication, message encryption and integrity protection mechanisms.
Figure X.1-1 illustrates a communication mode in vehicular network (extracted from ARC-2016-0456R02). . In this mode, each vehicular first registers into the oneM2M sytem to obtain registration information, including credentials. Then, vehicles can communicate with each other directly in a distributed way, i.e., without involving the oneM2M services platform. Vehicles may establish long term connection to exchange either multiple messages or one single message without establishing long term connection.
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Figure X.1-1:Communicatio mode for vehicular netwok

Peer-to-peer communication enables devices communicate with each other directly, reducing the traffic load of the oneM2M platform. In peer-to-peer communication, one device may communicate with multiple devices in a dynamic way. Namely, the device may not know what device it may communicate with in  advance. Therefore, traditional security mechanisms, like symmetric-key based mechanism and certificate-based mechanism (especially, when the communication peer’s certificate is required to be pre-configured), are not suitable for peer-to-peer communication, due to the high cost of pre-shared key or certificate management.
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