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-----------------------start of change 1---------------------------------------------
X.1
Use case of Decentralized Authentication for Peer-to-Peer Communication
X.1.1 Decription
In an oneM2M system, one peer entity may communicate with another peer entity without involving oneM2M service platform. An entity may require a high-level of assurance that a message is orginated from a particular end entity. As peer entities may be resource-limitted and communicate with each other in distributed ways, a flexible and lightweight authentication mechanism should be provided. Current security mechanisms do not meet the requirement and therefore a lightweight peer-to-peer security mechanism is required. 
X.1.2 Actors
The entities involved in the use case are shown in Figure X.2.2-1 and described as follows:
M2M Application: It respresents an application that uses sensor data to perform certain application-specific operations. The M2M application could be an M2M Device.
M2M Server: It represents an infrastructure entity that is responsible for enabling an M2M device to register with it and further communicate with M2M applications; 
M2M Device: It represents a sensor application or a sensor device that is responsible for measuring sensor data and communication data to an application. The M2M Device could be an M2M application. The M2M Device is assumed to be a constrained device.

Trusted Third-Party (TTP): It represents an entity that can broker trust relationships between entities that may belong to the same administrative domain or  different administrative domains. The TTP may also facilitate providing credential registration as well as credential requisition services.
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Figure X.2.2-1: Entities involved in oneM2M messaging
X.1.3 Pre-Conditions
M2M Device and M2M Application register into M2M Server so that an M2M Application is able to access the sensor data provided by M2M Device.
The M2M Device and M2M Application are all provisioned with appropriate credentials that can be used for authentication, message integrity protection, data integrity protection and/or data confidentiality protection. These credentials may be provided by M2M Server or a Trusted Third-Pary.
In order to subscribe sensor data from an M2M Device, an M2M Application shall send a request message to the M2M Device through M2M Server.

X.1.4 Normal Flow

Procedure for oneM2M messaging:
1. The M2M Device sents message to the M2M Application without through M2M server. The M2M Application must be able to verify with a high-degree of assurance that the message is originated from the M2M Device. In addition, the M2M Application may also verify that the message has not been tampered or modified. In order to verify the message’s authenticity, the M2M Application performs a decentralized authentication with the M2M Device by using the appropriate credentials.
X.1.5 Potential Requriements

1. M2M system shall support establishment of peer-to-peer security using provisioned peer-to-peer security credentials.
2. M2M system shall support the capability to perform decentralized authentication in a flexible and lightweight way, as the M2M Device is resource-constrained.
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