SEC-2016-0186-Use_Case_of_Decentralized_Authentication_in_Peer-to-Peer_Communication

	Input Contribution

	Meeting ID*
	SEC #26

	Title:*
	Use Case of Decentralized Authentication in Peer-to-Peer Communication

	Source:*
	Jie Shi, Huawei, shi.jie1@huawei.com 
Guilin Wang, Huawei, wang.guilin@huawei.com 

	Uploaded Date:*
	2016/12/06

	Document(s) 

Impacted*
	TR-xxxx Decentralized Authentication

	Intended purpose of

document:*
	 FORMCHECKBOX 
 Decision

 Discussion

 Information

 Other <specify>

	Decision requested or recommendation:*
	It is proposed to agree the content in this contribution.

	Template Version:23 February 2015 (Dot not modify)


oneM2M Notice

The document to which this cover statement is attached is submitted to oneM2M.  Participation in, or attendance at, any activity of oneM2M, constitutes acceptance of and agreement to be bound by terms of the Working Procedures and the Partnership Agreement, including the Intellectual Property Rights (IPR) Principles Governing oneM2M Work found in Annex 1 of the Partnership Agreement.

-----------------------start of change 1---------------------------------------------
X.1
Use case of Decentralized Authentication for Distributed Communication
X.1.1 Decription
In an oneM2M system, one entity may communicate with lots of other entities in a distributed and a dynamic way which are not known in advance. An entity may require a high-level of assurance that a message is orginated from a particular end entity. 
The existing authentication mechanisms proposed in oneM2M functionally works, but have shortcomings in the following two aspects.    

1) Credential pre-previsioning (based on symmetric key or certificates) of other entities does not work well due to memory limitation and/or dynamic change of communicating parties; 

2) Online transmission or retrieval of credential info (based on symmetric key or certificates) of other entities does not work well due to low bandwidth restriction and/or low latency requirement.

Therefore, new mechanisms and protocols to realize decentralized authentication to overcome above shortcomings are required.

X.1.2 Actors
The entities involved in the use case are shown in Figure X.2.2-1 and described as follows:
M2M Application: It respresents an application that uses sensor data to perform certain application-specific operations. The M2M application could be an M2M Device.
M2M Server: It represents an infrastructure entity that is responsible for enabling an M2M device to register with it and further communicate with M2M applications; 
M2M Gateway: It represents a gateway that is responsible for processing and / or forwarding messages that are sent from an M2M Application and from M2M Devices.
M2M Device: It represents a sensor application or a sensor device that is responsible for measuring sensor data and communication data to an application. The M2M Device could be an M2M application. The M2M Device is assumed to be a constrained device.
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Figure X.2.2-1: Entities involved in oneM2M messaging
X.1.3 Pre-Conditions
M2M Device and M2M Application register into M2M Server so that an M2M Application is able to access the sensor data provided by M2M Device.
The M2M Device and M2M Application are all provisioned with appropriate credentials that can be used for authentication, message integrity protection, data integrity protection and/or data confidentiality protection. 
In order to subscribe sensor data from an M2M Device, an M2M Application shall send a request message to the M2M Device through M2M Server.

X.1.4 Normal Flow

Procedure for oneM2M messaging:
1. The M2M Device sents message to the M2M Application through M2M server. The M2M Application must be able to verify with a high-degree of assurance that the message is originated from the M2M Device. In addition, the M2M Application may also verify that the message has not been tampered or modified. In order to verify the message’s authenticity, the M2M Application performs a decentralized authentication with the M2M Device by using the appropriate credentials.
X.1.5 Potential Requirements

1. M2M system shall support establishment of decentralized authentication using provisioned security credentials.
2. M2M system shall support the capability to perform decentralized authentication in a flexible and lightweight way, as the M2M Device is resource-constrained.
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