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	MINUTES

	Meeting title:
	SEC27 – Vancouver, BC

	Chairs:
	François Ennesser (Gemalto), Francois.Ennesser@gemalto.com 

	Secretary:
	Victoria Mitchell, TIA

	Meeting Date:
	13-17 February 2017

	Intended purpose of

document:
	 Decision

 Discussion

 Information

 Other <specify>


oneM2M Notice

The document to which this cover statement is attached is submitted to oneM2M.  Participation in, or attendance at, any activity of oneM2M, constitutes acceptance of and agreement to be bound by terms of the Working Procedures and the Partnership Agreement, including the Intellectual Property Rights (IPR) Principles Governing oneM2M Work found in Annex 1 of the Partnership Agreement.

1
Opening of meeting 

1.1
Welcome

The meeting was opened by the Chair, Francois Ennesser (Gemalto), on 14 February 2017. Participants were reminded of the legal notices on the agenda.

1.2
Schedule for WG4 SEC
The schedule, as noted on the agenda, was reviewed.
1.3
Attendees
Participants were reminded to register for the meeting on the Portal.
2
Review and Approval of Agenda
SEC-2017-0014R03-SEC_27_F2F_Meeting_Agenda
SEC-2017-0014R03-SEC_27_F2F_Meeting_Agenda
(Secretary’s Note: Updates to the agenda were made throughout  the week, as needed.)

SEC-2017-0006-Minutes SEC 26.2 were approved by correspondence.

3
Review of Objectives for the Meeting
The meeting objectives, as noted on the agenda, were reviewed.
4
Review of Action Items
	Reference
	What
	Who
	Status

	A-25-1
	Align Error codes in TS-0004 with TS-0003 (Rel-1 in priority)
	Wolfgang
	Release 3 CR needed

	A-25-2
	SEC WG members to assess validity of Test Purposes proposed in contribution TST-2016-0190R01 by SEC/TST 25.1 teleconference
	All
	Joint TST teleconf after TP 26

	A-26-1
	Add in TS-0003 explanations about Binding process and assumptions about creation of Distributed Authorization resources (cf. ARC-2016-0508R0x)
	All (Lead Wei)
	

	A-26-4
	Need to update TS-0004 according to findings TST-2016-0239R01 (“notify RESPONSE” instead of request) 
	All (Lead Wolfgang)
	

	A-26-3
	Review Ciphersuites and negotiation schemes suitable for transmission of certificates in the context of TS-0022. Also check MAF and MEF context.
	All (Lead Phil)
	

	A-26-5
	Contribute testable Security Features Catalog to TST WG for inclusion in Product Profiles
	All
	

	A-26-6
	Resolve inconsistencies on Access Control Originator ID between TS-0003, TS-0001 and TS-0004 (e.g. interpretation of “*”) – cf. PRO-2016-0485
	All
	

	A-26-7
	Contribute Use Case to Security Developers Guide TS
	All
	

	A-27-1
	The Rapporteur of WI-0066, will provide a Skeleton TR so that the information in SEC-2016-0187R03 can be included.
	WI-0066 Rapporteur
	

	A-27-2
	Define how private keys are provisioned for certificates in the context of TS-0022.
	
	

	A-27-3
	Figure out how ES Data and ES PRIM should be figured in the context of TS-0022
	
	

	A-27-4
	Review the resources of TS-0016 related to mechanism such as access control.
	All
	


5
CRs to TS-0003
5.1
Corrections/Clarifications to Older Releases of TS-0003 (R1, R2,R3)
SEC-2017-0013-CR TS-0003 Corrections to definitions (R2)
· Proposes corrections and clarifications to some of the definitions in TS-0003 to align with existing text. 
AGREED - SEC-2017-0013-CR TS-0003 Corrections to definitions (R2)
SEC-2017-0019-CR TS-0003 Corrections to definitions (R1 mirror)
· Mirror CR of SEC-2017-0013 (Rel-2)
AGREED - SEC-2017-0019-CR TS-0003 Corrections to definitions (R1 mirror)
5.2
Simple Technical Enhancements to TS-0003 Rel3

5.3
Contributions to TS-0003 Rel3 Under Other Open Work Items
6
SEC-Related Contributions Affecting other WGs

6.1
Security-Related Contributions Affecting REQ Deliverables

(Secretary’s Note: Additional information on the security-related REQ contributions can be found in the REQ27 minutes, REQ-2017-0021.)

6.2
Security-Related Contributions Affecting ARC Deliverables
(Secretary’s Note: Information on the security-related contributions Affecting ARC deliverables can be found in the ARC27 summary.)
6.3
Security-Related Contributions Affecting PRO Deliverables

(Secretary’s Note: Information on the security-related contributions affecting PRO deliverables can be found in the PRO27 summary, PRO-2017-0047.)
6.4
Security-Related Contributions Affecting MAS Deliverables

(Secretary’s Note: Information on the security-related contributions affecting MAS deliverables can be found in the MAS27 summary, MAS-2017-0026.)
SEC-2017-0017R02-DM based MEF
NOTED - SEC-2017-0017R02-DM based MEF
6.5
Security-Related Contributions Affecting TST Deliverables
(Secretary’s Note: Information on the security-related contributions affecting TST deliverables can be found in the TST27 summary.)
7
Contributions to Other Deliverables

7.1
TS-0016/WI-0021 Secure Environment Abstraction

SEC-2017_0010-CR-TS-0016 Clause 5 Clarifications

· The contribution proposes to clarify the clause 5 of TS-0016 in order to avoid any confusion between SE Abstraction Layer, SE abstraction architecture and Mcs Reference Point.
NOTED - SEC-2017_0010-CR-TS-0016 Clause 5 Clarifications
AGREED - SEC-2017_0010R01-CR-TS-0016 Clause 5 Clarifications
SEC-2017_0011-CR-TS-0016 Clause 6 SE and security levels

· This contribution aims at clarifying the clause 6 by outlining the normative requirements related to Secure Environments and Security Levels

· Comment: as 2 sub-clauses are added at the beginning of the clause 6, the other sub-clauses must be renumbered. A revision is expected.

· The text related to the 3 levels of security should be improved for better clarity.
NOTED - SEC-2017_0011-CR-TS-0016 Clause 6 SE and security levels
AGREED - SEC-2017_0011r01-CR-TS-0016 Clause 6 SE and security levels
SEC-2017_0012-CR-TS-0016 Clause 7 Clarifications

· This contribution updates Clause 7 in TS-0016 related to the Mcs reference point. 

NOTED - SEC-2017-0012-CR-TS-0016 Clause 7 Clarifications
AGREED - SEC-2017-0012R01-CR-TS-0016 Clause 7 Clarifications
7.2
TR-0XYZ Decentralized Authentication


· 
· 


SEC-2016-0187R02-Solution_of_Decentralized Authentication
· This contribution proposes a Solution of Decentralized Authentication for Peer-to-Peer Communication

· This is a contribution to the TR described in WI-0066-Decentralized_Authentication

NOTED - SEC-2016-0187R02-Solution_of_Decentralized Authentication
AGREED - SEC-2016-0187R03-Solution_of_Decentralized Authentication
SEC-2017-0022-Skeleton of Decentralized Authentication, Huawei
NOTED - SEC-2017-0022-Skeleton of Decentralized Authentication, Huawei

AGREED - SEC-2017-0022R01-Skeleton of Decentralized Authentication, Huawei
7.3
TS-0032/WI-0057 TEF Interface

SEC-2017-0008-TEF Interface updates

· This contribution provides the following updates to TS-0032v0_0_2:

· Connection and alignment of the resource type specific procedures with text already existing in TS-0003

· Addition of clause 9 with short names (based on earlier contribution SEC-2016-0138)

· Minor editorial corrections and additions

NOTED - SEC-2017-0008-TEF Interface updates
NOTED - SEC-2017-0008R01-TEF Interface updates
AGREED - SEC-2017-0008R02-TEF Interface updates
7.4
WI-0061 Distributed Authorization

SEC-2017-0007R01-Specification for Distributed Authorization

· This contribution proposes to add specification for distributed authorization in clause 7 of the TS-0003. It is a Rel-3 contribution.
AGREED - SEC-2017-0007R01-Specification for Distributed Authorization
7.5
TR-0038 Developer’s Guide Implementing Security

SEC-2017-0009-Input for Security Developers Guide
· This contribution proposes text for Clause 7.1 “Authentication” of TR-0038.
· In order to cover all specified Security Association Establishment Frameworks it is proposed to describe one example each for:

· Provisioned Symmetric Key SAE (between Lights and Home Gateway)

· Pre-provisioned Certificate Based SAE (between Home Gateway and IN-CSE)

· MAF Based Symmetric Key SAEF (between the smartphone and IN-CSE)

NOTED - SEC-2017-0009-Input for Security Developers Guide
NOTED - SEC-2017-0009R01-Input for Security Developers Guide
AGREED - SEC-2017-0009R02-Input for Security Developers Guide
SEC-2017-0020R01 TR-0038_Use_case, KDDI

· Change door to door lock, open and closed to locked and unlocked. 
· This contribution will be considered as same input contribution to TST WG as CR
NOTED - SEC-2017-0020R01 TR-0038_Use_case, KDDI
AGREED - SEC-2017-0020R01 TR-0038_Use_case, KDDI
SEC-2017-0021R01 TR-0038_Functional_architecture, KDDI

· Change ‘door’ to ‘door lock’, and other requested changes. 
· This contribution will be considered as same input contribution to TST WG as CR.

NOTED - SEC-2017-0021R01 TR-0038_Functional_architecture, KDDI

AGREED - SEC-2017-0021R02 TR-0038_Functional_architecture, KDDI

7.6
TR-00xx Trust Management in oneM2M

SEC-2017-0015R01-Discussion on Trust management

NOTED - SEC-2017-0015R01-Discussion on Trust management
SEC-2017-0016-Trust Management in oneM2M
· This contribution is the skeleton of the new TR on Trust Management.

· Added online an editor note 3: in order to include an analysis of the relevant security mechanisms existing oneM2M from a trust perspective

NOTED - SEC-2017-0016-Trust Management in oneM2M 
AGREED - SEC-2017-0016R01-Trust Management in oneM2M
8
Other Contributions
8,1
Liaisons, New Work Items and Revisions of Work Items

TP-2017-0016-Reply LS to SA2 on standardization of Northbound SCEF API

· Addressed during the TP; no update/reply from SEC is required
TP-2017-0016-Reply LS to SA2 on standardization of Northbound SCEF API
8.2
Other Contributions for Discussion


· 
· 





9
Planning for Next Meeting(s)
9.1
Organization of Email Discussion Threads
9.2
Next Conference Calls
· SEC27.1 – 1 March 2017 @ 12:00-13:30 (UTC)
· SEC27.2 – 15 March 2017 @ 12:00-13:30 (UTC)
9.3
Next Face-to-Face

SEC28 – 27-31 March 2017 – Sophia Antipolis, France
10 
Any other business
Francois’ term as SEC Chair is coming to a close, as well as the term of the SEC Vice Chairs. Participants were encouraged to make known their desire to serve as SEC Chair or Vice Chair.
11
Closure of meeting

The final SEC session was held on 17 February 2017.
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