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2
References

The following text block applies. 

References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references,only the cited version applies. For non-specific references, the latest version of the referenced document (including any amendments) applies.

2.1
Normative references

As a Technical Report (TR) is entirely informative it shall not list normative references.
The following referenced documents are necessary for the application of the present document.
[1]




oneM2M TS-0003 Security Solutions.
2.2
Informative references
Clause 2.2 shall only contain informative references which are cited in the document itself.

The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.
[i.1]
Dan Boneh, Matthew K. Franklin: “Identity-Based Encryption from the Weil Pairing”, Proceedings of CRYPTO 2001.
[i.2]
RFC 6507: “Elliptic Curve-Based Certificateless Signatures for Identity-Based Encryption (ECCSI)”, February, 2012.
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3.2
Symbols

||:  Concatenation

IdA: Identity of entity A

IdB: Identity of entity B

MPK: Master public key

MSK: Master secret key

SkA: Private key of entity A

SkB: Private key of entity B

3.3
Abbreviations

DH: Diffie-Hellman

DTLS: Datagram Transport Layer Security

IBC: Identity Based Cryptography

PKI: Public Key Infrastructure

PSK: Pre-shared Key

RSPF: Remote Security Provisioning Framework
SAEF: Security Association Establishment Framework
TLS: Transport Layer Security

----------------------end of change 2 ----------------------------------------------
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5
Overview of Authentication and Decentralized Authentication Framework

Editor’s Note: This clause provides an overview of authentication framework described in TS-0003 and the decentralized authentication framework.


5.1 Overview of Existing Authentication Framework
The Security Association Establishment Framework (SAEF) stipulated in [1] specifies a diversity of methods to provision and establish security in M2M systems with provisioned symmetric key-based SAEF, certificate-based SAEF and MAF-based SAEF, respectively. 

Figure 5-1 (taken from [1]) provides a summary of the three SAEFs, where Entity A, which may be an AE or CSE, always acts as the client of the security association, while Entity B, which shall be a CSE, always acts as the server of the security association. Each SAEF in general comprises four stages that are Credential Configuration, Identity Configuration, Association Configuration and Association Security Handshake. 
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Figure 5-1: Overview of the Security Association Establishment Frameworks
supported by oneM2M

In particular, Credential Configuration is to provision entities with needed credentials that they can use to authenticate each other in Association Security Handshake. Credential provisioning can be through pre-provisioning, e.g., during device manufacturing or deployment, or through remote provisioning. Identity Configuration and Association Configuration shall configure entity A with the identity of entity B, directing entity A as the client of the security session to authenticate with entity B as the server. In Association Security Handshake, the entities shall perform a (D)TLS-PSK handshake to establish a secure session. 
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