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2
References

The following text block applies. 

References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references,only the cited version applies. For non-specific references, the latest version of the referenced document (including any amendments) applies.

2.1
Normative references

As a Technical Report (TR) is entirely informative it shall not list normative references.
The following referenced documents are necessary for the application of the present document.
[1]




oneM2M TS-0003 Security Solutions.
[2]




IETF RFC 4279: “Pre-Shared Key Ciphersuites for Transport Layer Security (TLS)”.
[3]




IETF RFC 5705: “Keying Material Exporters for Transport Layer Security (TLS)”.
[4]




IETF RFC 5246: “The Transport Layer Security (TLS) Protocol Version 1.2”.
[5]




IETF RFC 6347: “Datagram Transport Layer Security Version 1.2”.
2.2
Informative references
Clause 2.2 shall only contain informative references which are cited in the document itself.

The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.
[i.1]
Dan Boneh, Matthew K. Franklin: “Identity-Based Encryption from the Weil Pairing”, Proceedings of CRYPTO 2001.
[i.2]
RFC 6507: “Elliptic Curve-Based Certificateless Signatures for Identity-Based Encryption (ECCSI)”, February, 2012.
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3.2
Symbols

||:  Concatenation

IdA: Identity of entity A

IdB: Identity of entity B

MPK: Master public key

MSK: Master secret key

SkA: Private key of entity A

SkB: Private key of entity B

3.3
Abbreviations

DH: Diffie-Hellman

DTLS: Datagram Transport Layer Security

IBC: Identity Based Cryptography
PKG: Private Key Generator
PKI: Public Key Infrastructure

PSK: Pre-shared Key
RSPF: Remote Security Provisioning Framework
TLS: Transport Layer Security

----------------------end of change 2 ----------------------------------------------
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7.3 Certificate-Based Remote Security Provisioning Framework for Decentralized Authentication
7.3.1 Introduction
This clause is proposed to solve the issue proposed in Clause 6.2.
Remote Security Provisioning Frameworks (RSPFs) provision credentials to an Enrollee (CSE or AE), which are introduced in Clause 8.3 of [1] to provision credentials to an Enrollee where the credentials include a symmetric key or a certificate. In this clause, Certificate-Based RSPF are used to provision identity-based cryptography (IBC) credential to an Enrollee for decentralized authentication.
An IBC credential includes three elements, denoted by (Id, Sk, MPK), where Id and Sk are the identity and the corresponding private key of an Enrolee, MPK is the master public key which is a public system parameter.

IBC credential may also be pre-provisioned; that is, provisioned using means other than a Remote Security Provisioning Framework. The method for pre-provisioning can be deployed dependent.
7.3.2 Detailed Solution
This clause describes Certificate-Based Remote Security Provisioning Framework for Decentralized Authentication, which is adapted from Clause 8.3.2.2 of [1]. The Bootstrap Credential for this framework are certificates.
Figure 7.3.2-1 illustrates the sequence of events when using the Certificate-Based Remote Security Provisioning Framework for Decentralized Authentication.
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Figure 7.3.2-1: The sequence of events when using the Certificate-Based Remote Security Provisioning Framework for Decentralized Authentication
Bootstrap Credential Configuration: For this Remote Security Provisioning Framework, Enrollee and M2M Enrolment Function authenticate each other using a Public Key Certificate. The Bootstrap Credentials for the Enrollee and M2M Enrolment Function are pre-provisioned as described in clause 8.1.2.3 of [1] "Credential Configuration for Certificate-Based Security Frameworks".
NOTE 1:
The identity of the M2M Enrolment Function is assumed to have been configured prior to this phase.
Bootstrap Instruction Configuration: The Enrollee and M2M Enrolment Function are configured with the information needed for authorizing the remote provisioning:

· The Enrollee is configured with (or otherwise obtains) the following arguments to initiate remote provisioning:

· MEF URI: URI of M2M Enrolment Function for the purpose of routing the (D)TLS exchange.
· Information needed for certificate authentication of the M2M Enrolment Function using an MEF certificate as described in clause 8.1.2.4 of [1] "Information Needed for Certificate Authentication of another Entity".
· M2M Enrolment Function is configured with the following arguments to authorize the M2M Enrolment Function to remotely provision the Enrolee for decentralized authentication:

· Enrolee's assigned CSE-ID or AE-ID (Enrolee-ID). The M2M Enrolment Function is to provide this entity identity for the Enrolee with the Km or Kpsa.
· Enrolment Expiry: Life Time to be applied for the IBC credential generated.
· Information needed for certificate authentication of the Enrolee, as described in clause 8.1.2.4 of [1] "Information Needed for Certificate Authentication of another Entity".
Bootstrap Security Handshake: The Enrolee and M2M Enrolment Function perform a (D)TLS handshake as specified in TLS 1.2 IETF RFC 5246 [4] and DTLS 1.2 IETF RFC 6347 [5] specifications to establish a secure session.

· Each entity (Enrollee and M2M Enrolment Function) verifies the other entity's certificate as described in clause 8.1.2.5 of [1] "Certificate Verification".

· The Enrolee and M2M Enrolment Function authenticate each other using the validated certificates as specified in TLS 1.2 IETF RFC 5246 [4] and DTLS 1.2 IETF RFC 6347 [5] specifications.

· The (D)TLS cipher suite profile is specified in clause 10.2.3 of [1] "TLS and DTLS Ciphersuites for Certificate-Based Security Frameworks". 

Enrolment Key Generation, Enrolment Exchange and Use of Provisioned Credentials:
· The steps are identical to those shown for "Enrolment Key Generation", "Enrolment Exchange" and "Use of Provisioned Credentials" in "Pre-Provisioned Symmetric Key Remote Security Provisioning Framework for Decentralized Authentication".
7.2.3 Evaluation
The proposed certificate-based remote security provisioning framework is similar to the certificate-based remote security provisioning framework in clause 8.3.2.1 of [1]. The communications between the Enrolee and the MEF are transmitted through secure channels (e.g., built by (D)TLS) based on the pre-provisioned certificates, so the IBC credential can be securely provisioned to the Enrollee.
----------------------end of change 3 -------------------------------------------------
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