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Introduction

Add a new parameter for access control decision request and new parameter values for access control decision response.
-----------------------Start of change 1---------------------------------------------
7.5.2
Obtain Access Control Decisions
In distributed authorization an access control decision request may be sent from one CSE to another CSE in order to obtain an access control decision from the latter. As shown in figure 7.5.2-1 there are two communication modes:
· Communication mode a: the Hosting CSE that acts as a PEP sends an access control decision request to another CSE that acts as a PDP and then receives an access control decision response from the latter.
· Communication mode b: one CSE that acts as a PDP sends an access control decision request to another CSE that acts as a PDP and then receives an access control decision response from the latter.
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Figure 7.5.2-1. Communication modes for accessing a PDP
For an access control decision requester the process of obtaining an access control decision is the same as retrieving a resource in a CSE. The target resource type is <authorizationDecision>. When a RETRIEVE request satisfies certain conditions, a PDP process bound to the <authorizationDecision> resource will be triggered. See clause 9.6.42 of TS-0001 [1] for further details of <authorizationDecision> resource type and the PDP process triggering conditions. If the triggering conditions are not satisfied or there is no PDP process being bound to the <authorizationDecision> resource, the RETRIEVE request is treated as a normal resource by the CSE. How to bind a PDP process to an <authorizationDecision> resource is out of scope of the specification.
NOTE:
From the view of an access control decision requester, the access control decision request and the corresponding access control decision are already in the <authorizationDecision> resource. The requester can always retrieve it through a retrieve operation.
In the case the access control decision requester is the Hosting CSE, it obtains the address of an <authorizationDecision> resource from the authorizationDecisionResourceIDs attribute of the <accessControlPolicy> resource that is linked to the target resource that the Originator wants to access. See clause 9.6.2 of TS-0001 [1] for further details of <accessControlPolicy> resource type. In other cases how the access control decision requester obtains the address of an <authorizationDecision> resource is out of scope of the specification.
An access control decision requester shall use a RETRIEVE request with a Filter Criteria parameter to retrieve an access control decision. The attribute, filterUsage and filterOperation condition tags shall be used to describe Filter Criteria parameter of the request. List of attribute condition tags are used to describe pairs of access control decision request parameter names and their values which are mapped to the resource specific attributes. The parameters of access control decision request and corresponding condition tags are described in table 7.5.2-1. The filterUsage condition tag shall be set to generic retrieve operation and the filterOperation condition tag shall be set to logical AND. The decision and status attributes represent an access control decision response shall be listed in the Content parameter of the RETRIEVE request.
Table 7.5.2-1: Information of an access control decision request encapsulated in the Filter Criteria parameter of a RETRIEVE request addressing to an <authorizationDecision>
	Decision request parameter
	Description
	Filter Criteria condition tag
	Mandatory/
Optional

	To
	Same as the To parameter in the Table 7.1.2-1 in clause 7.1.2.
	to
	M

	From
	Same as the From parameter in the Table 7.1.2-1 in clause 7.1.2.
	from
	M

	Operation
	Same as the Operation parameter in the Table 7.1.2-1 in clause 7.1.2.
	operation
	M

	Filter Criteria
	Same as the Filter Criteria parameter in the Table 7.1.2-1 in clause 7.1.2.
	filterUsage
	O

	Role IDs
	Same as the Role IDs parameter in the Table 7.1.2-1 in clause 7.1.2.
	roleIDs
	O

	Token IDs
	Same as the Token IDs parameter in the Table 7.1.2-1 in clause 7.1.2.
	tokenIDs
	O

	Tokens
	Same as the Tokens parameter in the Table 7.1.2-1 in clause 7.1.2.
	tokens
	O

	rq_time
	Same as the rq_time parameter in the Table 7.1.2-2 in clause 7.1.2.
	requestTime
	O

	rq_loc
	Same as the rq_loc parameter in the Table 7.1.2-2 in clause 7.1.2.
	originatorLocation
	O

	rq_ip
	Same as the rq_ip parameter in the Table 7.1.2-2 in clause 7.1.2.
	originatorIP
	O

	
	
	
	


In case the bound PDP process is triggered, the resource specific attributes are not touched during the entire process. These attributes are only used as templates by the access control decision requester for constructing an access control decision request through general retrieve requests and by the PDP process for constructing access control decision responses through general retrieve responses. The triggered PDP process may perform the following operations:
· Extracting the access control decision request from the Filter Criteria parameter.
· Retrieving applicable access control polices locally using the information provided in the access control decision request or retrieving them from another CSE using the process described in clause 7.5.2. How the PDP CSE retrieves the applicable access control policies locally or decides to contact another CSE for obtaining applicable access control policies are out of scope of the specification.
· In the case there are Role IDs parameter and/or Token IDs parameter in the access control decision request, the PDP CSE retrieves the <role> resources and/or <token> resources locally or retrieves them from another CSE using the process described in clause 7.5.3. How the PDP CSE retrieves the <role> resources and/or <token> resources locally or decides to contact another CSE for obtaining the <role> resources and/or <token> resources are out of scope of the specification.
· Evaluating the access control decision request against access control policies as described in clause 7.1.
· The PDP CSE may forward the access control decision request to another CSE that act as a PDP, How the PDP decides to do this is out of scope of the specification.
· Generating a RETRIEVE response according the evaluation result using the decision and status attributes of the resource. The possible values of a decision are listed in table 7.5.2-2. The possible values of a status are listed in able 7.5.2-3.
Table 7.5.2-2: Possible values of the decision attribute returned by a PDP.
	Decision value
	Description

	PERMIT
	The PDP permits the access control decision request.

	DENY
	The PDP denies the access control decision request.

	INDETERMINATE
	The PDP is unable to evaluate the access control decision request. The possible reasons for this result are shown in table 7.5.2-3. They are missing-attribute, syntax-error and processing-error.

	NOT_APPLICABLE
	The PDP does not have any policy that applies to the access control decision request.


Table 7.5.2-3: Possible values of the status attribute returned by a PDP.
	Status value
	Description

	OK
	Indicating the access control policy evaluation process is successful.

	
	

	MISSING_ATTRIBUTE
	Indicating some access control information necessary for making an access control decision is not available, e.g. roles or tokens.

	SYNTAX_ERROR
	Indicating there is a syntax error in access control information or an access control policy, e.g. invalid tokens or access control rules.

	PROCESSING_ERROR
	Indicating an error occurred during access control policy evaluation.


In the case where the decision value is INDERERMINATE, the access control decision requester shall try to contact another PDP for making an access control decision if there are more than one PDP are provided in the authorizationDecisionResourceIDs attribute, otherwise the access request of the Originator shall be denied.
-----------------------End of change 1---------------------------------------------
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