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	MINUTES

	Meeting:
	SEC 28 F2F meeting (TP 28)

	Chair:
	Francois Ennesser

	Secretary:
	Emily Hoefer, ATIS

	Meeting Date:
	2017-3-27 to 2017-3-31

	Meeting Details:
	Ordinary face-to-face meeting during TP28
in Sophia Antipolis, France

	Intended purpose of

document:
	 Decision

 Discussion

 Information

 Other <specify>

	Template Version:23 February 2015 (Dot not modify)
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1
Opening of meeting 

1.1
Welcome

Francois opened the meeting and welcomed the delegates. He reminded them to consult the notices on the cover page of the agenda
1.2
Schedule for WG4 SEC

See the agenda
1.3
Attendees

2
Review of Agenda


	SEC-2017-0043R02
	SEC 28 F2F meeting Agenda
	WG Chair (Gemalto)


SEC-2017-0043R02 SEC 28 F2F meeting Agenda was updated throughout the week, ending in an R06.
NOTED – SEC-2017-0043R02
AGREED – SEC-2017-0043R06
Review and Approval of Previous Minutes 

SEC-2017-0031- SEC 27.1 Minutes

AGREED via Email –  SEC-2017-0031- SEC 27.1 Minutes
3
Review of Objectives for the Meeting

See the agenda
 4
Review of Action Items 
	REFERENCE
	WHAT
	WHO
	STATUS

	A-25-2
	SEC WG members to assess validity of Test Purposes proposed in contribution TST-2016-0190R01 by SEC/TST 25.1 teleconference
	All
	Cf. SEC 27.1 minutes

	A-26-3
	Review Ciphersuites and negotiation schemes suitable for transmission of certificates in the context of TS-0022. Also check MAF and MEF context.
	All (Lead Phil)
	

	A-26-5
	Contribute testable Security Features Catalog to TST WG for inclusion in Product Profiles
	All
	

	A-26-6
	Resolve inconsistencies on Access Control Originator ID between TS-0003, TS-0001 and TS-0004 (e.g. interpretation of “*”) – cf. PRO-2016-0485
	All
	TS-0004 aligned with PRO-2017-0044R01; Need to align TS-0003  with TS-0001 and TS-0004: (R2) add GroupID, RoleID,  and M2M-SP-ID sub-domain

	A-26-7
	Contribute further to Security Developers Guide TS
	All
	

	A-27-2
	Define how private keys are provisioned for certificates in the context of TS-0022.
	All
	

	A-27-3
	Figure out how ES Data and ES PRIM should be figured in the context of TS-0022
	All
	

	A-27-4
	Review the resources of TS-0016 related to mechanism such as access control.
	All
	

	A-27.1-1
	Create CR to address Testing remarks on TS-0003 v2.5.0 in SEC-2017-0030
	All
	

	A-28-1
	
	
	

	A-28-2
	
	
	


5
CRs to TS-0003
5.1
Corrections / Clarifications to older releases of TS-0003 (R1, R2, R3)

SEC-2017-0046- CR TS-0003 R2 Normativity Changes
Qualcomm Inc.

· Discussion occurred regarding comment in the document. It was proposed the comment be left open pending discussion during joint meeting.

· Action: open discussion with joint group (ARC/PRO/SEC) regarding whether requirement to register in electrical order would make sense in TS-0001 and TS‑0004.
· Suggestion to move other comment to separate CR for further work.  
NOTED – SEC-2017-0046- CR TS-0003 R2 Normativity Changes
AGREED – SEC-2017-0046R01- CR TS-0003 R2 Normativity Changes
SEC-2017-0049- CR_TS-0003_R3_Normativity_Changes

Qualcomm

AGREED– SEC-2017-0049- CR_TS-0003_R3_Normativity_Changes
SEC-2017-0047- CR TS-0003 R2 Correction to Access Control
Gemalto

· Modifications were suggested for clarity.

NOTED – SEC-2017-0047- CR TS-0003 R2 Correction to Access Control
NOTED – SEC-2017-0047R01- CR TS-0003 R2 Correction to Access Control
AGREED – SEC-2017-0047R02- CR TS-0003 R2 Correction to Access Control
SEC-2017-0050R01 - CR TS-0003 R3 Access Control precisions Mirror

Gemalto

AGREED– SEC-2017-0050R01 - CR TS-0003 R3 Access Control precisions Mirror

5.2
Simple Technical Enhancements to TS-0003 Rel-2

SEC-2017-0041- CR TS-0003 MEF High Level changes
Qualcomm
AGREED – SEC-2017-0041- CR TS-0003 MEF High Level changes
SEC-2017-0044- CR TS-0003 MEF Certificate Provisioning procedure
Qualcomm
· Modifications were suggested for EST/ certificate provisioning for EST.
· Action: BT Group to provide equivalent proposal for certificate provisioning status in the specification (see Editor’s Note regarding SCEP). 
NOTED – SEC-2017-0044- CR TS-0003 MEF Certificate Provisioning procedure
AGREED – SEC-2017-0044R01- CR TS-0003 MEF Certificate Provisioning procedure
5.3
Contributions to TS-0003 Rel-3 under other open Work Items

SEC-2017-0038- AE Authorization Relationship update
Huawei
· It was noted the revised contribution incorporates revisions based on comments made during an ARC discussion. 
NOTED– SEC-2017-0038- AE Authorization Relationship update
AGREED – SEC-2017-0038R01- AE Authorization Relationship update
SEC-2017-0042- CR TS-0003 PKI SE framework – Stage 2
Gemalto
NOTED – SEC-2017-0042- CR TS-0003 PKI SE framework – Stage 2
AGREED – SEC-2017-0042R01- CR TS-0003 PKI SE framework – Stage 2
SEC-2017-0045- Add Distributed Authorization Parameter Values
Datang
· The Editor’s Note regarding the relationship between the status attribute and the Response Status Code was discussed. 
· It was suggested a definite title be provided.
· Significant discussion occurred regarding the authorization parameters. It was noted requested attributes would be populated in an update. 
· It was suggested an alternative be consider (possibly an update option).
NOTED – SEC-2017-0045- Add Distributed Authorization Parameter Values
NOTED – SEC-2017-0045R01- Add Distributed Authorization Parameter Values
NOTED – SEC-2017-0045R02- Add Distributed Authorization Parameter Values
NOTED – SEC-2017-0045R03- Add Distributed Authorization Parameter Values
SEC-2017-0051- CR_TS-0003_MEF_High_Level_Changes_R3mirror

Qualcomm

AGREED– SEC-2017-0051- CR_TS-0003_MEF_High_Level_Changes_R3mirror

SEC-2017-0052- CR_TS-0003_MEF_Cert_Prov_Procedure_R3mirror


Qualcomm

NOTED– SEC-2017-0052- CR_TS-0003_MEF_Cert_Prov_Procedure_R3mirror
AGREED– SEC-2017-0052R01- CR_TS-0003_MEF_Cert_Prov_Procedure_R3mirror
6
SEC related contributions affecting other WGs 
6.1
Security-Related Contributions Affecting REQ Deliverables

(Secretary’s Note: Additional information on the security-related REQ contributions can be found in the REQ28 summary.)
6.2
Security-Related Contributions Affecting ARC Deliverables

(Secretary’s Note: Information on the security-related contributions Affecting ARC deliverables can be found in the ARC28 summary.)
6.3
Security-Related Contributions Affecting PRO Deliverables

(Secretary’s Note: Information on the security-related contributions affecting PRO deliverables can be found in the PRO28 summary.)
6.4
Security-Related Contributions Affecting MAS Deliverables

(Secretary’s Note: Information on the security-related contributions affecting MAS deliverables can be found in the MAS28 summary.)
6.5
Security-Related Contributions Affecting TST Deliverables

(Secretary’s Note: Information on the security-related contributions affecting TST deliverables can be found in the TST28 summary.)
7
Contributions to other deliverables
7.2
WI-066 TR-0XYZ Decentralized Authentication

SEC-2017-0032- TR-0041 Decentralized Authentication baseline v0.0.1
Rapporteur (Huawei)
AGREED – SEC-2017-0032- TR-0041 Decentralized Authentication baseline v0.0.1
SEC-2017-0033- TR-0041 remote provisioning issue for decentralized authentication
Huawei

· Discussion occurred regarding how to clarify the proposed change. 
· It was suggested a definition of “decentralized authentication” be added to TR-0041.
· This contribution to be revised to make the proposed change specific to decentralized authentication. 

NOTED – SEC-2017-0033- TR-0041 remote provisioning issue for decentralized authentication
NOTED – SEC-2017-0033R01- TR-0041 remote provisioning issue for decentralized authentication
NOTED – SEC-2017-0033R02- TR-0041 remote provisioning issue for decentralized authentication
AGREED – SEC-2017-0033R03- TR-0041 remote provisioning issue for decentralized authentication
SEC-2017-0034- TR-0041 overview of authentication framework
Huawei

NOTED – SEC-2017-0034- TR-0041 overview of authentication framework
AGREED – SEC-2017-0034R01- TR-0041 overview of authentication framework
SEC-2017-0035- TR-0041 Pre-provisioned Symmetric Key RSPF
Huawei

· Discussion occurred and it was suggested an editor’s note regarding impact of supporting PKG functionality on MEF interface be added. 
NOTED – SEC-2017-0035- TR-0041 Pre-provisioned Symmetric Key RSPF
NOTED – SEC-2017-0035R01- TR-0041 Pre-provisioned Symmetric Key RSPF
AGREED – SEC-2017-0035R02- TR-0041 Pre-provisioned Symmetric Key RSPF
SEC-2017-0036- TR-0041 Certificate-based RSPF for Decentralized Authentication
Huawei

· Modifications were suggested to the introduction clause for clarity. 
· Discussions occurred regarding the figure and the term “enrolee.” Further discussion to occur offline regarding the term “enrolee.”  
NOTED – SEC-2017-0036- TR-0041 Certificate-based RSPF for Decentralized Authentication
NOTED – SEC-2017-0036R01- TR-0041 Certificate-based RSPF for Decentralized Authentication
AGREED – SEC-2017-0036R02- TR-0041 Certificate-based RSPF for Decentralized Authentication
SEC-2017-0037- Scope of TR-0041 Decentralized Authentication
Huawei

NOTED – SEC-2017-0037- Scope of TR-0041 Decentralized Authentication
AGREED – SEC-2017-0037R01- Scope of TR-0041 Decentralized Authentication
7.3
TS-0032 / WI-0057 MEF & MAF Interface

SEC-2017-0039- TS-0032 MEF Interface v0.3.0
Rapporteur (Qualcomm)
· Discussion occurred, and the possibility of another contribution to prevent two different data type sections was noted. 

· It was noted TS-0032 is on schedule. 

NOTED – SEC-2017-0039- TS-0032 MEF Interface v0.3.0
AGREED – SEC-2017-0039R01- TS-0032 MEF Interface v0.3.0
8
Other Contributions

8.1
Liaisons, New Work Items and revisions of Work Items


TP-2017-0073- 
WI-0067 schedule update
Gemalto

· Moves TS-0003 schedule from TP 28 to TP 30
· Approved by SEC for presentation to TP. 

8.2
Other contributions for discussion
SEC-2017-0048- Discussion about new security requirements
KDDI
· Discussion occurred regarding requirements, and it was suggested known tech from TR-0026 as it relates to OTA updates be investigated. 
NOTED – SEC-2017-0048- Discussion about new security requirements
9
Planning for next Meeting(s)


Next Conference Calls

It is proposed to have three teleconferences:
· 12 April 2017, 12:30-14:00 UTC

· 26 April 2017, 12:30-14:00 UTC

· 10 May 2017, 12:30-14:00 UTC
· Face to Face
· TP 29 

Shenzhen, China
 
22-26  May 2017
10
Any other business

11
Closure of meeting
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