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Introduction
The present CR proposes algorithm details for the existing solution of decentralized authentication.
-----------------------Start of change 1-------------------------------------------
7
Solutions 


-----------------------End of change 1---------------------------------------------

-----------------------Start of change 2-------------------------------------------

7.1.2 Detailed Solution

In this framework, an IBC credential is provisioned to each entity, and two entities authenticate each other using (D)TLS handshake with PSK ciphersuite.

Figure 7.1.2-1 shows the sequence of events in this decentralized authentication framework using IBC credentials, wherein “Entity A” and “Entity B” could be either a CSE or an AE.
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Credential Configuration

(IdA, SkA, MPK) & (IdB, SkB, MPK) are provisioned to A and B respectively 

Association Security Handshake: (D)TLS Handshake

1. TLS message: ClientHello with PSK ciphersuite

2. TLS message: ServerHello, Certificate*, ServerKeyExchange, 

CertificateRequest*, ServerHelloDone where the psk_identity_hint

in ServerKeyExchange is set to IdB

3. computes K = 

KeyGen(IdB, SkA, MPK) 

and sets TLS psk 

parameter to be K

4. TLS message: Certificate*,ClientKeyExchange, 

CertificateVerify*, [ChangeCipherSpec] Finished where the 

psk_identityin ClientKeyExchange is set to IdA

5. computes K = 

KeyGen(IdA, SkB, MPK) 

and sets TLS psk 

parameter to be K

6. TLS message: [ChangeCipherSpec], Finished

* Inclusion of these TLS message depends on the selected ciphersuite


Figure 7.1.2-1: The sequence of events in decentralized authentication using IBC credentials

Credential Configuration: IBC credentials (IdA, SkA, MPK) and (IdB, SkB, MPK) are provisioned to entity A and entity B respectively, where IdA and IdB are the identities of entity A and entity B respectively, SkA and SkB are the private keys corresponding to IdA and IdB respectively, and the MPK is the master public key which is a public system parameter. Details of IBC credentials and their use in (D(TLS)-PSK handshake will be given in Clause 7.1.3. 

Association Security Handshake: The entities shall perform a (D)TLS PSK handshake with IBC credentials to establish a secure session. The details are described as follows, where unless specified, TLS messages remain the same as in the original (D)TLS PSK handshake.

1. Entity A initiates TLS with B using a TLS PSK ciphersuite, i.e., Entity A sends a TLS ClientHello message with PSK ciphersuite to entity B.

2. Entity B returns TLS message ServerKeyExchange, in which the psk_identity_hint in ServerKeyExchange is set to IdB.

3. After receiving ServerKeyExchange message, entity A retrieves IdB, computes a key K = KeyGen(IdB, SkA, MPK) and sets TLS psk parameter to be K, which will be used to authenticate entity B. Here, the function KeyGen can be implemented using different techniques, and two particular implementations are described shortly.

4. Entity A sends TLS message ClientKeyExchange and Finished, where the psk_identity in ClientKeyExchange is set to IdA;

5. After receiving ClientKeyExchange, entity B retrieves IdA, computes a Key K = KeyGen(IdA, SkB, MPK), and sets TLS psk parameter to be K, which will be used to authenticate entity A. Here, the function KeyGen can be implemented using different techniques, and two particular implementations are described shortly.

6. Entity B sends TLS message Finished to A and completes the TLS PSK handshake.
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7.1.3 Algorithmic Details
The IBC credential and the KeyGen algorithm based on the Elliptic Curve-Based Certificateless Signatures specified in [i.2] is provided. 

7.1.3.1 Master Public Key
PKG, equivalent to KMS (Key Management Service) in [i.2], is responsible for establishing MPK and MSK in a setup phase. MPK includes the Static Parameters and the Community Parameters defined in Section 4 of [i.2]. For the purpose of exposition, we list the relevant Static Parameters in [i.2] as follows and refer more details to [i.2] : 
	N
	A security parameter; the size in bits of the prime p over which elliptic curve cryptography is to be performed.

	P
	A prime number of size n bits. The finite field with p elements is denoted F_p

	E
	An elliptic curve defined over F_p, having a subgroup of prime order q

	B
	An element of F_p, where E is defined by the formula y^2 = x^3 - 3*x + B modulo p

	G
	A point on the elliptic curve E that generates the subgroup of order q

	Q
	The prime q is defined to be the order of G in E over F_p

	hash
	A cryptographic hash function mapping arbitrary strings to strings of N octets, where N = Ceiling(n/8) is the number of

octets output by the hash function


The Community Parameters in [i.2] are KPAK, which is the KMS Public Authentication Key. KPAK is derived from the KSAK (KMS Secret Authentication Key) in KMS as KPAK = [KSAK]G, where the KSAK MUST be chosen to be a random secret non-zero integer modulo q and MUST be kept secret to the KMS. The MSK in our instantiation is KSAK. 

As a result, MPK = (n, p, E, B, G, q, Hash, KPAK) and MSK = (KSAK).

7.1.3.2 IBC Credential
In Section 5.1 [1.2], user key material is defined as a (SSK, PVT) pair, where SSK is Secret Signing Key and PVT is Public Validation Token. The SSK MUST be kept secret, but the PVT need not be kept secret. The algorithm to generate (SSK, PVT) pair is defined in Section 5.1.1 of [i.2] and specified as follow. 
Let IDU  be the identitifier of an entity U. A (SSKU,PVTU) pair is constructed from IDA by KMS through the following procedures:

1) Choose vU, a random (ephemeral) non-zero element of F_q;
2) Compute PVTU = [vU]G;
3) Compute a hash value HSU = hash(G || KPAK || IDU|| PVTU), an N-octet integer;
4) Compute SSKU = (KSAK + HSU * vU) modulo q;
5) If either the SSKU or HSU is zero modulo q, the KMS MUST erase the SSKU and abort or restart the procedure with a fresh value of vU;
6) Output the (SSKU, PVTU) pair. The KMS MUST then erase the value v.
Given (SSKU, PVTU) for entity U, the IBC credential (IdU, SkU, MPK) for entity U is specified to be IdU = (IDU, PVTU) and SkU = SSKU.
7.1.3.2 KeyGen Algorithm
Let entity A and entity B in Figure 7.1.2-1 have IBC credentials (IdA = (IDA,PVTA), SkA = SSKA, MPK) and (IdB = (IDB,PVTB), SkB = SSKB, MPK), respectively, where PVTA = [vA]G, SSKA = KSAK + HSA*vA modulo q, PVTB = [vB]G, SSKB = KSAK + HSB*vB modulo q, with vA and vB being two random non-zero element of F_q, HSA =  hash(G||KPAK||IDA||PVTA) and HSB = hash(G||KPAK||IDB||PVTB).  The key generation function is defined as follows.

KeyGen for A

Input: IdB = (IDB, PVTB), SkA = (KSAK + HSA*vA) modulo q, MPK

Output: KA – an elliptic curve point
1) Parse IdB into IDB and PVTB;
2) Compute HSB = hash(G||KPAK||IDB||PVTB);
3) Compute TMP = KPAK + [HSB]PVTB;
4) Compute KA = [SSKA]TMP;
5) Output KA.

KeyGen for B

Input: IdA = (IDA,PVTA), SkB = (KSAK + HSB*vB) modulo q, MPK

Output: KB – an elliptic curve point

1) Parse IdA into IDA and PVTA;
2) Compute HSA = hash(G||KPAK||IDA||PVTA);
3) Compute TMP = KPAK + [HSA]PVTA;
4) Compute KB = [SSKB]TMP;
5) Output KB.

Note: It is oblivious that KA = KB, as KA = [SSKA]TMP = [SSKA](KPAK + [HSB]PVTB) = [(KSAK + HSA*vA][ KSAK + HSB*vB]G and KB = [SSKB]TMP = [SSKB](KPAK + [HSA]PVTA) = [(KSAK + HSB*vB][ KSAK + HSA*vA]G;
-----------------------End of change 3---------------------------------------------

-----------------------Start of change 4-------------------------------------------

7.1.4 Evaluation
-----------------------End of change 3---------------------------------------------
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