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5
Overview on Authentication and Decentralized Authentication Frameworks


5.1 Overview on Existing Authentication Frameworks
…. 
----------------------end of change 1 ----------------------------------------------
----------------------start of change 2 ----------------------------------------------
5.2 Overview on Decentralized Authentication
The basic idea to realize decentralized authentication is to exploit the existing Security Association Establishment Frameworks (SAEFs) specified in [1], but with the entities using Identity-Based Cryptography (IBC) credentials.  
Compared to the existing SAEFs, the credential of each entity is derived from an IBC mechanism. In the setting of IBC, there is a trusted third party, Private Key Generator (PKG), setting up the system parameters (MPK, MSK), where MPK is the master public key and MSK is the master secret key. An entity’s IBC credential comprises three elements, (Id, Sk, MPK), where Id is the entity’s identity, and Sk is the private key corresponding to the entity’s identity, and  MPK is the master public key. Each entity’s private key Sk is generated by PKG from the entity’s identity Id, the master secret key MSK, as well as the master public key MPK. 

In a nutshell, in comparison to the existing SAEFs, in Decentralized Authentication the Credential Configuration and the Association Security Handshake differ in certain ways, while the Identity Configuration and the Association Configuration remain the same. 
Specifically, in the Association Security Handshake, once an IBC credential is provisioned to each of entity A and entity B, the two entities can derive a shared secret from their respective private keys Sk and their respective peers’ identities together with the IBC MPK. As a result, entities A and B are enabled to follow the existing Association Security Handshake to perform a (D)TLS PSK handshake with the computed shared secret acting as the pre-shared key. The details can be found in Clause 7.1. The advantage of using IBC in Decentralized Authentication is that for each pair of entity A and B, they can dynamically compute a shared secret between them, without pre-sharing a secret key PSK; this offers much flexibility in terms of key distribution, compared to the existing (D)TLS PSK handshake.  
In the Credential Configuration, it should specify how to provision an IBC credential to each entity. The basic idea is to transfer the IBC credential from the MEF (M2M Enrolment Function) to the Enrolee through a secure channel established by either of the Remote Security Provisioning Framework (RSPF) mechanisms specified in Clause 8.3 of [1]. More specifically, once an IBC credential is generated by the PKG, the provision frameworks specified in Clause 7.2 and 7.3 would enable the Enrolee to obtain its IBC credential through a secure (D)TLS channel established by means of either Pre-Provisioned Symmetric Key or Certificate-Based RSPF, with the assumption that either the PKG is physically co-located with the MEF or the IBC credential for the Enrolee has been securely transmitted to the MEF. Besides, it goes without saying that the IBC credentials may also be pre-provisioned to the Enrolees rather than by remote provisioning, depending on applications.  
----------------------end of change 2 ----------------------------------------------
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