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	MINUTES

	Meeting title:
	SEC29 – Shenzhen, China

	Chair:
	François Ennesser (Gemalto), Francois.Ennesser@gemalto.com 

	Secretary:
	Victoria Mitchell, TIA

	Meeting Date:
	22-26 May 2017

	Intended purpose of

document:
	 Decision

 Discussion

 Information

 Other <specify>


oneM2M Notice

The document to which this cover statement is attached is submitted to oneM2M.  Participation in, or attendance at, any activity of oneM2M, constitutes acceptance of and agreement to be bound by terms of the Working Procedures and the Partnership Agreement, including the Intellectual Property Rights (IPR) Principles Governing oneM2M Work found in Annex 1 of the Partnership Agreement.

1
Opening of meeting 

1.1
Welcome

The meeting was opened by the Chair, Francois Ennesser (Gemalto), on 22 May 2017. Participants were reminded of the legal notices on the agenda.

1.2
Schedule for WG4 SEC
The schedule, as noted on the agenda, was reviewed.
1.3
Attendees
Participants were reminded to register for the meeting on the Portal.
2
Review of Agenda
SEC-2017-0067R03-SEC_29_agenda
AGREED - SEC-2017-0067R03-SEC_29_agenda
(Secretary’s Note: Updates to the agenda were made throughout the week, as needed.)

SEC-2017-0060-Minutes_SEC_28_3 was approved by correspondence.

3
Review of Objectives for the Meeting
The meeting objectives, as noted on the agenda, were reviewed.
4
Review of Action Items
	Reference
	What
	Who
	Status

	A-26-5
	Contribute testable Security Features Catalog to TST WG for inclusion in Product Profiles
	All
	OPEN

	A-26-6
	Resolve inconsistencies on Access Control Originator ID between TS-0003, TS-0001 and TS-0004 (e.g. interpretation of “*”) – cf. PRO-2016-0485
	All
	Contribution from QC

	A-26-7
	Contribute Use Case to Security Developers Guide TS
	All
	OPEN

	A-27-2
	Define how private keys are provisioned for certificates in the context of TS-0022.
	
	CLOSED

	A-27-4
	Review the resources of TS-0016 related to mechanism such as access control.
	All
	OPEN

	A-28-1
	Open discussion with joint group (ARC/PRO/SEC) regarding whether requirement to register in electrical order would make sense in TS-0001 and TS‑0004.
	Qualcomm
	CLOSED

	A-28-2
	BT Group to provide equivalent proposal for certificate provisioning status in TS-0003 (see Editor’s Note regarding SCEP). 
	Colin (BT)
	In Progress – will be worked on during SEC 29 drafting session


5
CRs to TS-0003
5.1
Corrections/Clarifications to Older Releases of TS-0003 (R1, R2, R3)
SEC-2017-0061R02-CR TS-0003 R2 Correction to Access Control mechanism
· This CR corrects the access control mechanism:
· The representation of accessControlOriginators is corrected and aligned with TS-0001. SP domain names, SP sub-domain names, Role ID, resourceID of <group> resources are currently missing. usage of wildcard character “*” versus keyword “all” is clarified.

· The access decision mechanism hasn’t yet been updated with the more recently introduced accessControlObjectDetails element. This is accomplished in this CR.

· A few minor corrections have been introduced (e.g. errors in notation of variables).
NOTED - SEC-2017-0061R02-CR TS-0003 R2 Correction to Access Control mechanism
AGREED - SEC-2017-0061R03-CR TS-0003 R2 Correction to Access Control mechanism
SEC-2017-0077-CR_TS-0003_Release_3_MEF_Cert_Prov_Procedure_SCEP
· The contribution provides the text describing Certificate Provisioning Procedure, and the details for the Certificate Provisioning Procedure using SCEP.  
· Mirror CR to SEC-2017-0058R03
AGREED - SEC-2017-0077-CR_TS-0003_Release_3_MEF_Cert_Prov_Procedure_SCEP
SEC-2017-0078-CR_TS-0003_R2_Correction_to_Access_Control_mechanism
· Mirror of SEC-2017-0061
NOTED - SEC-2017-0078-CR_TS-0003_R2_Correction_to_Access_Control_mechanism
AGREED - SEC-2017-0078R01-CR_TS-0003_R2_Correction_to_Access_Control_mechanism
5.2
Release 2 Point Release Alignments
SEC-2017-0058R03-CR_TS-0003_MEF_Cert_Prov_Procedure_SCEP
· The contribution provides the text describing Certificate Provisioning Procedure, and the details for the Certificate Provisioning Procedure using SCEP.  
AGREED - SEC-2017-0058R03-CR_TS-0003_MEF_Cert_Prov_Procedure_SCEP
SEC-2017-0070- CR_TS-0003_R2_clause_8_8_3
· Alignment of MAF and MEF procedure descriptions in TS-0003 with TS-0022 and TS-0032
NOTED - SEC-2017-0070R02- CR_TS-0003_R2_clause_8_8_3
AGREED - SEC-2017-0070R03- CR_TS-0003_R2_clause_8_8_3
SEC-2017-0071- CR_TS-0003_R2_clause_12
· Updates to security related data types
AGREED - SEC-2017-0071- CR_TS-0003_R2_clause_12
SEC-2017-0079-CR_TS-0003_R3_clause_8_8_3 
· Mirror CR to SEC-2017-0070

NOTED - SEC-2017-0079-CR_TS-0003_R3_clause_8_8_3
AGREED - SEC-2017-007901-CR_TS-0003_R3_clause_8_8_3
SEC-2017-0080-CR_TS-0003_R3_clause_12
· Updates to security related data types
· Mirror CR to SEC-2017-0071

AGREED - SEC-2017-0080-CR_TS-0003_R3_clause_12
SEC-2017-0069- CR TS-0003 MEF Enrolment Exchange
NOTED - SEC-2017-0069- CR TS-0003 MEF Enrolment Exchange
5.3
Contributions to TS-0003 Rel3 Under Active Work Items
SEC-2017-0063-Distributed Authorization Resource lifecycle description
· Update specification for distributed authorization in clause 7 according to the latest agreements.
SEC-2017-0063R02-Distributed Authorization Resource lifecycle description
SEC-2017-0062-Update Specification Distributed Authorization into clause 
AGREED - SEC-2017-0062R03-Update Specification Distributed Authorization into clause
SEC-2017-0064R01-CR TS-0003 R3 PKI SE Framework completion
· This CR completes a previously agreed CR describing an interoperable framework to support PKI based oneM2M deployments with hardware Secure Environments.

· Completes the description of an ECDH mutual authentication sequence in Clause L.12.4.
· Revision expected
NOTED - SEC-2017-0064R01-CR TS-0003 R3 PKI SE Framework completion
SEC-2017-0064R03-CR TS-0003 R3 PKI SE Framework completion
6
SEC-Related Contributions Affecting other WGs

6.1
Security-Related Contributions Affecting REQ Deliverables

(Secretary’s Note: Additional information on the REQ contributions that may impact the Security WG can be found in the REQ29 summary, REQ-2017-0039.)

6.2
Security-Related Contributions Affecting ARC Deliverables
(Secretary’s Note: Additional information on the ARC contributions that may impact the Security WG can be found in the ARC29 summary, ARC-2017-0232.)

6.3
Security-Related Contributions Affecting PRO Deliverables

(Secretary’s Note: Additional information on the PRO contributions that may impact the Security WG can be found in the PRO29 summary, PRO-2017-0139.)

6.4
Security-Related Contributions Affecting MAS Deliverables

(Secretary’s Note: Additional information on the MAS contributions that may impact the Security WG can be found in the MAS29 summary, MAS-2017-0122.)
6.5
Security-Related Contributions Affecting TST Deliverables
(Secretary’s Note: Additional information on the TST contributions that may impact the Security WG can be found in the TST29 summary, TST-2017-0172.)

7
Contributions to Other Deliverables

7.1
TS-0016/WI-0021 Secure Environment Abstraction

None
7.2
WI-0066/TR-0041 Decentralized Authentication

SEC-2017-0065R01-CR_TR-0041_Algorithm_details
· The present CR proposes algorithm details for the existing solution of decentralized authentication.
AGREED - SEC-2017-0065R01-CR_TR-0041_Algorithm_details
SEC-2017-0068R02-Overview_on_Decentralized_Authentication
· For inclusion in TR-0041
AGREED - SEC-2017-0068R02-Overview_on_Decentralized_Authentication
7.3
TS-0032/WI-0057 MEF & MAF Interface

SEC-2017-0066R01-TS-0032_addressing_editors_notes
· Addressing Editor’s Notes in TS-0032 v0_0_4, MAF and MEF Interface Specification
AGREED - SEC-2017-0066R04-TS-0032_addressing_editors_notes
TS-0032 is now considered frozen for R2-A. Updates and changes to TS-0032 v3 is OK.
7.4
WI-0061 Distributed Authorization

SEC-2017-0062R03-Update Specification Distributed Authorization into clause 7
· Update specification for distributed authorization in clause 7 according to the latest agreements.
AGREED - SEC-2017-0062R03-Update Specification Distributed Authorization into clause 7
7.5
TR-0038 Developer’s Guide Implementing Security

7.6
TR-00xx Trust Management in oneM2M

8
Other Contributions
8,1
Liaisons, New Work Items and Revisions of Work Items

8.2
Other Contributions for Discussion

9
Planning for Next Meeting(s)
9.1
Organization of Email Discussion Threads
9.2
Next Conference Calls
· ARC/SEC (last week of 26 June)

· SEC27.2 – TBD (1st week of July)
· SEC (if available 14 June)

· Maybe a joint SEC/PRO call
9.3
Next Face-to-Face

SEC30 – 10-14 July 2017 – Memphis, TN (USA)
10 
Any other business
The WG will discuss at the closing plenary any concerns that may exist handing over Security documents to the ITU SG20, when the work is being done in SG17.
11
Closure of meeting

The final SEC session was held on 25 May 2017.
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