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1
Scope

The present document provides options and analyses for an App-ID registry Function to support oneM2M enrolment and security features, supporting mechanisms to provide end-to-end security for oneM2M.

The scope of this technical report includes use cases, threat analyses, high level architecture, generic requirements, available options, evaluation of options, and detailed procedures for an App-ID Registry Function within the oneM2M security authentication and enrolment procedures. 
This technical report will provide use case scenarios for how the App-ID registry used as an integral component of the oneM2M system architecture as an App-ID registry function.
1.1 Introduction

In today’s rapidly growing IoT environment, authenticity and data security problems are rampant and pose great challenges.  These include unsecured supply chains for IoT devices, no mechanism to manage unknown IoT devices, as well as BYOD ( Bring Your Own Device) consumer IoT services that enable connections of devices outside of direct control of the IoT platform or service providers. 

The simple fact that IoT devices support a wide range of security mechanisms, including X.509 Certs, pre-shared keys, raw public keys, however, in many cases, no security at all. From toasters to baby monitors, IoT devices have shown vulnerability to cyberattacks.

Furthermore, in the current environment, IoT security is highly fragmented and characterized by proprietary technical implementations and weak security that creates silos and restricts interoperability. As such, a reliable mechanism to validate identity integrity for a connecting IoT application is critical to securing IoT services and the resulting trust that interoperability depends upon.

For many IoT applications that support industries such as healthcare, the smart city and critical infrastructure, device compromise can be a significant concern, with potentially catastrophic consequences.

App-ID Registry 

The App-ID Registry enables applications to identify themselves in a consistent, standards-based way to the service layer.  It provides a guaranteed means for uniquely identifying each oneM2M application and device.  This enables any IoT application from any developer to communicate and share data with any IoT device.  In addition, it offers trusted identity and authentication of IoT application data.

It is particularly valuable for organizations that do not operate within the same networks or platforms and which could not easily communicate with one another. The App-ID Registry helps to bridge these silos enabling a much broader addressable market opportunity for application developers, device maker, and service providers.

For example, a smart city will likely use multiple suppliers for its IoT devices and applications as well as support multiple users of this data.  It could also support “visiting devices” from tourists and business travelers, making it very difficult for these devices to securely communicate. Data interoperability is critical for successful implementation of many smart city solutions – such as transportation, public safety, event management and government services, as a few examples.

Another example where interoperability is critical to success is the smart home.  Many companies engaging in this space only develop products and applications for one or two device categories – such as smart locks or lighting controls. For service providers to offer a complete smart-home solution, it will be necessary for multiple solutions to work together seamlessly.  Partnering becomes much easier once developers open up their interfaces and use the App-ID Registry to gain visibility in the smart-home ecosystem.

The App-ID Registry offers numerous benefits across the entire IoT ecosystem.

For device and application vendors, the Registry provides the ability for IoT devices to be uniquely identified and authenticated so as to be broadly adopted by any IoT service provider, increasing the addressable market opportunity.  The App-ID registry provides metadata regarding the characterization of the IoT device and the format of the data it produces, thus interoperable for integration with any appropriate application. All this enable applications to be compatible with a greater range of devices, thereby improving cost effectiveness, while enhancing the rate of innovation.  Finally, certification increases buyer confidence and brand value

· For IoT platform and system integrators, the App-ID Registry helps to streamline the onboarding process and allows integration with broader range of IoT devices, while reducing the cost of ongoing management. 

· For IoT network operators and service providers, the App-ID Registry encourages open yet trusted access which results in broader adoption for a larger range of IoT devices and their data to enable more innovation and the resulting revenue possibilities.

· For consumers and other end users, the App-ID Registry makes it easier to participate in services in an IoT BYOD environment, and ensures privacy controls over data use.


[image: image1]
As the number of devices, applications and developers in the IoT market continues to grow, the App-ID Registry ensures that IoT devices and their applications are both unique and discoverable with levels of trust that enable all this to be managed at scale.   

For the IoT industry, the App-ID Registry lowers the cost of implementation, integration and ongoing management of IoT applications and devices; and enables a broader inclusion for IoT device manufacturers and consumers Perhaps most importantly, the Registry ensures that IoT applications and the data they produce can be trusted, limiting IoT security vulnerabilities and maximizing service innovation through increased interoperability that is also secure.
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