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5.x
Use Case : IoT Data model mapping to oneM2M ontology   
5.x.1
Description
IoT devices/ application of the same type and functionality may all have different data models to represent their information with the CSE. For example a light switch from different manufacturers may present one/off as 1/0 (One/Zero) or true/false, or some other representation. oneM2M has implemented an . Although oneM2M has defined data models/ontologies for specific IoT device application class types, this may not be followed be the IoT device /application developer and or could contain proprietary extensions to differentiate itself in the market. 

More so when the IoT is not natively oneM2M and is connected via an interworking function. The data representation may not have any representations which matching the defined oneM2M ontology definitions. 

Although it is possible to do this in a manual process, it would require prior knowledge of the connecting device type/model and possibly the software version. 

Using App-ID Registry Function to automate data model mapping to oneM2M ontologies

By providing App-ID metadata that provides a description of the specific device data model definition which describes the mapping to a compatible oneM2M ontology. Will enable a CSE to automate the process for enrolling the IoT device/application and being able to manage the data it produces or any interactions to control its functionality. The App-ID metadata can provide the following specific information:

· Data Model: The data definition for the application, what is projected, and the actions that can be performed. The application data model and mapping to oneM2M ontology.

· Data privacy: The data privacy asserted for this App-ID. The generic data privacy model for the application identity. For example, that the device is a blood pressure monitor and the data can only be provided to the client’s electronic health record. The data cannot be shared, data mined, or resold by the IoT service provider

By connecting with the App-ID registry function, a CSE can query the metadata for a presented IoT application’s (AE-ID/AppID) and retrieve a data model definition to both verify the data being used and to manage the permissible use. 

The benefits to the eco system are: 

– Providing SEMANTIC interoperability

• Annotate M2M data with information, describing e.g.

– Name of the data (this could contain namespace / ontology).

– Relation to other M2M data.

• Abstraction from specific technologies

– Support of Data Brokering / Analytics / Big Data

• Semantic Discovery

– Can be supplemented with additional context information

• Data brokering (advertising available data / finding relevant data)

– Support of Big Data Analytics

5.x.2
Actors
The entities involved in this use case are shown in the Figure 5.x.2-1 and described as follows:

CSE: It represents an infrastructure equipment that is responsible for authenticating and enrolling a M2M device, contolling access to services, securing the communications and managing the data flows with the M2M device. 
M2M Gateway: It represents a gateway that is responsible for forwarding the messages exchanging between CSE and target M2M Devices. It also acts as a proxy agent that is responsible for controlling the entities identity and authentiocation process.

M2M Device: It represents a IoT device that is responsible for accumulating data, transferring it to the M2M server and performing actions instructed by the M2M server. 

M2M App-ID Registration Authority (ARA): legal entity that manages/administers the App-ID database used to issue unique global identifiers consistent with oneM2M specifications.
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Figure 5.x.2-1: Entities involved in IoT Data model mapping to oneM2M ontology using the App-ID Metadata 
5.x.3
Pre-conditions
The M2M Device is registered in the App-ID reister and has the metadata profile for its characteristics. 
The CSE is able to connect with the App-ID registry to quesry the metadata for the M2M device identity. 

The AppID registry has metadata corresponding to the M2M Devices identity.

5.x.4
Normal Flow
Procedure for the Verify M2M Device identity and integrity with App-ID registry Function is: 
1, The device presents the App-ID together with the AE-ID during the security association 

2, The CSE if configured to verify the App-ID /AE-ID with the App-ID registry function. Will send a query containing the M2M device identities to the App-ID Registry to provide the corresponding metadata. 

3, If the M2M device identity is registered with the App-ID registry . The Registry will supply the metadata to the CSE. 

4, The CSE will decide to authenticate the connecting M2M Device based on the metadata. It may also decide to prevent the M2M from connecting and reject the connection.
5, Once the M2M Device is authenticated, the CSE needs to assign a registration profile using a pre defined  <ServiceSubscriptionAppRule >. 

6, If a <ServiceSubscriptionAppRule > is not pesent for the App-ID /AE-ID identity. The rhe CSE can create a registration profile using the App-ID metadata.
7, The M2M Device is allowed to register with the CSE using a  <ServiceSubscriptionAppRule > created from the App-ID metadata. 
8, The CSE will perfom discovery of the M2M device container resources. Where the M2M device has metadata provided that enables mapping of the devices resource containers to a standard oneM2M ontology descriptor. The CSE will map the discovered container resources to the oneM2M ontology data model. 
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Figure 5.x.4-1: Flow to provide IoT Data model mapping to oneM2M ontology using the App-ID Metadata 
5.x.5
Potential requirements
1. The App-ID registry shall support a metadata profile to characterize the M2M device. 
2. The M2M device shall be able to present the App-ID at the security association. 
3. CSE shall be able to check the App-ID / AE-ID validity the App-ID registry function. 

4. The App-ID registry shall provide a CSE with the metadata for a registered App-ID. 
5. CSE shall be able to automate the mapping of M2M device discovered container resources, to the oneM2M ontology data model using the App-ID metadata. 
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