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5.x
Use Case : IoT application Certificate – Trusted Root   
5.x.1
Description
A Certification Authority (CA) may either issue CA certificates or end entity certificates.  A Root CA has a self-signed CA certificate and issues CA certificates to subordinate CAs.  Trust in an end entity certificate requires trusting the Root CA.
[image: image1.png]



Figure 5.x.1-1: Certificate Hiarachy 
Digital certificates are stored in a certificate store.  Major operating system (OS) vendors, Microsoft and Apple, include Root CA certificates in their Trusted Root Certification Authority certificate store that have met their security requirements.  Some applications use the OS certificate stores, while others (e.g. Firefox and Oracle) have separate certificate stores.

Although OS and application vendors have a list of Trust Root CA certificates, additional Root CA certificates may be added to the Trusted Root Certification Authority certificate store by Administrators and end users with required security permissions.  If a Root CA is compromised or no longer trusted, security patches must be applied that removes them from the Trusted Root Certification Authority certificate store or they must be removed manually.
Real world Examples for the dangers of accepting a root certificates

A recent Google warning over fake SSL certificates demonstrates, how one ‘rogue’ CA issuing unreliable certificates can cause havoc.  Unfortunately, Certification Authorities can (and have been known to) issue fake certificates.
Trusting a malicious root is one of those nuclear-level “game over” scenarios. In fact, Chromium (the open-source project Google’s Chrome is based on) acknowledges that if an attacker can install a Root CA certificate onto your device, there is nothing the browser can do to protect you.

Current versions of Windows and OSX browsers provide notifications when a Root CA is not trusted.  Trusting the Root CA requires manual installation of the Root CA certificate. For Windows, this takes quite a few steps, including viewing the Root CA certificate in the certificate chain and using the certificate import wizard.

On iOS, it is a different story. In Safari, just clicking a button on a webpage can prompt a system dialog to install a custom “profile” which can include Root CA certificates.  An example of a profile that contains Root CA certificates is Comcast’s Xfinity Wifi. While iOS 10.3 and later does not automatically trust the certificate for SSL, earlier versions do trust the certificate.  
User added Root CA certificates could be used maliciously. The new certificates could be used in a man-in-the-middle attack. This has always been a known vulnerability, but has not been of major concern because while feasible, it’s impractical in most attack scenarios.

Managing trust and root certificates. 

Because of the growing variety of certificates in use today and the growing number of certificate issues, some organizations may want to manage certificate trust and prevent users in the domain from configuring their own set of trusted root certificates. In addition, some organizations may want to identify and distribute specific trusted root CA certificates to enable business scenarios where additional trust relationships are needed.

Adding a Root CA certificate to the Trusted Root Certification Authority certificate store can be quite labor intensive.  The scale for IoT devices/applications that could connect from a variety of issuing CA’s could be overwhelming for an organization. As indicated previously with the possibility of many IoT application developers using certificates from the same vendors, one root CA certificate for all could be dangerous, where as managing intermediate certificates for individual application vendors would be overwhelming. 

Using App-ID Registry Function as a trusted root for the CSE 

When an App-ID is registered, the metadata registered with the App-ID can contain information regarding the PKI structure, including:

· Issuing CA

· Intermediate CA certificate, if used

· Root certificate and its validity

· Location of the CRL ( certificate revocation list ) 

The CSE can query a connecting App-ID /AE-ID identity from the App-ID register function  to collect the PKI metadata, to verify the authentication procedures of oneM2M ( MAF) .

· The CSE can verify that the Root CA certificate is valid and can be trusted (to what level) . 

· That the issuing CA is valid and is still supported by the root CA. 

· If an intermediate certificate is required to authenticate the IoT device certificate.

· Verify with the CRL that the certificate is not revoked. 

The App-ID registry can act as the root of trust for the oneM2M CSE, enabling it to authenticate any registered device through an automated process.
5.x.2
Actors
The entities involved in this use case are shown in the Figure 5.x.2-1 and described as follows:

CSE: It represents an infrastructure equipment that is responsible for authenticating and enrolling a M2M device, contolling access to services, securing the communications and managing the data flows with the M2M device. 
M2M Gateway: It represents a gateway that is responsible for forwarding the messages exchanging between CSE and target M2M Devices. It also acts as a proxy agent that is responsible for controlling the entities identity and authentiocation process.

M2M Device: It represents a IoT device that is responsible for accumulating data, transferring it to the M2M server and performing actions instructed by the M2M server. 

M2M App-ID Registration Authority (ARA): legal entity that manages/administers the App-ID database used to issue unique global identifiers consistent with oneM2M specifications.
Trusted Root CA: It verifies issuing CAs and signs the issuing CA’s certificate, so that any public certificate generated by an issuing CA can be verified using the Trusted Root CA’s certificate.  
Issuing CA: It issues certicates and provides a Certificate Revocation List (CRL) for any revoked certificates. 
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Figure 5.x.2-1: Entities involved in verification of the issuing CA using the App-ID Metadata
5.x.3
Pre-conditions
The following is a list of pre-conditions:

· The M2M Device is registered in the App-ID register and has the metadata profile for its characteristics. (Trusted CA and issuing CA)
· The M2M device has its Private Signing Key and a certificate containing its Public Verification Key.

· The CSE is able to connect with the App-ID registry to query the metadata for the M2M device identity. 

· The CSE is able to connect over the internet to verify the certificate and CRL with a issuing CA.

· The CSE has preinstalled the Trusted Root CA certificate.
· The AppID registry has metadata corresponding to the M2M Devices identity and authentication.

5.x.4
Normal Flow
Procedure to verify M2M Device identity and integrity with App-ID registry function is: 
1. The device presents the App-ID together with the AE-ID during the security association. 

2. The CSE, if configured to verify the App-ID /AE-ID with the App-ID registry function, will send a query containing the M2M device identities to the App-ID Registry to provide the corresponding metadata. 

3. If the M2M device identity is registered with the App-ID Registry, the App-ID Registry will supply the metadata to the CSE. 

4. The CSE will verify the presented identity signature and certificate details and compare them with the registered metadata to ensure they are consistent. 

5. If so, the CSE will perform basic certification path validation and checks CRL files for possible certificate revocation. 

6. The CSE will verify the identity signature using the public certificate and Root CA certificate from the trusted authority. 

7. If the signature for the identity is valid the CSE will authorise the connetion with the M2M device. 
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Figure 5.x.4-1: Flow for the verification of the issuing CA using the App-ID Metadata
5.x.5
Potential requirements
1. The App-ID registry shall support a metadata profile to characterize the M2M device. 
2. The M2M device shall be able to present the App-ID at the security association. 
3. CSE shall be able to check the App-ID / AE-ID validity wth the App-ID registry function. 

4. The App-ID registry shall provide a CSE with the metadata for a registered App-ID. 
5. CSE shall be able to compare the App-ID/AE-ID identity signature and certificate URL with the metadata to verify the issuing CA.   
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