Doc# TR App-ID Registry Function – Section 5 - Generic flow and requirments 

	Input Contribution section 5

	Meeting ID*
	SEC 31

	Title:*
	Generic Flow and requirments 

	Source:*
	Ian Deakin, iconectiv, ideakin@iconectiv.com  

	Date:*
	2017-09-21

	Input related to*
	WI – TR App-ID Registry Function –Generic Flow and Requirments 

	Intended purpose of

document:*
	 FORMCHECKBOX 
 Decision

 FORMCHECKBOX 
 Discussion

 Information

 Other <specify>

	Impacted other TS/TR(s)
	TR – App-ID Registry Function

	Decision requested or recommendation:*
	Approve this section to the TR 

	Template Version: January 2017 (Do not modify)


oneM2M Notice

The document to which this cover statement is attached is submitted to oneM2M.  Participation in, or attendance at, any activity of oneM2M, constitutes acceptance of and agreement to be bound by terms of the Working Procedures and the Partnership Agreement, including the Intellectual Property Rights (IPR) Principles Governing oneM2M Work found in Annex 1 of the Partnership Agreement.

5.x
Actors

The entities involved in this use case are shown in the Figure 5.x.2-1 and described as follows:
M2M Service Infrastructure: It represents a Service Provider infrastructure, including the  physical equipment (e.g. a set of physical servers) that provides management of data and coordination capabilities for the M2M Service Provider and communicates with M2M Devices
NOTE:
An M2M Service Infrastructure may communicate with other M2M Service Infrastructures. An M2M Service Infrastructure contains a CSE. It can also contain M2M applications.
M2M Service Provider: entity (e.g. a company) that provides M2M Common Services to a M2M Application Service Provider or to the User

M2M Application: It represents a IoT application that is responsible for accumulating data, transferring it to the SP and performing actions instructed by the SP     . 

M2M App-ID Registration Authority (ARA): legal entity that manages/administers the App-ID database used to issue unique global identifiers consistent with oneM2M specifications.
5.x
Pre-conditions

The following is a list of pre-conditions:

· The M2M application is registered in the App-ID register and has the metadata profile for its characteristics. 

· The M2M Service Infrastructure is able to connect with the App-ID registry to query the metadata for the M2M device identity. 

· The AppID registry has metadata corresponding to the M2M application identity.

· The M2M Service Infrastructure is able to act upon the metadata returned from the App-ID registry function to process the M2M application 

5.x
Normal Flow

Procedure to verify M2M application identity with App-ID registry function is: 

1. The M2M application presents identity information when communication with the M2M Service Infrastructure. 

2. The M2M Service Infrastructure, if configured to verify the M2M application identity will query the App-ID registry function  using the M2M applications App-ID and or AE-ID App-ID registry function.

3. If the M2M application identity is registered with the App-ID registry, the Registry will supply the metadata to the SP. 

4. The M2M Service infrastructure reacts based on the metadata to process the associated M2M application according to the M2M service provider preferences, for example : 

· Allow 

· Disallow

· Allow with restrictions 

· Trigger  app registration 

· Trigger app re-certification  

· Trigger comparison of a user’s privacy preferences and an applications privacy policies and new consent   

· ……  etc. 


[image: image1]
Figure 5.x.4-1: Flow for query of App-ID identity metadata 
5.x
Potential requirements
1. The M2M application shall be able to present the identity information with the M2M Service infrastructure to determine the App-ID and or AE-ID . 
2. The M2M Service infrastructure shall be able to check the App-ID / AE-ID validity with the App-ID registry function. 

3. The App-ID registry function shall allow registration of App-ID together with metadata.
4. The App-ID registry function shall support a metadata profile to characterize the M2M application           . 
5. The App-ID registry function shall provide a M2M Service infrastructure with the metadata for a registered App-ID. 
6. The M2M service infrastructure shall be able to process the connected M2M application according to the provided metadata.   
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