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	MINUTES

	Meeting title:
	SEC32 – Sophia Antipolis, France

	Chair:
	François Ennesser (Gemalto), Francois.Ennesser@gemalto.com 

	Secretary:
	Victoria Mitchell, TIA

	Meeting Date:
	13-17 November 2017

	Intended purpose of

document:
	 Decision

 Discussion

 Information

 Other <specify>


oneM2M Notice

The document to which this cover statement is attached is submitted to oneM2M.  Participation in, or attendance at, any activity of oneM2M, constitutes acceptance of and agreement to be bound by terms of the Working Procedures and the Partnership Agreement, including the Intellectual Property Rights (IPR) Principles Governing oneM2M Work found in Annex 1 of the Partnership Agreement.

1
Opening of meeting 

1.1
Welcome

The meeting was opened by the Chair, Francois Ennesser (Gemalto), on 13 November 2017. Participants were reminded of the legal notices on the agenda.

1.2
Schedule for WG4 SEC
The schedule, as noted on the agenda, was reviewed.
1.3
Attendees
Participants were reminded to register for the meeting on the Portal.
2
Review of Agenda
SEC-2017-0170R01-SEC 32 F2F Meeting Agenda
AGREED - SEC-2017-0170R01-SEC 32 F2F Meeting Agenda
(Secretary’s Note: Updates to the agenda were made throughout the week, as needed.)

3
Review of Objectives for the Meeting
SEC-2017-0168-Minutes_SEC_31_3 was approved by correspondence.

The meeting objectives, as noted on the agenda, were reviewed.
4
Review of Action Items
	Reference
	What
	Who
	Status

	A-26-5
	Contribute testable Security Features Catalog to TST WG for inclusion in Product Profiles
	All
	OPEN

	A-27-4
	Review the resources of TS-0016 related to mechanism such as access control.
	All
	OPEN

	A-311-1
	Provide Stage 3 description of TS-0016 defined resources, aligning with name space prefixes used in TS-0032 where applicable.
	All
	


5
CRs to SEC WG existing deliverables (TS-0003, TS-0032)
5.1
Corrections / Clarifications to older releases (R1, R2)
SEC-2017-0176-CR_TS-0003_MAF_corrections

· This CR provides corrections to MAF (Kc/KcID) and MEF (Ke/KeID) key management descriptions. These issues were identified when preparing input TST-2017-0269R01 on MAF-based SAEF for the Security Developers Guide TR-0038.
NOTED - SEC-2017-0176-CR_TS-0003_MAF_corrections 
AGREED - SEC-2017-0176R01-CR_TS-0003_MAF_corrections
5.2
Contributions for next releases
SEC-2017-0179-CR_TS-0003_MAF_corrections_R3
· Mirror of SEC-2017-0176
AGREED - SEC-2017-0179-CR_TS-0003_MAF_corrections_R3
SEC-2017-0178-CR_TS-0032_several_corrections
· This CR includes the following corrections to TS-0032:

· clarification on interpretation of enumeration values of data type m2m:resourceID (change 1 & 2)

· moving text which was pasted to a wrong place (change 3)
· changing data type of the keyValue attribute of <symmKeyReg> resource type from xs:base64Binary to xs:hexBinary (change 4)
AGREED - SEC-2017-0178-CR_TS-0032_several_corrections
SEC-2017-0177-IBC-Based SAEF for TS-0003
· The IBC-Based Security Association Establishment Frameworks in TR-0041 is proposed to be added into TS-0003.
· Release 4
· Objection to agreeing R03 at this time. Companies are encouraged to continue discussions offline to reach agreement.
· Discussions will continue during a future SEC meeting, as this contribution needs additional visibility and review.
NOTED - SEC-2017-0177-IBC-Based SAEF for TS-0003 
NOTED - SEC-2017-0177R02-IBC-Based SAEF for TS-0003
NOTED - SEC-2017-0177R03-IBC-Based SAEF for TS-0003
6
SEC-Related Contributions Affecting other WGs

For information about contributions, from other working groups that effect SEC, please see the appropriate meeting summaries from TP32. 
7
Contributions to Other Deliverables

7.1
TS-0016/WI-0021 Secure Environment Abstraction

None
7.2
WI-0066/TR-0041 Decentralized Authentication

SEC-2017-0161-Decentralized_Authentication_for_TS-0003
SEC-2017-0161-Decentralized_Authentication_for_TS-0003
7.3
TR-0038 Developers Guide implementing Security
See the TST32 minutes for information regarding TST-2017-0259-TR-0038 Developer Guide Cert Based_MAF based_SAEF.
7.4
TR-00xx Attribute based Access Control Policy
SEC-2017-0163-Skeleton of TR-00xx-Attribute Based Access Control Policy

· WI-0077-Attribute Based Access Control Policy
AGREED - SEC-2017-0163-Skeleton of TR-00xx-Attribute Based Access Control Policy
SEC-2017-0164R01-Clauses of TR-00xx Attribute Based Access Control Policy
· Will be merged into the new TR (see SEC-2017-0163)
AGREED - SEC-2017-0164R01-Clauses of TR-00xx Attribute Based Access Control Policy
SEC-2017-0165-Scope of TR-00xx Attribute Based Access Control Policy
· Will be merged into the new TR (see SEC-2017-0163)
AGREED - SEC-2017-0165-Scope of TR-00xx Attribute Based Access Control Policy
7.5
WI-0073 TR-0048 App-ID registry Function
SEC-2017-0162-TR-0048-V0.0.2 - Clean up of text and language
NOTED - SEC-2017-0162-TR-0048-V0.0.2 - Clean up of text and language 
AGREED - SEC-2017-0162R01-TR-0048-V0.0.2 - Clean up of text and language
ACTION 32-1 - The Rapporteur (Shelby Kiewel - iconectiv) will create the “Introduction” as its own section and move it to the correct place TR-0048.

SEC-2017-0173-TR-0048_AppIDRegistry_ArchitectureProposal
· Input on “Architecture Proposal” for the App-ID Registry Function TR-0048.
· The Certification Body will have to test and confirm that an application performs the functions as stated.
· “App-ID Registry” is being changed to “App-ID Registry Function” throughout all oneM2M documents.

NOTED - SEC-2017-0173-TR-0048_AppIDRegistry_ArchitectureProposal 
NOTED - SEC-2017-0173R01-TR-0048_AppIDRegistry_ArchitectureProposal AGREED - SEC-2017-0173R02-TR-0048_AppIDRegistry_ArchitectureProposal
Action 32-2  – Orange will provide a contribution against TR-0048 for digital letter of approval.
SEC-2017-0166-App-ID Function interface and Metadata
· The contribution provides an assessment for the proposed architecture options for integration of the App-ID Registry Function within the oneM2M architecture. Including the scope of the metadata to be registered with an App-ID.
NOTED - SEC-2017-0166-App-ID Function interface and Metadata 
NOTED - SEC-2017-0166R01-App-ID Function interface and Metadata 
AGREED - SEC-2017-0166R02-App-ID Function interface and Metadata 
SEC-2017-0169-App-ID_Registry_Enrollment_and_Registration
· This contribution proposes candidate architectures for the App-ID Registry functionality.
· Information will be included in TR-0048.
NOTED - SEC-2017-0169-App-ID_Registry_Enrollment_and_Registration 
AGREED - SEC-2017-0169R01-App-ID_Registry_Enrollment_and_Registration
SEC-2017-0174-TR-0048 Use Case 5: IoT application Certificate – Trusted Root
· Will be discussed on a teleconference
POSTPONED - SEC-2017-0174-
TR-0048 Use Case 5: IoT application Certificate – Trusted Root
8
Other Contributions
8,1
Liaisons, New Work Items and Revisions of Work Items

SEC-2017-0157-support of asymmetric cryptography on IoT secure elements
· A proposed reply will be prepared and presented during the mid-week Plenary.
· See TP-2017-0331

NOTED - SEC-2017-0157-support of asymmetric cryptography on IoT secure elements
TP-2017-0315-Request for liaison with oneM2M and ETSI TC SCP
· Francois’ name will be provided as the expert to work with ISO/IEC JTC 1/SC 17.
8.2
Other Contributions for Discussion

SEC-2017-0172-Support_for_authentication_of_non-oneM2M_devices
· A REQ contribution (for the use case TR) that outlines the solution will be presented

· Requirements on IPE

NOTED - SEC-2017-0172-Support_for_authentication_of_non-oneM2M_devices
SEC-2017-0171R02-App-ID or AE-ID revocation use case
· Addition of use case on App-ID or AE-ID revocation to TR-0048-V0.0.2.
· Not related to certification; simply extends the functionality that already exists with the App-ID registry.
AGREED - SEC-2017-0171R02-App-ID or AE-ID revocation use case
9
Planning for Next Meeting(s)
9.1
Organization of Email Discussion Threads
N/A
9.2
Next Conference Calls
11 January 2018 – 13:00 – 14:30 (UTC)
9.3
Next Face-to-Face

SEC33 – 15-19 January 2018 – Geneva, Switzerland
10 
Any other business
WI-0067 is completed and now considered closed.
WI-0021 – request an extension to complete R3 Stage 3.

2-3 other WIs were not progressed during SEC32. They cannot be added to R3 and will be proposed for R4.

Action Item 32-3 – Orange will provide cryptographic analysis for inclusion in TR-0041 at TP33.

11
Closure of meeting

The final SEC session was held on 17 November 2017.
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