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Introduction
The IBC-Based Security Association Establishment Frameworks in TR-0041 is proposed to be added into TS-0003
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2.2
Informative references

References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references, only the cited version applies. For non-specific references, the latest version of the reference document (including any amendments) applies.

The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.
[i.1]
oneM2M Drafting Rules.

NOTE:
Available at http://www.onem2m.org/images/files/oneM2M-Drafting-Rules.pdf.

[i.2]
Void.

[i.3]
Void.

[i.4]
oneM2M TR-0008: "Analysis of Security Solutions".

[i.5]
eXtensible Access Control Markup Language (XACML) Version 3.0. 22 January 2013. OASIS Standard.

[i.6]
Handbook of Applied Cryptography, A. J. Menezes, P. C. van Oorschot, S. A. Vanstone, CRC Press, 1996.

[i.7]
Recommendation ITU-T X.509 (10/2012): "Information technology - Open Systems Interconnection - The Directory: Public-key and attribute certificate frameworks".

[i.8]
Void.

[i.9]
OMA-TS-REST-NetAPI-TerminalLocation-V1-0-20130924-A: "RESTful Network API for Terminal Location", Version 1.0.
[i.10]
ISO 3166-1:2013: "Codes for the representation of names of countries and their subdivisions -- Part 1: Country codes".

[i.11]
ISO/IEC 7816-5: "Identification cards - Integrated circuit cards - Part 5: Registration of Application Providers".

[i.12]
Guide to Attribute Based Access Control (ABAC) Definition and Considerations, NIST Special Publication 800-162.

NOTE:
Available at http://nvlpubs.nist.gov/nistpubs/specialpublications/NIST.sp.800-162.pdf.

[i.13]
National Institute of Standards and Technology: "Guide to Protecting the Confidentiality of Personally Identifiable Information (PII)".

[i.14]
void.
[i.15]
oneM2M TR-0019: "Dynamic Authorization".

[i.16]
oneM2M TR-0012: "End to End security".

[i.17]
oneM2M TR-0001: "Use Case collection".
[i.18]
IANA JSON Web Token (JWT) registry.
NOTE:
Available at http://www.iana.org/assignments/jwt/jwt.xhtml.

[i.19]
IETF RFC 6455: "The Web Socket Protocol", December 2011.

[i.20]
IETF RFC 7230: "Hypertext Transfer Protocol (HTTP/1.1): Message Syntax and Routing".

[i.21]
IETF RFC 7252: "The Constrained Application Protocol (CoAP)".
[i.22]
GlobalPlatform Device Technology, Generic API to access Secure Elements, Open Mobila API Spêcifications, Version 3.2. 

[i.23]
ETSI TS 102 600: "Smart Cards; UICC – Terrminal Interface; Characteristics of the USB Interface".

[i.24]
ETSI TS 102 622: "Smart Cards; UICC – Contactless Front-End (CLF) Interface; Host Controller Interface".

[i.25]
IEEE P1363 “Standard Specifications for Public Key Cryptography”.
[i.26] 
https://github.com/certnanny/sscep
[i.27]
https://github.com/jscep/jscep
[i.28]
https://github.com/certnanny/sscep/issues/42 

[i.29]
RFC 6507: “Elliptic Curve-Based Certificateless Signatures for Identity-Based Encryption (ECCSI)”, February, 2012.
-----------------------End of change 1---------------------------------------------
-----------------------Start of change 2--------------------------------------------

3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in oneM2M TS-0011 [2] and the following apply:

additional authenticated data [14]: refers to data that is authenticated, but not encrypted by an authenticated encryption with associated data algorithm.

AE-ID Certificate: certificate with a certificate chain to a trust anchor certificate and containing an AE-ID in the subjectAltName extension

NOTE:
An AE_ID certificate can be used to verify that an entity has been assigned the AE-ID in the certificate.

association configuration: phase of a Security Association Establishment Framework in which the entity establishing the Security Association (and the Central Key Distribution Server, in the case of Centralized Security Frameworks), are provided with identities (and any other relevant credentials) to ensure that the security association is established between the intended entities

association security handshake: phase of a Security Association Establishment Framework in which the security association endpoints perform mutual authentication

authenticated encryption with associated data [14]: algorithm providing confidentiality for the plaintext and a way to check its integrity and authenticity while providing the ability to check the integrity and authenticity of some additional authenticated data. In this context plaintext refers to data that is authenticated and encrypted

bootstrap credential: pre-provisioned credential enabling mutual authentication of the Enrolee and the M2M Enrolment function

bootstrap credential configuration: phase of a Remote Security Provisioning Framework in which the Bootstrap Credentials are pre-provisioned to the Enrolee and the M2M Enrolment function
bootstrap enrolment handshake: phase of a Remote Security Provisioning Framework in which the Enrolee and M2M Enrolment Function perform mutual authentication

bootstrap instruction configuration: phase of a Remote Security Provisioning Framework in which the Enrolee and M2M Enrolment Function are provided with identities (and any other relevant credentials) to enable the M2M Enrolment function to establish a Master Credential between the intended Enrolee and M2M Authentication Function

bootstrap server function [13]: BSF is hosted in a network element under the control of a Mobile Network Operator. BSF, HSS, and UEs participate in GBA in which a shared secret is established between the network and a UE by running the bootstrapping procedure

NOTE:
The shared secret can be used between NAFs and UEs, for example, for authentication purposes.

bootstrapping transaction identifier [13]: bootstrapping transaction identifier (B-TID) is used to bind the subscriber identity to the keying material in GBA reference points Ua, Ub and Zn

CA-Certificate [i.6]: certificate created by one certification authority (CA) certifying the public key of another CA

certificate: See Public Key Certificate.
certificate authority: Certification Authority
certificate chain: sequence of one or more CA-certificates, where: the Public Verification Key in each CA-certificate is certified in the previous CA-certificate; and the public key of the first CA-Certificate is trusted a priori
NOTE:
Trust in the public key in each CA-certificate can be based on trust in the previous CA-Certificate.

certificate name: unique identifier in a name field of a Certificate (e.g. in the X.509 "Subject" or "Subject Alternative Name" attribute)
certificate provisioning (procedure): procedure performed by a Security Principal and a MEF for provisioning the Security Principal with an MEF-Provisioned Certificate and Certificate(s) of the MEF Certificate Authority
NOTE: 
Additional Certificate Authority Certificates can also be provisioned via other means such as pre-provisioning or oneM2M TS-0022 [57].

certificate re-provisioning (procedure): Certificate Provisioning procedure performed when the Security Principal can authenticate itself with a valid Enrolled Certificate

certificate signing request: message used to request a Public Key Certificate
certificate verification: process necessary to trust an entity's Certificate

certification authority [i.6]: authority responsible for establishing and vouching for the authenticity of public keys

NOTE:
[This] includes binding public keys to distinguished names through signed certificates, managing certificate serial numbers, and certificate revocation.

content encryption key: symmetric key used to encrypt plaintext to produce the ciphertext and generate a Message Integrity Check (MIC)

NOTE:
In Authenticated Encryption with Associated Data (AEAD), the content encryption key is used directly, while in other algorithms the content encryption key is used to generate distinct keys for the encryption algorithm and integrity protection algorithm.

credential configuration: phase of a Security Association Establishment Framework in which the Credentials necessary for the Security Association Establishment Framework are configured to the relevant entities and functions

Credential-ID type-ID: portion of a Credential-ID indicating the type of credential being identified

CSE-ID certificate: certificate with a certificate chain to a root of trust and containing a CSE-ID in the subjectAltName extension

NOTE:
A CSE_ID certificate can be used to verify that an entity has been assigned the CSE-ID in the certificate.

device certificate: certificate with a certificate chain to a root of trust and containing at least one globally unique hardware instance identifier in the subjectAltName extension

NOTE:
A device certificate can be used to verify that an entity is executing on the identified hardware instance.

digital signature [i.7]: information is signed by appending to it an enciphered summary of the information

NOTE:
The summary is produced by means of a one-way hash function, while the enciphering is carried out using the private key of the signer.

ESCertKE Initiating End-Point: ESCertKE end-point which initiates the ESCertKE Procedure

ESCertKE Messages: messages exchanged between the ESCertKE Initiating End-Point and ESCertKE Terminating End‑Point as part of End-to-End Certificate-based Key Establishment

ESCertKE Procedure: sequence of exchanged ESCertKE Messages and processing based on those ESCertKE Messages, for the purposes of End-to-End Certificate-based Key Establishment

ESCertKE Terminating End-Point: ESCertKE end-point with which the ESCertKE Initiating End-Point intends to perform the ESCertKE Procedure

End-to-End Certificate-based Key Establishment: interoperable framework for two end-points to use certificates for establishing end-to-end secret symmetric keys for use in other end-to-end security frameworks such as End-to-End Security of Data (ESData) or End-to-End Security of Primitives (ESPrim)

End-to-End security of data: interoperable framework for protecting data that ends up transported using oneM2M reference points, in order that transited CSEs do not need to be trusted with that data

End-to-End Security of Primitives: interoperable framework for securing the exchange of oneM2M primitives so that CSEs do not need to be trusted with the confidentiality and integrity of the primitives

enrolee: AE or CSE that requires remote provisioning of a symmetric key to be shared with an enrolment target

enrolment key: symmetric key established between an Enrolee and M2M Enrolment Function following successful mutual authentication

NOTE:
A symmetric key to be shared by the Enrolee and an Enrolment Target may be derived (at the Enrolee and M2M Enrolment Function) from the currently valid Enrolment Key, and the M2M Enrolment Function subsequently securely delivers the symmetric key to the Enrolment Target.

enrolment key generation: phase of remote security provisioning Framework in which the Enrolee and M2M Enrolment function establish an Enrolment Key and Enrolment Key identifier

enrolment phase: step in the lifecycle of an M2M equipment where it becomes provisioned for operation with a specific M2M Service Provider

enrolment target: M2M Authentication Function, CSE, or AE with whom an Enrolee wishes to establish a symmetric key (master credential or pre-provisioned secure connection key) using remote security provisioning

entity identifier: CSE-ID (or AE-ID respectively) of a CSE (or AE respectively)

ESData Envelope: data object containing the result of protecting an End-to-End Security of Data (ESData) Payload using the ESData procedures

ESData Payload: data to be protected using End-to-End Security of Data (ESData)

FQDN certificate: certificate with a certificate chain to a root of trust and containing an FQDN

generic bootstrap architecture: set of 3GPP and 3GPP2 specifications providing security features and a mechanism to bootstrap authentication and key agreement for application security from the 3GPP and 3GPP2 underlying network authentication mechanisms

initial certificate provisioning (procedure): Certificate Provisioning procedure performed when the Security Principal cannot authenticate itself with a valid Enrolled Certificate
inner request primitive: request primitive to be protected by End-to-End Security of Primitives (ESPrim)

inner response primitive: response primitive to be protected by End-to-End Security of Primitives (ESPrim)
Key Management Service: functional entity responsible for generating IBC credentials which are used in IBC-Based Security Association Frameworks
message integrity code: tag computed from a message and a symmetric key, and attached to a message

NOTE 1:
The purpose of a messages integrity code is to facilitate, without the use of any additional mechanisms, assurances regarding both the source of a message and its integrity.

NOTE 2:
A Message Integrity Code is sometimes called a "Message Authentication Code" - "Message Integrity Code" has been used since the abbreviation of "Message Authentication Code" (MAC) might be misunderstood to refer to "Media Access Control". The definition is based on text from [i.6] (p323).

M2M secure connection key: symmetric key established between two entities (CSEs or AEs), by an of M2M Authentication Function, in order to secure the communication between those two entities

NOTE:
This M2M Secure Connection Key results from a successful M2M Security Association Establishment procedure.

M2M trust enabler: A stakeholder trusted with enabling authentication of CSEs/AEs to other CSEs/AEs. 

MAF client: CSE or AE configured to use the services of an M2M Authentication Function

MAF Credential Configuration procedure: a MAF Security Framework procedure used for Enrolment Phase of an End-Point by establishing credentials for mutual authentication between an End-Point and an MAF
MAF handshake procedure: a MAF Security Framework procedure in which an entity and the MAF perform mutual authentication and generate a Symmetric Key which can then be used in the Association Security Handshake for mutual authentication between that entity and other entities
MAF key registration procedure: a MAF Security Framework procedure in which a Source End-Point and the MAF generate a Symmetric Key which can then be used for mutual authentication between the Source End-Point and one or more other Target End-Points
MAF key retrieval procedure: a MAF Security Framework procedure in which a Target End-Point retrieves the Symmetric Key previously generated by the MAF and a Source End-Point, to enable mutual authentication between the Source End-Point and the Target End-Point
master credentials: credentials used to mutually authenticate between an ASN/MN-CSE and the MAF. This is done to secure access to the infrastructure of an M2M Service Provider

NOTE:
The Master Credentials are either pre-provisioned or remotely provisioned (without relying on those credentials).

MEF certificate authority: role of a Certificate Authority which issues MEF-Provisioned Certificates to a Security Principal through the MEF

NOTE: 
The term is relative to the MEF, so an MEF Certificate Authority with respect to one MEF is not an MEF Certificate Authority with respect to another MEF
MEF client: functionality for performing MEF procedures on behalf of an associated CSE or AE, or on behalf of CSE or AE(s) present on an associated Node, or an associated MAF

MEF-provisioned certificate: certificate issued by a Certificate Authority, via an MEF, for authenticating the Security Principal

NOTE: 
The term is relative to the MEF, so a MEF-Provisioned Certificate with respect to one MEF is not a MEF-Provisioned Certificate with respect to another MEF.
(oneM2M) security principal: CSE or AE or Node or M2M Device which can be authenticated

NOTE: 
When the Security Principal is a Node or M2M Device, then Node or M2M Device is acting on behalf of the CSE and/or AE executing on the Node or M2M Device.
Online Certificate Status Protocol: A protocol for requesting a report on the status of one or more X.509 certificates (IETF RFC 6960 [35])

operational phase: period in the lifecycle of an M2M equipment where it is actually used for providing M2M services

outer request Primitive: request primitive used to transport the data object containing an inner request primitive to which End-to-End Security of Primitives (ESPrim) has been applied

outer response Primitive: response primitive used to transport the data object containing an inner response primitive to which End-to-End Security of Primitives (ESPrim) has been applied

Personally Identifiable Information [13]: Any information about an individual maintained by an agency, including:

1) any information that can be used to distinguish or trace an individual's identity, such as name, social security number, date and place of birth, mother's maiden name, or biometric records; and

2) any other information that is linked or linkable to an individual, such as medical, educational, financial, and employment information.

policy decision point [i.5]: system entity that evaluates applicable policy and renders an authorization decision

policy enforcement point [i.5]: system entity that performs access control, by making decision requests and enforcing authorization decisions

policy information point [i.5]: system entity that acts as a source of attribute values

policy retrieval point: system entity that retrieves applicable policy or policy set
pre-provisioned secure connection key: Symmetric Key that is pre-provisioned to two entities (which may be AEs or CSEs) to be used for mutual authentication of those entities in Security Association Establishment

pre-provisioned secure connection key identifier: Identifier for a Pre-Provisioned Secure Connection Key

pre-provisioned symmetric enrolee key: Symmetric Key that is pre-provisioned to the Enrolee and M2M Enrolment Function

pre-provisioned symmetric enrolee key identifier: identifier for a Pre-Provisioned Symmetric Enrolee Key

private signing key: secret key that can generate signatures that can be verified using a corresponding Public Verification Key

public key certificate: electronic document that uses a digital signature to bind a public key with an identity

NOTE:
[i.6] A public-key certificate is a data structure consisting of a data part and a signature part. The data part contains cleartext data including, as a minimum, a public [verification] key and a string identifying the part (subject entity) to be associated therewith. The signature part consists of the digital signature of a certification authority over the data part, thereby binding the subject entity's identity to the specified public key.

public key certificate flavour: name describing the usage of a public key certificate within the scope of oneM2M

public key infrastructure: set of hardware, software, people, policies, and procedures needed to create, manage, distribute, use, store, and revoke Public Key Certificates. For more details, see [i.6].

public verification key: credential that can verify digital signatures generated by a corresponding Private Signing Key, but which cannot be used to generate digital signatures

raw public key certificate: certificate comprising only the SubjectPublicKeyInfo structure of an X.509 certificate that carries the parameters necessary to describe the public key [37]

registration authority: functional entity responsible for verifying Certificate Signing Requests and authorizing a Certification Authority to issue a corresponding Certificate
relative enrolment key identifier: part of the enrolment key identifier that is unique within the context of a M2M Enrolment Function

security association establishment: sequential processing of credential configuration, association configuration and association security handshake between two entities

security association establishment framework: Security Framework for Security Association Establishment

security bootstrap framework or Remote Security Provisioning Framework: a mechanism for remotely provisioning a Master Credential and Master Credential Identifier to an Enrolee and an M2M Authentication Function

secure environment: a logical entity that protects Sensitive Data and Sensitive Functions from tampering, unauthorized monitoring or execution and that provides access to these Sensitive Data and Sensitive Functions to authorized oneM2M entities

security framework: set of procedures providing Security Association Establishment or Remote security provisioning

security usage identifier:  identifies a security feature (e.g. Security Association Establishment Framework, End-to-End Security of Primitives or End-to-End Security of Data), a protocol used for that security feature, and (where applicable) an option within a single protocol.

NOTE:
The security usage identifier is used to limit how a credential may be used.

sensitive function: function processed within the secure environment requiring protection from unauthorized monitoring, tampering or execution and that is operating on sensitive data, e.g. derivation of keys from M2M long-term service-layer keys and cryptographic algorithms

self-signed certificate: Public Key Certificate that is signed by the same entity whose identity it certifies
source ESData end-point: entity producing an End-to-End Security of Data (ESData) Envelope from an ESData Payload

symmetric key: secret key that is shared between two entities

target ESData end-point: entity producing the verified End-to-End Security of Data (ESData) Payload from an ESData Envelope

trust anchor certificate: certificate that is trusted a priori

X.509: ITU-T recommendation for a Public Key Infrastructure
3.2
Symbols

For the purposes of the present document, the following symbols apply:

||
Concatenation
3.3
Abbreviations

For the purposes of the present document, the abbreviations given in oneM2M TR-0004 [i.2] and the following abbreviations apply:

(D)TLS-PSK
(D)TLS Pre-Shared Key (ciphersuites)

3GPP2
3rd Generation Partnership Project 2

AAA
Authentication, Authorization and Accounting

ABAC
Attribute Based Access Control

ACP
AccessControlPolicy Instance

AEAD
Authenticated Encryption with Associated Data

AE-ID
Application Entity Identifier

App-ID
Application Identifier
ASE
Asymmetric Secure Element
ASN-CSE
CSE which resides in the Application Service Node

AuthorSignReqInfo
Authorization Signature Request Information
AuthorSign 
Authorization Signature

AuthorRelMapRecord 
Authorization Relationship Mapping Record
AuthorRelIndicator 
Authorization Relationship Indicator

AuthorSignIndicator 
Authorization Signature Indicator
BSF
Bootstrapping Server Function

B-TID

Bootstrapping Transaction Identifier

CA
Certification Authority or Certificate Authority
CIDR
Classless Inter-Domain Routing

CoAP
Constrained Application Protocol

CSE-ID
Common Service Entity Identifier

CSR
Certificate Signing Request 
DTLS
Datagram Transport Layer Security (Protocol)
(D)TLS-PSK
(D)TLS Pre-Shared Key (ciphersuites)
ECC
Elliptic Curve Cryptography
EKU
Extended Key Usage
ESCertKE
End-to-End Certificate-based Key Establishment

Enrolee-ID
Enrolee Identity

ESData
End-to-End Security of Data

ESF
End-to-End Security Function
ESPrim
End-to-end Security of Primitives
EST
Enrolment over Secure Transport  

ETSI
European Telecommunications Standards Institute

FQDN
Fully Qualified Domain Name

GBA_ME
ME-based GBA

GBA_U
GBA with UICC-based enhancements

GUSS
GBA User Security Settings 

HLR
Home Location Register

HSS
Home Subscriber System

HTTP
HyperText Transfer Protocol

HW
Hardware
IBC
Identity Based Cryptography
ID
Identifier

IdA
Identifier for entity A

IdB
Identifier for entity B

IN-CSE
CSE which resides in the Infrastructure Node

IPv4
Internet Protocol version 4

IPv6
Internet Protocol version 6

IV
Initialization Vector 
Kc
M2M Secure Connection Key

KcID 
M2M Secure Connection Key Identifier

Ke
Enrolment Key

KeID
Enrolment Key Identifier

Ker
Enrolment Re-Authentication Key 
KMS
Key Management Service
Km
Master Credential

KmID
Master Credential Identifier
KPAK
KMS Public Authentication Key
Kpm
pre-provisioned credential for Master Credential provisioning

KpmID
pre-provisioned credential for Master Credential provisioning Identifier

Kpsa
provisioned credential for M2M Security Association Establishment

KpsaID
provisioned credential for M2M Security Association Establishment Identifier

Ks
temporary Key material referred to in GBA
KSAK
KMS Secret Authentication Key
Ks..NAF
Abbreviation of Ks_(int/ext)_NAF

Ks_(ext/int)_NAF
Derived key in GBA_ME or Derived key in GBA_U which remains on UICC

Ks_ext_NAF 
Derived key in GBA_U sent to the ME

Ks_int_NAF
Derived key in GBA_U which remains on UICC

Ks_NAF
Derived key in the ME

M2M-SP
M2M Service Provider

MAF
M2M Authentication Function

MAF-ID
M2M Authentication Function Identifier

Mca
Reference Point for M2M Communication with AE

Mcc
Reference Point for M2M Communication with CSE

Mcc'
Reference Point for M2M Communication with CSE of different M2M Service Provider

Mcn
Reference Point for M2M Communication with NSE

MEF
M2M Enrolment Function

MIC
Message Integrity Code

MN-CSE
CSE which resides in the Middle Node

MTE
M2M Trust Enabler

NAF
Network Application Function
OAEP
Optimal Asymmetric Encryption Padding
OCSP
Online Certificate Status Protocol

PDP
Policy Decision Point

PEP
Policy Enforcement Point

PII
Personally Identifiable Information
PIN


Personal Identification Number
PIP
Policy Information Point

PKI
Public Key Infrastructure

PRP
Policy Retrieval Point
PSK
Pre-Shared Key

PVT
Public Validation Token
PvtA
PVT for entity A

PvtB
PVT for entity B
RA
Registration Authority

RSA
Rivest, Shamir und Adleman

RSAES



RSA Encryption Scheme

RSASSA


RSA Signature Scheme Algorithm
RSPF
Remote Security Provisioning Framework

SAEF
Security Association Establishment Framework

SCEP
Simple Certificate Enrolment Protocol
SE
Secure Environment
SSK
Secret Signing Key

SskA
SSK for entity A

SskB
SSK for entity B
SUID
Security Usage Identifier
SW
Software

T&C
Terms and Conditions

TEE
Trusted Execution Environment
TEF
Trust Enabling Function
TLS
Transport Layer Security (Protocol)

UE
(3GPP) User Equipment

UNSP
Underlying Network Service Provider

URI
Uniform Resource Identifier

USS
User Security Settings

XACML
eXtensible Access Control Markup Language

-----------------------End of change 2---------------------------------------------
-----------------------Start of change 3-------------------------------------------
8.1.4 General Introduction to the IBC-Based Security Frameworks

IBC-Based Security Frameworks provide security schemes, suitable where the use of certificates is undesirable e.g. due to the burden of transmitting and storing certificates [i.29]. 

In IBC-Based Security Frameworks, there is a common Key Management Service (KMS), which provides a root of trust and generates IBC credentials for each entity. Each pair of entities authenticates each other with their own IBC credentials, which are provided through pre-provisioning or a remote security provisioning framework. 

In advance, the KMS chooses its KMS Secret Authentication Key (KSAK) and derives the KMS Public Authentication Key (KPAK). Each entity must have a unique Identifier (ID), for which he KMS generates a Secret Signing Key (SSK) and a Public Validation Token (PVT), where the ID, SSK and PVT are cryptographically bound [i.29]. Then, each entity’s IBC credential includes its ID, PVT and SSK, where SSK must be secure while ID and PVT can be public.

In IBC-Based Security Association Establishment Frameworks (SAEFs), once an IBC credential is provisioned to each of entity A and entity B, they can derive a shared secret from their respective SSK, their respective peers’ ID and PVT together with the KPAK. As a result, entities A and B are able to perform a (D)TLS PSK handshake with the computed shared secret acting as the pre-shared key. 
-----------------------End of change 3---------------------------------------------

-----------------------Start of change 4-------------------------------------------

8.2.1
Overview on Security Association Establishment Frameworks

The Security Association Establishment Frameworks (SAEF) described in the present document, apply to direct connections on the Mcc, Mcc' or Mca reference points. 
The Security Association Establishment Framework end-points are denoted:

Entity A, which may be an AE or CSE. This entity always acts as the client of the security association (TLS/DTLS session). 

Entity B, which shall be a CSE. This entity always acts as the server of the security association (TLS/DTLS session).

The oneM2M system supports the following Security Association Establishment Frameworks:

Security Association Establishment Frameworks:

· Provisioned Symmetric Key Security Association Establishment. A symmetric key is provisioned to the entities: this is called the Provisioned M2M Symmetric Key, and denoted Kpsa. The entities authenticate each other by verifying Message Integrity Codes (MIC) in the Security Handshake which were generated using the symmetric key. For more details see clause 8.2.2.1.

· Certificate-Based Security Association Establishment: The entities are each issued with:

· a Private Signing Key that is known only to that entity;

· a Certificate containing the corresponding Public Verification Key; and

· (Optionally) a Certificate Chain from the entity's Certificate to a Root Certificate.


The entities validate each other's Certificate before trusting the Public Verification Keys in the Certificate. Within the Security Handshake, entity A creates a digital signature of the session parameters using its private signing key and entity B verifies the digital signature using entity A's public verification key. Then the roles are reversed: entity B creates a digital signature and entity A verifies it. For more details see clause 8.2.2.2.

· M2M Authentication Function (MAF)-based Security Association Establishment. This Security Association Establishment Framework uses mutual authentication of the entity A and the M2M Authentication Function (MAF) and derive a M2M Secure Connection key (Kc) that the MAF delivers to entity B (via separate mutually-authenticated communication). The entities then authenticate each other using the M2M Secure Connection key (Kc). Each of Entity A and Entity B can use either symmetric key credentials or certificates for mutual authentication with the MAF. For more details see clause 8.2.2.3
· IBC-Based Security Association Establishment: The entities are each issued with:

· a Secret Signing Key (SSK) that shall be kept secure; and
· 
· a Public Validation Token (PVT); and
· a KMS Public Authentication Key (KPAK).
· The entities dynamically derive a shared secret from their respective SSK, their respective peers’ identity and PVT together with the KPAK. They authenticate each other by performing a (D)TLS PSK handshake using the computed shared secret acting as the pre-shared key. For more details see clause 8.2.2.4.
For a more detailed description of the above Security Association Establishment Frameworks, it is useful to compare the following aspects of the Security Association Establishment Frameworks:

Credential Configuration:

· For the Provisioned Symmetric Key Security Association Establishment Framework, Entity A and Entity B are provisioned with the Provisioned M2M Symmetric Key that entities subsequently use to authenticate each other using pre-provisioning or remote provisioning.

· For the Certificate-Based Security Association Establishment Frameworks, Entity A and Entity B are pre‑provisioned with the Credential that each entity subsequently uses to authenticate itself to the other entity using pre-provisioning or remote provisioning.
· For the MAF-based Security Association Establishment Framework, the MAF Credential Configuration procedure (clause 8.8.3.1) is performed twice: once to provision credentials for mutual authentication of Entity A with MAF, and once to provision credentials for mutual authentication of Entity B with MAF.
· For the IBC-Based Security Association Establishment Frameworks, Entity A and Entity B are pre-provisioned with the IBC Credentials that each entity subsequently uses to authenticate itself to the other entity using pre-provisioning or remote provisioning.
Identity Configuration: Identity configuration can occur as part of Credential Configuration, or can occur at a later time.
·  For the MAF-based Security Association Establishment Framework, the MAF is configured with information about the identities of Entity B and, optionally, Entity A. Clause 8.2.2.3 provides additional details. 
NOTE 1: The current oneM2M specifications do not describe how this information is configured to the MAF.
· 
· Entity A's knowledge of its identity (IdA) has no impact on the security association establishment.

· Entity B shall be configured with its CSE-ID (IdB) prior to Association Configuration.
Association Configuration: 

· 
Entity A shall be provided with IdB, the CSE-ID for Entity B.
NOTE 2: 
The present specification does not describe how Entity A is provided with IdB. Example mechanisms could include configuration via remote management, and discovery mechanisms supported by the Underlying Network(s).
· In the case of Certificate-Based Authentication Framework: each entity (Entity A and Entity B) is additionally configured with the certificate information that the entity subsequently uses to verify the other entity. The necessary certificate information is dependent on the flavour of the certificates, with details provided in clause 8.1.2.4 "Information Needed for Certificate Authentication of another Entity".

· In the case of the MAF-Based Security Association Establishment Framework: 
1. The MAF is provided with the identity of Entity B for which the MAF is authorized to facilitate establishing a security association with Entity A.
2. Entity A and the MAF interact, using the MAF Key Registration procedure (clause 8.8.2.7) to establish M2M Secure Connection Key (Kc) and M2M Secure Connection Key Identifier (KcID) and authorize Entity A to establish a security association with Entity B. This step includes mutual authentication using the MAF Handshake Procedure (clause 8.8.2.2). This step includes Entity A providing the MAF with IdB. See Note 2 above,
Association Security Handshake: Identification, authentication and security context establishment between the entities:

· In the case of the MAF-based Security Association Establishment Framework:

1. Entity A provides the M2M Secure Connection Key Identifier (KcID) to Entity B.

2. Entity B and the MAF interact using the MAF Key Retrieval procedure (clause 8.8.2.8). This step includes mutual authentication using the MAF Handshake Procedure (clause 8.8.2.2). Entity B forwards KcID to the MAF and, if Entity B is authorized, the MAF returns the M2M Secure Connection Key (Kc) and either IdA or a globally unique identifier for the credential used by the MAF to authenticate Entity A during Association Configuration.

3. The M2M Secure Connection Key (Kc) is then used in the Security Handshake for mutual authentication between Entity A and Entity B. 


Entity A associates the resulting security context with IdB: the AE-ID or CSE-ID for Entity B established during Association Configuration.


Entity B associates the security context with one of the following:

· A single Absolute CSE-ID, and indication that Entity A is a CSE;

· A single Absolute AE-ID, and indication that Entity A is a AE; or

· A list of allowed Absolute AE-ID values, and indication that Entity A is an AE. This case applies only when Entity A presents a Device Certificate.


The present document provides the following approaches for Entity B to determine the applicable CSE-ID or AE-ID(s) prior to registration:

· If Entity A is authenticated using a CSE-ID certificate (or AE-ID certificate), then Entity B extracts the CSE-ID (or AE-ID respectively) from the certificate and associates the security context with this CSE-ID (or AE-ID respectively), as described in the certificate profile in clause 10.1.1 "Certificate Profiles".

· In all other cases, Entity B forms a globally unique Credential-ID (see clause 10.4 "Credential-ID Details") identifying the credential used by Entity A in the security association establishment mechanism. The Credential-ID identifies one of a Kpsa (in the case of a PSK SAEF), certificate (in the case of a Certificate-Based SAEF) or the Km (in the case of an MAF-Based SAEF). Entity B subsequently determines the CSE-ID or AE-ID(s) which are applicable for this Credential-ID.

· If Entity B assigned the AE-ID(s) corresponding to this Credential-ID, then Entity B is responsible for determining the AE-ID(s) corresponding to this Credential-ID.

· Otherwise, the CSE-ID or AE-ID(s) can be made available to Entity B via one of the following approaches. The M2M SP is expected to ensure one of these approaches will successfully provide the CSE-ID or AE-ID(s) of Entity A.
-
If the Security Association Establishment procedure is facilitated by an M2M Authentication Function, then the M2M Authentication Function may be provided with the CSE-ID or AE-ID and the M2M Authentication Function may provide this to Entity B at the same time as Kc is provided to Entity B. The M2M Authentication Function could have been provided with the CSE-ID or AE-ID during provisioning, including the case where the M2M Authentication Function is provided with the CSE-ID or AE-ID during remote provisioning by an M2M Enrolment Function (which is similar to the case described in the following bullet).

-
If the Security Association Establishment procedure uses a Provisioned Symmetric Key which was remotely provisioned to Entity A and Entity B, then the M2M Enrolment Function may provide Entity B with CSE-ID or AE-ID during the Remote Security Provisioning procedure. 

-
If the M2M Service Provider assigns Entity A's entity identifier(s), then the CSE-ID or AE-ID(s) may be securely configured by the M2M Service Provider to Entity B prior to the Association Security Handshake. For example, the CSE-ID or AE-ID(s) may be configured as part of Credential Configuration or Association Configuration. This specification permits using other mechanisms, with the assumption that the mechanism provides authentication, integrity protection and optionally confidentiality. 

EXAMPLE 1:
If the M2M Service Provider has the opportunity to configure Entity B prior to deployment, then the M2M Service Provider could configure the CSE-ID or AE-ID(s) to Entity B at this time.

EXAMPLE 2:
A secure remote management protocol could be used to configure Entity B with the CSE-ID or AE-ID(s). However, this is not currently an interoperable feature as there is no standardized management object facilitating this management.

-
In the case that Entity A is an AE and Entity B is a CSE, the applicable AE-ID(s) may be obtained by retrieving the applicable <serviceSubscribedAppRule> resources which are linked to by the ruleLinks attribute of the Entity B's <serviceSubscribedNode> on the IN-CSE as described in clause 10.1.1.2.2 "Application Entity Registration procedure" in oneM2M TS‑0001 [1].

Figure 8.2.1-1 provides a summary of the above defined first three Security Association Establishment Frameworks.
Editor’s note: the IBC-Based Security Association Establishment Framework needs to be included in Figure 8.2.1-1. 

[image: image1.emf]Identity 

Configuration

(Optional) MAF Client Registration

Association

Configuration

Association

Security

Handshake

MAF Key 

Retrieval

MAF Key Registration

Key

Credential 

Configuration 

Pre-Provisioned 

or Remotely 

Provisioned

MAF-Based Certificate-Based

in A: A’s Private Key, A’s 

Certificate +(O)Chain

In B: B’s Private Key, B’s 

Certificate +(O)Chain

In A: IdB, B’s 

Certificate Info

In B: A’s Certificate 

Info

MAF Handshake

(D)TLS Handshake withKmID &Km

MAF Handshake

(D)TLS Handshake withKmID &Km

MAF

A

A B

CertA+ 

(O) ChainA

CertB+ 

(O) ChainB

Provisioned 

SymmetricKey

In B: Kpsa, KpsaID

A B

KpsaID

Kc, KcID

KcID

Kc, IdA or KmID

Kc, KcID

Communication of [parameters]

Mutual authentication

[parameters]

Internal generation of [parameters]

[parameters]

KcID

In A: Kpsa, 

KpsaID

In A: MAF URIs, credential for MAF authn 

* Km, KmID or 

* as for cert-based + MAF trust anchors

In A: IdB  (o) IdB 

IdB

In B: As for A, but with its own credentials

In MAF: Credentials for A/B authn

* Km & KmID for A/B (retrieved in MAF Client 

Registration if remotely provisioned). 

* MAF private key, MAF cert+chain, trust anchors

IdB 

Entity B is configured with IdB (CSE-ID)

B

B may also 

perform

MAF Client 

Registration 

(D)TLS Handshake withKmID &Km

KmID


Figure 8.2.1-1: Overview of the Security Association Establishment Frameworks
supported by oneM2M

-----------------------End of change 4---------------------------------------------

-----------------------Start of change 5-------------------------------------------

8.2.2.4 IBC-Based Security Association Establishment Frameworks

This clause describes the IBC-Based Security Association E
stablishment Framework.
Figure 8.2.2.4-1 illustrates the sequence of events when using the IBC-Based Security Association Establishment Framework. In this description, “Entity A” and “Entity B” correspond to either two CSEs or a CSE and an AE.
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Figure 7.1.2-1: The sequence of events when using the IBC-Based Security Association Establishment Framework
Credential Configuration: The IBC credentials (IdA, SskA, PvtA, KPAK) and (IdB, SskB, PvtB, KPAK) shall be  pre-provisioned to entity A and entity B respectively as described in clause 8.1.2.4. 
Association Configuration:

· Entity A shall be configured with Entity B identity (IdB) prior to performing the Association Security Handshake. This identity is used to route the (D)TLS exchange.
Association Security Handshake: The entities shall perform a (D)TLS PSK handshake with IBC credentials to establish a secure session. The details are described as follows, where unless specified, TLS messages shall remain the same as in the original (D)TLS PSK handshake.

1. Entity A shall initiate TLS with B using a TLS PSK ciphersuite, i.e., Entity A shall send a TLS ClientHello message with PSK ciphersuite to entity B. The (D)TLS cipher suite profile for the IBC-Based Security Association Establishment Framework shall conform to clause 10.2.2.
2. Entity B shall return TLS message ServerKeyExchange, in which the “psk_identity_hint” parameter in ServerKeyExchange shall be set to be PvtB@IdB.

3. After receiving ServerKeyExchange message, entity A shall retrieve IdB and PvtB, compute a key Ka = KeyGen(IdB, PvtB, SskA, KPAK) and set TLS “psk parameter” to be Ka. The function KeyGen shall conform to clause 10.8.2.

4. Entity A shall send TLS message ClientKeyExchange and Finished, where the “psk_identity” parameter in ClientKeyExchange is set to be PvtA@IdA;

5. After receiving ClientKeyExchange, entity B shall retrieve IdA and PvtA, compute a Key Kb = KeyGen(IdA, PvtA, SskB, KPAK), and shall set TLS “psk parameter” parameter to be Kb. The function KeyGen shall conform to clause 10.8.2.

6. Entity B shall send TLS message Finished to A and complete the TLS PSK handshake;
7. Following successful authentication of Entity B, Entity A shall associate the security context with IdB;
8. Following successful authentication of Entity A, Entity B shall associate the security context with IdA;
-----------------------End of change 5---------------------------------------------

-----------------------Start of change 6---------------------------------------------

10.8 IBC-Based Security Framework Details
10.8.1 IBC Credential Profiles

The IBC credentials (ID, PVT, SSK, KPAK) are compliant with the specification IETF RFC 6507[i.29].
10.8.2 Key Generation Algorihm Details
The Key Genenration Algorithm KeyGen shall be implemented as follows.

Let entity A and entity B have IBC credentials (IdA, PvtA, SskA, KPAK) and (IdB, PvtB , SskB, KPAK) respectively, 
KeyGen for A

Input: IdB, PvtB, SskA, KPAK
Output: KA
1) Compute HSB = SHA-256(KPAK||IDB||PvtB);
2) Compute TMP = KPAK + [HSB]PvtB;
3) Compute Kt = [SskA]TMP;
4) Output KA as the first 128 bits of SHA-256(Kt).
-----------------------End of change 6---------------------------------------------
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