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	CHANGE REQUEST

	Group Name:*
	TP#8

	Source:*
	Roland Hechwartner, Deutsche Telekom, Rapporteur

	Format:*
	Physical meeting

	Date:*
	2013-12-13

	Contact:*
	Roland Hechwartner (roland.hechwartner@t-mobile.at)

	Reason for Change/s:*
	The CR contains definitions and acronyms for inclusion into TR-0004, that have been agreed in WG1 (in REQ-2013-0425R02, REQ-2013-0429R02).

	Clause/Sub Clause

Affected*
	Section 3,4

	Agenda Item:*
	t.b.d.

	Work item(s):
	WI 0003 Vocabulary, Roles and Focus Areas for oneM2M Technical Work

	Document(s) 

Impacted*
	oneM2M-TR-0004-Definitions_and_Acronyms-V0.3.0

	Intended purpose of

document:*
	 FORMCHECKBOX 
 Decision

 Discussion

 Information

 Other <specify>

	Decision requested or recommendation:*
	TP should agree to this CR being incorporated in the TR-0004-Definitions_and_Acronyms-V0_3_0. 


oneM2M IPR STATEMENT

Participation in, or attendance at, any activity of oneM2M, constitutes acceptance of and agreement to be bound by all provisions of IPR policy of the admitting Partner Type 1 and permission that all communications and statements, oral or written, or other information disclosed or presented, and any translation or derivative thereof, may without compensation, and to the extent such participant or attendee may legally and freely grant such copyright rights, be distributed, published, and posted on oneM2M’s web site, in whole or in part, on a non-exclusive basis by oneM2M or oneM2M Partners Type 1 or their licensees or assignees, or as oneM2M SC directs.
*********************** Start of Changes ***********************
3.2 A

Access Control Attributes: Set of parameters of the originator, target resource, and environment against which there could be rules evaluated to control access.

Note: An example of Access Control Attributes of Originator is a role. Examples of Access Control Attributes of Environment are time, day and IP address. An example of Access Control Attributes of targeted resource is creation time.
Access Decision:  Authorization reached when an entity’s Privileges, as well as other Access Control Attributes, are evaluated. 
Access Control List [i.4]: list of permissions to grant access to an object.

Editor’s note: Use of “Permissions” or “Privileges” in this definition is FFS.
Access Control Role: Security attribute associated to an entity defining the entity’s access rights or limitations to allowed operations.

Note: One or more operations can be associated to an Access Control Role. An Access Control Role can be associated to one or more entities and an entity can assume one or more Access Control Roles.

3.17 P

Privilege: Qualification given to an entity that allows a specific operation (e.g. Read/Update) on a specific resource (e.g.: an entry in ACL specifies a privilege, not an Access Decision).
Note: In addition to being granted a Privilege, the entity must also satisfy any conditions of the Access Control Attributes.

3.19 R

Role-Based Access Control [i.4]: permissions attributed to an Access Control Role granting access to an object.

3.20 S
Security Provisioning: The process of configuring a device to enable access to a service provided by a target entity, such as communication services or M2M services. This involves putting in the device and target entity the security Credential that will be used for Mutual Authentication. 

Security Pre-Provisioning: The Security Provisioning performed prior to device deployment, e.g. during manufacturing.

Security Bootstrapping: The remote Security Provisioning for a service of a device deployed in the field.

[…]

4.2 
ACL

Access Control List 
4.19 
RBAC

Role-Based Access Control

*********************** End of Changes ***********************
© 2013 oneM2M Partners
                                                                                                   Page 3 (of 3)



[image: image1.png]