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Introduction
Security elements such as UICC can be used to hold secrets that shall not be exposed and facilitate pre-provisioning, however enabling these capabilities in the context of oneM2M services requires the definition of an interoperable framework for information exchange between the SE and its environment.
UICC is a common SE platform used in telecom that has proven successful for such purposes. The current contribution provides an outline for an interoperable framework covering the scenarios currently addressed in TS-0003. However the exact formatting of data objects needs to be aligned with Stage 3 definitions. 
-----------------------Start of change 1-------------------------------------------
Annex X (normative):
UICC security framework to support oneM2M Services
This annex is applicable when UICC (a type of Independent Security Element compliant with TS 102 221 [b] and TS 102 671 [a]) is involved in M2M service layer security, whether it only serves as a mean to pre-provision M2M Service layer material in M2M Devices/Gateways, or it is further used as Secured Environment in an M2M Device/Gateway.

Specifically, the involvement of  UICC in oneM2M security may include any of the following steps:

· Pre-provisioning of initial credentials in M2M nodes by any of the following methods:

· simple pre-provisioning and administration of M2M Service material (initial credentials and other pre-provisioned parameters), i.e. UICC-based M2M service provisioning; 
· support for infrastructure assisted bootstrapping of the M2M symmetric credentials by derivation from symmetric Access Network credentials stored in the UICC, using GBA.
· Derivation of a security association key directly derived from symmetric Access Network Credentials, using GBA. Note that this process can be supported by a Network Access Application on the UICC independently of the presence of the information structure specified in the present annex. 
The support of UICC provisioning of M2M service subscription information shall be indicated in the M2M Service Table for the corresponding M2M Service Subscription as specified in the present annex.

The support of key derivation using GBA that may be used for bootstrapping or security association shall always be indicated in the Service Table of the UICC application of the Access Network Operator supporting the GBA infrastructure.

At the most basic level, UICC-based M2M pre-provisioning requires an interoperable framework to store and administrate related information in the UICC. Further involvement requires a framework for discovery of available services offered by the UICC for the hosting M2M field node. The purpose of the present annex is to specify this framework, which enables both initial service provisioning and remote security administration of the subscription information during the subscription lifetime.

A common scenario is where an M2M field node holds a UICC application protecting Access Network security credentials, and these credentials are used to derive M2M Service Layer security credentials used for M2M service bootstrapping or security association establishment in the service layer . As these scenarios require a trust agreement between the involved Access Network operator and M2M Service Provider, UICC support for M2M services in such situation shall be handled within the context of the associated Network Access application on the UICC. In particular, the UICC support for M2M credentials derivation using GBA  shall be indicated within the UICC application of the Access Network operator. This is specified in clause J.1.

Even when the M2M Service Layer credentials are not derived from Access Network Credentials, the UICC may be used as a secure environment that securely protects the symmetric or asymmetric credential used to root security in an M2M field node. In such cases, the M2M subscription information and related methods constitute an independent application that resides on a UICC, in the sense of TS 102 221 [b]. In particular, TS 102 221 [b] specifies the application independent properties of the UICC/terminal interface such as the physical characteristics and the logical structure. 
Note: A terminal in the sense of TS 102 221 [b] is the part of the M2M field node that holds the UICC, e.g. a communication modem or an M2M Node processing environment. 
The specific properties of the M2M Service Provider Identity Module application holding symmetric credentials is specified in clause J.2.

The storage of M2M information elements in the UICC and the procedures used for communication between the hosting M2M field node and the UICC shall be as specified in the present annex. The present annex uses abbreviations and coding conventions defined in TS 102 221 [b]. 

J.1
Access Network UICC-based oneM2M Service Framework 

J.1.1
Access Network UICC-based oneM2M Service Framework characteristics
An Access Network UICC-based oneM2M Service Framework is always associated with a single M2M Service Subscription and consists of a single DF, DF1M2M, complying with the specifications in J.1.3, implemented in the ADF of a Network Access Application on the UICC. This situation addresses the case where a trust relationship has been established between the M2M SP and the AN operator owning the hosting ADF. 

NOTE 1:
This does not necessarily imply that the Access Network credentials of the corresponding ADF are used to derive the M2M Service Layer Credentials: e.g. an Access Network operator may refuse derivation from Access Network credentials to an M2M Service Provider, but may still accept to provide space on its UICC to pre-provision independent credentials or support service infrastructure-assisted bootstrapping. 

There may be several oneM2M service frameworks (DF1M2M) within the ADF of a single Access Network subscription, in case this Access Network subscription is used by several independent M2M Service subscriptions. The file IDs of the DF1M2M in any ADF shall be listed under the corresponding entry in EFDIR as specified in J.1.2.

NOTE 2:
A single M2M service layer subscription can also use multiple access networks: such subscriptions are best provisioned in a dedicated ADF as specified in clause J.2. 

The content of any DF1M2M in an Access Network application ADF shall be as specified in clause J.1.3.

J.1.2
M2M Service Framework discovery for Access Network UICC 

When a UICC Network Access application supports one or more M2M Service subscription, with a DF1M2M, the EFDIR entry corresponding to this UICC Network Access Application shall contain the following M2M related Data Objects:

· oneM2M Service Framework DO: defining the association between the identifier of one M2M Service Subscription provisioned in the ADF and the related DF corresponding to this M2M subscription. Likewise, each M2M Service Subscription is associated to one DF. Each of these DFs is hereafter referred as DF1M2M.

There shall be as many oneM2M Service Framework Data Objects as there are M2M Service Subscriptions provisioned in the ADF. 

Table J.1: Coding of oneM2M related DOs

	Bytes
	Length
	Description
	Status

	1
	1
	Discretionary template tag = '73'
	M

	2
	1
	Length of the discretionary template = X
	M

	3 to (2+X)
	X
	Discretionary Template
	X


Table J.2: Coding of oneM2M Discretionary Template related DOs

	Bytes
	Length
	Description
	Status

	1
	1
	oneM2M service specific data content tag = [TO BE ASSIGNED BY ETSI SCP]
	M

	2
	1
	M2M service specific data content length = Y
	M

	3 to (2+Y)
	Y
	M2M service specific data content
	M


Table J.3: Coding of oneM2M Service Specific Data Content related DOs

	Bytes
	Length
	Description
	Status

	1
	1
	oneM2M supported service provisioning tag = '80'
	M

	2
	1
	Length of the M2M supported service provisioning tag = A
	M

	3 to 4
	2
	M2M Dedicated File Identifier for following M2M service subscription
	M

	5 to (A+2)
	(A-2)
	M2M Subscription Identifier 
	M


Coding:

· M2M Dedicated File identifier:

· Contain the file identifier of the DF1M2M associated to the provisioning of the M2M Service subscription identified in the DO.

· M2M Subscription Identifier:

· The identifier of the M2M service subscription provisioned in the DF1M2M indicated in the Data Object, encoded in binary format.

J.1.3
Content of files at the DF1M2M level

This clause specifies the EFs for the M2M service provisioning specific to a single M2M service provider, defining access conditions, data items and coding. A data item is a part of an EF which represents a complete logical entity.

The file structure for DF1M2M is illustrated in figure J.1:
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Figure J.1: File identifiers and directory structures of DF1M2M in an hosting
Access Network application ADF

J.1.3.1
EF1M2MST (oneM2M Service Table)

This EF indicates which optional oneM2M services are available for the corresponding subscription. If a service is not indicated as available in the oneM2M DF, the hosting M2M field node shall not select this service. The presence of this file is mandatory if optional services are provided by the subscription.

	Identifier: '6F0A'
	Structure: transparent
	Mandatory

	SFI: '0A'
	

	File size: X bytes, X >( 1
	Update activity: low

	Access Conditions:


READ
ALW


UPDATE
ADM


DEACTIVATE
ADM


ACTIVATE
ADM



	Bytes
	Description
	M/O
	Length

	1
	Services n(1 to n(8
	M
	1 byte

	2
	Services n(9 to n(16
	O
	1 byte

	3
	Services n(17 to n(24
	O
	1 byte

	4
	Services n(25 to n(32
	O
	1 byte

	etc.
	
	
	

	X
	Services n((8X‑7) to n((8X)
	O
	1 byte


	‑Services
	
	

	   Contents:
	Service n°1:
	Local CSE-ID provisioning

	
	Service n°2
	IN-CSE-ID list provisioning

	
	Service n°3
	MAF FQDN provisioning

	
	Service n°4
	Local M2M AE-ID list provisioning

	
	Service n°5
	Bootstrapping: MEF address provisioning

	
	Service n°11

Service n°12
	GBA Service Bootstrapping – Kmr derivation (see Note)

GBA Service Connection – Kmc derivation (see Note)


NOTE:
Services n° 11 and 12 can only be available in a oneM2M Service Table located in a DF1M2M hosted in the ADF of the Network Access Application from which the M2M Service Layer credentials are expected to be derived.

The EF shall contain at least one byte. Further bytes may be included, but if the EF includes an optional byte, then it is mandatory for the EF to also contain all bytes before that byte. Other services are possible in the future and will be coded on further bytes in the EF. Coding:


1 bit is used to code each service:
bit = 1: service available;
bit = 0: service not available.

· Service available means that the M2M Service Subscription provisioned in the current DF or ADF has the capability to support the service and that the service is available for the user of the M2M Service Subscription.
Service not available means that the service shall not be used by the M2M Service Subscription user, even if the M2M Service Subscription has the capability to support the service.
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etc.

J.1.3.2
EF1M2MSID (oneM2M Subscription Identifier)

This EF contains the oneM2M Subscription Identifier.

	Identifier: '6F02'
	Structure: transparent
	Mandatory

	SFI: '02'
	

	File size: X bytes
	Update activity: low

	Access Conditions:


READ
              ALW


UPDATE
               ADM


DEACTIVATE
ADM


ACTIVATE
ADM



	Bytes
	Description
	M/O
	Length

	1
	M2M Subscription Identifier TLV data object
	M
	X bytes


The oneM2M subscription identifier shall be binary encoded. The tag value of the oneM2M Subscription Identifier TLV data object shall be '80'.

J.1.3.3
EF1M2MSPID (oneM2M Service Provider Identifier)

This EF contains the oneM2M Service Provider Identifier of the M2M Service Provider related to the subscription in EF1M2MSID.

	Identifier: '6F03'
	Structure: transparent
	Mandatory

	SFI: '03'
	

	File size: X bytes
	Update activity: low

	Access Conditions:


READ
              ALW


UPDATE   
ADM


DEACTIVATE
ADM


ACTIVATE
ADM



	Bytes
	Description
	M/O
	Length

	1
	M2M-SP-ID TLV data object
	M
	X bytes


The content and coding is (TBD to align with Stage 3). The tag value of the M2M-SP-ID TLV data object shall be '80'.

J.1.3.5
EFM2MCSEID (M2M local CSE Identifier)

This EF contains the local CSE Identifier, CSE-ID, for the M2M field node associated to the subscription in EF1M2MSID. If present, this file is used by the M2M field node to pre-provision the SCL-ID. If service n°1 is "available", this file shall be present.

	Identifier: '6F05'
	Structure: transparent
	Optional

	SFI: '05'
	

	File size: X bytes
	Update activity: low

	Access Conditions:


READ
              ALW


UPDATE
              ADM


DEACTIVATE
ADM


ACTIVATE
ADM



	Bytes
	Description
	M/O
	Length

	1
	CSE-ID TLV data object
	M
	X bytes


The content and coding is as defined for CSE-ID. The tag value of the M2M-CSE-ID TLV data object shall be '80'.

J.1.3.6
EFM2MAE-ID (M2M Application Identifiers list)

This EF contains the list of M2M Application Identifiers (AE-IDs) for the local M2M applications supported by the subscription in EF1M2MSID. If service n°4 is "available", this file shall be present.

	Identifier: '6F06'
	Structure: Linear fixed
	Optional

	SFI: '06'
	

	Record length: X bytes
	Update activity: low

	Access Conditions:


READ
              ALW


UPDATE
               ADM


DEACTIVATE
ADM


ACTIVATE
ADM



	Bytes
	Description
	M/O
	Length

	1 to X
	M2M AE-ID TLV data object
	M
	X bytes


M2M App-ID URI

Contents:

-
M2M AE-ID formatted as a TBD.

Coding:
· TBD

The tag value of the M2M AE-ID TLV data object shall be '80'.

J.1.3.7
EFM2MNSCLIDS (M2M IN-CSE IDs list)

This EF contains a list of pre-provisioned M2M IN-CSE-ID used to determine the next point of contact after provisioning or M2M Service Bootstrapping. If service n°2 is "available", this file shall be present.

	Identifier: '6F08'
	Structure: Linear fixed
	Optional

	
	

	Record length: X bytes
	Update activity: low

	Access Conditions:


READ
              ALW


UPDATE
               ADM


DEACTIVATE
ADM


ACTIVATE
ADM



	Bytes
	Description
	M/O
	Length

	1 to X
	M2M IN-CSE-ID TLV data object
	M
	X bytes


M2M NSCL-ID URI

Contents:

-
M2M IN-CSE-ID formatted as TBD.
Coding:

-
TBD
The tag value of the URI TLV data object shall be '80'.

J.1.3.8
EFMAFFQDN (MAF-FQDN)

This EF is used to pre-provision the FQDN of the MAF to be used for M2M Service Connection after M2M Service Bootstrapping. If service n°3 is "available", this file shall be present.

	Identifier: '6F09'
	Structure: Transparent
	Optional

	
	

	Length: X bytes
	Update activity: low

	Access Conditions:


READ
              ALW


UPDATE  
ADM


DEACTIVATE
ADM


ACTIVATE
ADM



	Bytes
	Description
	M/O
	Length

	1
	MAF FQDN TLV data object
	M
	X bytes


MAF FQDN

Contents:

-
MAF-FQDN

Coding:

-
The MAF-FQDN shall be encoded to an octet string according to UTF-8 encoding rules as specified in RFC 3629 [78]. The tag value of the MAS FQDN TLV data object shall be '80'.

J.1.3.9
EF1M2MMEFID (M2M Enrolment Function Identifier)

This EF contains one or more M2M Enrolment Function addresses. The first record in the EF shall be considered to be of the highest priority. The last record in the EF shall be considered to be the lowest priority. If service n°5 is "available", this file shall be present.

	Identifier: '6F07'
	Structure: linear fixed
	Optional

	
	

	Record length: X bytes
	Update activity: low

	Access Conditions:


READ
ALW


UPDATE
ADM


DEACTIVATE
ADM


ACTIVATE
ADM



	Bytes
	Description
	M/O
	Length

	1 to X
	MEF Address TLV data object
	M
	X bytes


MEF Address

Contents:

· Address of MEF, in the format of a FQDN, an IPv4 address, or an IPv6 address.

Coding:

· The tag value of this MEF address TLV data object shall be '80'. The format of the data object is as follows:

	Field
	Length (bytes)

	Tag
	1

	Length
	1

	Address Type
	1

	MEF Address
	Address Length


· Address Type: Type of the MEF address.


This field shall be set to the type of the MEF address according to the following:

	Value
	Name

	0x00
	FQDN

	0x01
	IPv4

	0x02
	IPv6

	All other values are reserved
	


· MEF Address: Address of the M2M Service Bootstrap Function.


This field shall be set to the address of the M2M Enrolment Function. When the MEF type is set to 0x00, the corresponding MEF Address shall be encoded to an octet string according to UTF-8 encoding rules as specified in RFC 3629 [78].

Unused bytes shall be set to 'FF'.

J.2
oneM2M Service Module application for symmetric credential on UICC (1M2MSM)

This clause defines the oneM2M Service Module (1M2MSM), an application used for oneM2M Service Layer security functionalities and subscription provisioning based on symmetric credentials. This application resides on the UICC, an IC card specified in TS 102 221 [b]. In particular, TS 102 221 [b] specifies the application independent properties of the UICC/terminal interface such as the physical characteristics and the logical structure. There may be several 1M2MSM ADFs on a single UICC, corresponding to independent oneM2M Service Subscriptions.

J.2.1
oneM2M Service Module application file structure

This clause specifies the EFs for the oneM2M service Layer defining access conditions, data items and coding. A data item is a part of an EF which represents a complete logical entity.

J.2.1.1
Content of UICC files at the Master File (MF) level

Files at the UICC MF level are application independent as specified in TS 102 221 [b]. Only the EFDIR and EFICCID files are mandatory on UICC for the purpose of 1M2MSM applications. In any case all files shall be as specified in TS 102 221 [b].

J.2.1.2
Content of files at the 1M2MSM ADF (Application DF) level

The EFs in the 1M2MSM ADF contain oneM2M subscription related information that is required for M2M field nodes operating in an oneM2M environment. This ADF shall be selected using its AID and information in EFDIR. The AID for 1M2MSM applications shall be constructed as specified in TS 101 220 [c].

The File IDs '6F1X' (for EFs), '5F1X' and '5F2X' (for DFs) with X ranging from '0' to 'F' are reserved under the 1M2MSM ADF for administrative use by the card issuer.

The DF1M2M substructure used to isolate the provisioning of network access dependent M2M service related information in a Network Access Application ADF is not needed for access network independent provisioning of an M2M service subscription in a 1M2MSM ADF. Therefore, all the EFs specified in clause J.1.3 shall be present at the 1M2MSM ADF level. The file structure of the ADFM2MSM is illustrated in figure J.2.
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Figure J.2: File identifiers and directory structures of ADF1M2MSM
J.2.2
oneM2M Subscription related procedures for M2M Service

This clause specifies the procedures that shall be executed by M2M field nodes to interact with a oneM2M Service Subscription on UICC. They are applicable independently of the file structure supporting the oneM2M Service Subscription (1M2MSM ADF or DF1M2M under a Network Access Application ADF), unless otherwise indicated. 

J.2.2.1
Initialization – 1M2MSM Application selection

This procedure only applies to an M2M subscription supported in a 1M2MSM ADF.

If the M2M field node wants to engage in M2M operation, then after UICC activation (see TS 102 221 [b]), the M2M field node shall select a 1M2MSM application, if a 1M2MSM application is listed in the EFDIR file, using the SELECT by DF name as defined in TS 102 221 [b]. 

After a successful oneM2M application selection, the selected oneM2M AID is stored on the UICC. This application is referred to as the last selected 1M2MSM application. The last selected 1M2MSM application shall be available on the UICC after a deactivation followed by an activation of the UICC.

If a oneM2M application is selected using partial DF name, the partial DF name supplied in the command shall uniquely identify a 1M2MSM application. Furthermore if a 1M2M application is selected using a partial DF name as specified in TS 102 221 [b] indicating in the SELECT command the last occurrence, the UICC shall select the oneM2M application stored as the last oneM2M application. If, in the SELECT command, the options first, next/previous are indicated, they have no meaning if an application has not been previously selected in the same session and shall return an appropriate error code.

J.2.2.2
1M2MSM session termination

This procedure only applies to a oneM2M subscription supported in a 1M2MSM ADF.

The oneM2M UICC session is terminated by the M2M field node as follows:

· The M2M field node shall indicate to the oneM2M UICC application that the termination procedure is starting, by sending a particular STATUS command.

· Finally, the M2M field node deletes all the M2M subscription related information elements from its memory.

· To actually terminate the session, the M2M field node shall then use one of the mechanisms described in TS 102 221 [b].

J.2.2.3
oneM2M Service discovery procedure

This procedure is used to discover the oneM2M related services offered by a oneM2M UICC.

The M2M field node shall perform the reading procedure with EF1M2MST. If no oneM2M related service is indicated as available, the M2M field node shall assume that only the provisioning of mandatory parameters is available in DF1M2M.

J.2.2.4
oneM2M Service provisioning procedures

These procedures are used by an M2M field node in order to bootstrap an M2M service subscription provisioned on the UICC.

The M2M field node shall perform the reading procedure with EF1M2MSID and EF1M2MSPID, and EFCSEID, EFINCSEID, EFMAFFQDN according to available services indicated in EF1M2MST.

J.2.2.5
oneM2M Application Identifiers provisioning procedure

This procedure provisions a list of M2M Application Identifiers that may be enabled on the M2M node in relation with the oneM2M Service Subscription.

Condition: Service number 4 shall be available in the oneM2M Service Table.

Under this condition, the M2M field node shall perform the reading procedure with EFM2MAEID.

J.2.2.6
oneM2M Service bootstrapping related procedures

These procedures are used by the M2M field node to perform M2M Service Bootstrapping with the assistance of the UICC, depending on available services in EF1M2MST and the supported AUTHENTICATE commands contexts (e.g. GBA support by a Network Access Application) indicated for the hosting ADF.

MEF ID Provisioning:

Condition: Service number 5 shall be available in the oneM2M Service Table.

Under this condition, the M2M field node shall perform the reading procedure with EFMEFID, if the related service is available.

Key derivation:

This procedure is dependent on the Authentication Framework supported by the UICC and indicated in the Service Table of the hosting ADF.

After identifying the supported authentication framework, the M2M field node shall check availability of Service number 11  in EF1M2MST: If the service is available, the D/G M2M Node shall perform a GBA AUTHENTICATE with the parameters for GBA bootstrapping.

J.2.2.7
oneM2M Security Association related procedures

Key derivation:

This procedure is dependent on the Authentication Framework supported by the UICC and indicated in the Service Table of the hosting Network Access Application ADF.

After identifying the supported authentication framework, the M2M field node shall check availability of Service number 12  in EF1M2MST: If the service is available, the M2M field node shall perform a GBA AUTHENTICATE with the parameters for GBA Security Association.

-----------------------End of change 1---------------------------------------------

-----------------------Start of Changes to References Section -------------

2.1
Normative references

The following referenced documents are necessary for the application of the present document.
[a]
ETSI TS 102 671 "Smart Cards; Machine-to-Machine UICC; Physical and logical characteristics" URL:http://www.etsi.org/
[b]
ETSI TS 102 221 "Smart Cards; UICC-Terminal Interface; Physical and logical characteristics" URL:http://www.etsi.org/
[c]
ETSI TS 101 220 "Smart Cards; ETSI numbering system for telecommunication application providers" URL:http://www.etsi.org/
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