Doc# TS-0007-Mca_Device_Configuration_service 

	

	INPUT CONTRIBUTION

	Group Name:*
	WG5/WG2

	Title:*
	TS-0007 Mca Device Configuration service

	Source:*
	Weixiang Shao, ZTE Corporation, shao.weixiang@zte.com.cn

	Contact:
	Weixiang Shao, ZTE Corporation, shao.weixiang@zte.com.cn

	Date:*
	2014-07

	Abstract:*
	Add services for Device Configuration requests across the Mca 


	Agenda Item:*
	TP#12

	Work item(s):
	TS-0007 WI

	Document(s) 
Impacted*
	TS-0007

	Intended purpose of
document:*
	|X| Decision
|X| Discussion
|_| Information
|_| Other <specify>

	Decision requested or recommendation:*
	Update TS for inclusion



oneM2M Notice
The document to which this cover statement is attached is submitted to oneM2M.  Participation in, or attendance at, any activity of oneM2M, constitutes acceptance of and agreement to be bound by terms of the Working Procedures and the Partnership Agreement, including the Intellectual Property Rights (IPR) Principles Governing oneM2M Work found in Annex 1 of the Partnership Agreement.






6.6	Device Management	4
6.6.1	Overview	4
6.6.1.1	Device Management	4
6.6.1.1.1	Supporting Rules	4
6.6.2	Service Capabilities	5
6.6.2.7	getDeviceInformation	5
6.6.2.7.1	Pre-conditions	5
6.6.2.7.2	Signature - getDeviceInformation	6
6.6.2.7.3	Service Interactions	6
6.6.2.7.4	Post-Conditions	6
6.6.2.7.5	Exceptions	7
6.6.2.7.6	Policies for Use	7
6.6.2.7.7	oneM2M Resource Interworking	7
6.6.2.8	getDeviceCapabilities	8
6.6.2.8.1	Pre-conditions	8
6.6.2.8.2	Signature –getDeviceCapabilities	8
6.6.2.8.3	Service Interactions	8
6.6.2.8.4	Post-Conditions	9
6.6.2.8.5	Exceptions	9
6.6.2.8.6	Policies for Use	9
6.6.2.8.7	oneM2M Resource Interworking	9
6.6.2.9 	enableDeviceCapability	10
6.6.2.9.1	Pre-conditions	10
6.6.2.9.2	Signature –enableDeviceCapability	10
6.6.2.9.3	Service Interactions	10
6.6.2.9.4	Post-Conditions	11
6.6.2.9.5	Exceptions	11
6.6.2.9.6	Policies for Use	11
6.6.2.9.7	oneM2M Resource Interworking	11
6.6.2.10	 disableDeviceCapability	12
6.6.2.10.1	Pre-conditions	12
6.6.2.10.2	Signature –disableDeviceCapability	12
6.6.2.10.3	Service Interactions	12
6.6.2.10.4	Post-Conditions	13
6.6.2.10.5	Exceptions	13
6.6.2.10.6	Policies for Use	13
6.6.2.10.7	oneM2M Resource Interworking	13
6.6.2.11 	configDeviceParameter	14
6.6.2.11.1	Pre-conditions	14
6.6.2.11.2	Signature –configDeviceParameter	14
6.6.2.11.3	Service Interactions	14
6.6.2.11.4	Post-Conditions	15
6.6.2.11.5	Exceptions	15
6.6.2.11.6	Policies for Use	15
6.6.2.11.7	oneM2M Resource Interworking	15
6.6.2.12	provisionDeviceConfig	16
6.6.2.12.1	Pre-conditions	16
6.6.2.12.2	Signature - provisionDeviceConfig	16
6.6.2.12.3	Service Interactions	16
6.6.2.12.4	Post-Conditions	17
6.6.2.12.5	Exceptions	17
6.6.2.12.6	Policies for Use	17
6.6.2.6.7	oneM2M Resource Interworking	17
6.6.2.13	reportDeviceConfig	18
6.6.2.13.1	Pre-conditions	18
6.6.2.13.2	Signature –reportDeviceConfig	18
6.6.2.13.3	Post-Conditions	18
6.6.2.13.4	Exceptions	18
6.6.2.13.5	Policies for Use	18
6.6.2.13.6	oneM2M Resource Interworking	18
6.7	Management Adapter	19
6.7.2	Service Capabilities	19
6.7.2.6	getDeviceInformation	19
6.7.2.6.1	Pre-conditions	19
6.7.2.6.2	Signature –getDeviceInformation	19
6.7.2.6.3	Post-Conditions	19
6.7.2.6.4	Exceptions	19
6.7.2.6.5	Policies for Use	19
6.7.2.6.6	oneM2M Resource Interworking	19
6.7.2.7	getDeviceCapabilities	20
6.7.2.7.1	Pre-conditions	20
6.7.2.7.2	SIgnature –getDeviceCapabilities	20
6.7.2.7.3	Post-Conditions	20
6.7.2.7.4	Exceptions	20
6.7.2.7.5	Policies for Use	20
6.7.2.7.6	oneM2M Resource Interworking	20
6.7.2.8	enableDeviceCapability	21
6.7.2.8.1	Pre-conditions	21
6.7.2.8.2	SIgnature –enableDeviceCapability	21
6.7.2.8.3	Post-Conditions	21
6.7.2.8.4	Exceptions	21
6.7.2.8.5	Policies for Use	21
6.7.2.8.6	oneM2M Resource Interworking	21
6.7.2.9	disableDeviceCapability	22
6.7.2.9.1	Pre-conditions	22
6.7.2.9.2	SIgnature –disableDeviceCapability	22
6.7.2.9.3	Post-Conditions	22
6.7.2.9.4	Exceptions	22
6.7.2.9.5	Policies for Use	22
6.7.2.9.6	oneM2M Resource Interworking	22
6.7.2.10	configDeviceParameter	23
6.7.2.10.1	Pre-conditions	23
6.7.2.10.2	Signature –configDeviceParameter	23
6.7.2.10.3	Post-Conditions	23
6.7.2.10.4	Exceptions	23
6.7.2.10.5	Policies for Use	23
6.7.2.10.6	oneM2M Resource Interworking	23
Annex D (Informative): Device Management Services	24
D.2	Supporting Services	24
D.2.1	Message Exchange	24
D.2.1.1	Service Capabilities	24
D.2.1.1.7	getDeviceInformation	24
D.2.1.1.8	getDeviceCapabilities	26
D.2.1.1.9	enableDeviceCapability	28
D.2.1.1.10	disableDeviceCapability	30
D.2.1.1.11	configDeviceParameter	32
D.2.1.1.12	provisionDeviceConfig	34
D.2.1.1.13	reportDeviceConfig	36



[bookmark: _Toc393186170]6.6	Device Management
[bookmark: _Toc393186171]6.6.1	Overview
[bookmark: _Toc393186172]6.6.1.1	Device Management
Device firmware management operations including downloadFirmware, installFirmware, getFirmwareInformation, getFirmwareExecStatus, reportFirmwareStatus, upgradeFirmware.
Device configuration operations including operations for configuration of device capabilities and operations for device topology management. 
The operations for configuration of device capabilities including getDeviceInformation, getDeviceCapabilities, enableDeviceCapability, disableDeviceCapability, configDeviceParameter, provisionDeviceConfig, reportDeviceConfig. 
[bookmark: _Toc393186173]6.6.1.1.1	Supporting Rules
6.6.1.1.1.7	Device Info Type
The DeviceInfo is a complex type that describes the device label, manufacturer, model, device type, firmware version, software version, hardware version.
	Parameter
	Optional
	Description

	deviceLabel
	YES
	Unique device label assigned by the manufacturer. The uniqueness may be global or only valid within a certain domain (e.g. vendor-wise or for a certain deviceType).

	manufacturer
	YES
	The name/identifier of the device manufacturer.

	model
	YES
	The name/identifier of the device mode assigned by the manufacturer.

	deviceType
	YES
	The type (e.g. cell phone, photo frame, smart meter) or product class (e.g. X-series) of the device.

	fwVersion
	YES
	The firmware version of the device.
NOTE:	If the device only supports one kind of Software this is identical to softwareVersion.

	swVersion
	YES
	The software version of the device.

	hwVersion
	YES
	The hardware version of the device.


Table 6.6.1.1.1.7-1 Type: DeviceInfo

6.6.1.1.1.8	Memory Type
The Memory is a complex type that describes the current available amount of memory and the total amount of memory.
	Parameter
	Optional
	Description

	memAvailable
	YES
	The current available amount of memory.

	memTotal
	YES
	The total amount of memory.


Table 6.6.1.1.1.8-1 Type: Memory

6.6.1.1.1.9	Battery Type
The Battery is a complex type that describes the current battery level and the status of the battery.
	Parameter
	Optional
	Description

	batteryLevel
	YES
	The current battery level.

	batteryStatus
	YES
	Indicates the status of the battery.


Table 6.6.1.1.1.9-1 Type: Battery
6.6.1.1.1.10	DeviceCapability Type
The DeviceCapability is a complex type that describes the name of the capability, attach label, capability action status.
	Parameter
	Optional
	Description

	capabilityName
	YES
	The name of the capability.

	attached
	YES
	Indicates whether the capability is attached to the device or not.

	capabilityActionStatus
	YES
	Indicates the status of the Action (including a progress indicator, a final state and a reminder of the requested action).


Table 6.6.1.1.1.10-1 Type: DeviceCapability
6.6.1.1.1.11 ConfigParameter Type
The ConfigParameter is a complex type that describes the name and value of the parameter.
	Parameter
	Optional
	Description

	name
	YES
	The name of the parameter.

	value
	YES
	The value of the parameter.


Table 6.6.1.1.1.11-1 Type: ConfigParameter
6.6.1.1.1.12	Config Report Type
The ConfigReport  is complex type that defines the result of a config operation for a specific device. 
	Parameter
	Optional
	Description

	groupId
	YES
	The group identifier.

	deviceId
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	operation
	YES
	The config operation.(e.g. getDeviceInformation, enableDeviceCapability)

	operationResult
	YES
	The config operation execution result. 


Table 6.6.1.1.1.12-1 Type: FirmwareReport

[bookmark: _Toc377404843][bookmark: _Toc378676152][bookmark: _Toc379446839][bookmark: _Toc393186174]6.6.2	Service Capabilities
[bookmark: _Toc377404844][bookmark: _Toc378676153][bookmark: _Toc379446840][bookmark: _Toc393186175]6.6.2.7	getDeviceInformation
This service capability provides the ability for AEs to get device information.
[bookmark: _Toc393186176]6.6.2.7.1	Pre-conditions
The pre-conditions for MCA Received Requests are met.
A correlation between a Management Adapter, the sevice capability and device exist.
[bookmark: _Toc393186177]6.6.2.7.2	Signature - getDeviceInformation
	Parameter name
	Direction
		Optional
	Description

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types.
· Issuer does not have a Management Adapter for the requested operation

	deviceInfo
	OUT
	YES
	The device information. Type DeviceInfo, see 6.6.1.1.1.7.

	memory
	OUT
	YES
	The memory information. Type Memory, see 6.6.1.1.1.8.

	battery
	OUT
	YES
	The battery information. Type Battery, see 6.6.1.1.1.9.

	lockStatus
	OUT
	YES
	The device lock status.


Table 6.6.2.7.2-1 Device Management Service –getDeviceInformation capability
[bookmark: _Toc393186178]6.6.2.7.3	Service Interactions
The interactions of  service capabilities required for this service capability:
1) Issue the request to the Supporting Service to perform the operation



Figure 6.6.2.7.3-1 getDeviceInformation Diagram

[bookmark: _Toc393186179]6.6.2.7.4	Post-Conditions
The Management Adapter has submitted a request to the Management Server to get device information.
[bookmark: _Toc393186180]6.6.2.7.5	Exceptions
Not Applicable
[bookmark: _Toc393186181]6.6.2.7.6	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
[bookmark: _Toc393186182]6.6.2.7.7	oneM2M Resource Interworking
This service capability is used to get device information. The service capability aligns with the <deviceInfo> resource and maps to the Retrieve procedure for the resource. The service capability aligns with the <memory> resource and maps to the Retrieve procedure for the resource. The service capability aligns with the <battery> resource and maps to the Retrieve procedure for the resource.
[bookmark: _Toc393186183]
6.6.2.8	getDeviceCapabilities
This service capability provides the ability for AEs to get device capabilities.
[bookmark: _Toc393186184]6.6.2.8.1	Pre-conditions
The pre-conditions for MCA Received Requests are met.
A correlation between a Management Adapter, the sevice capability and device exist.
[bookmark: _Toc393186185]6.6.2.8.2	Signature –getDeviceCapabilities
	Parameter name
	Direction
		Optional
	Description

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types.
· Issuer does not have a Management Adapter for the requested operation

	deviceCapabilityList
	OUT
	YES
	Array of deviceCapability. Type DeviceCapability, see 6.6.1.1.1.10.


Table 6.6.2.8.2-1 Device Management Service –getDeviceCapabilities capability
[bookmark: _Toc393186186]6.6.2.8.3	Service Interactions
The interactions of  service capabilities required for this service capability:
1) Issue the request to the Supporting Service to perform the operation


Figure 6.6.2.8.3-1 getDeviceCapabilities Diagram

[bookmark: _Toc393186187]6.6.2.8.4	Post-Conditions
The Management Adapter has submitted a request to the Management Server to get device capabilities.
[bookmark: _Toc393186188]6.6.2.8.5	Exceptions
Not Applicable
[bookmark: _Toc393186189]6.6.2.8.6	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
[bookmark: _Toc393186190]6.6.2.8.7	oneM2M Resource Interworking
This service capability is used to get device capabilities. The service capability aligns with the<deviceCapability> resource and maps to the RETRIEVE procedure for the resource. 

[bookmark: _Toc393186191]6.6.2.9 	enableDeviceCapability
This service capability provides the ability for AEs to enable device capability.
[bookmark: _Toc393186192]6.6.2.9.1	Pre-conditions
The pre-conditions for MCA Received Requests are met.
A correlation between a Management Adapter, the sevice capability and device exist.
[bookmark: _Toc393186193]6.6.2.9.2	Signature –enableDeviceCapability
	Parameter name
	Direction
		Optional
	Description

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	capabilityName
	IN
	NO
	The name of the capability.

	enable
	IN
	NO
	The action that allows enabling the device capability.

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types.
· Issuer does not have a Management Adapter for the requested operation


Table 6.6.2.9.2-1 Device Management Service –enableDeviceCapability capability
[bookmark: _Toc393186194]6.6.2.9.3	Service Interactions
The interactions of  service capabilities required for this service capability:
1) Issue the request to the Supporting Service to perform the operation


Figure 6.6.2.9.3-1 enableDeviceCapability Diagram

[bookmark: _Toc393186195]6.6.2.9.4	Post-Conditions
The Management Adapter has submitted a request to the Management Server to enable device capability.
[bookmark: _Toc393186196]6.6.2.9.5	Exceptions
Not Applicable
[bookmark: _Toc393186197]6.6.2.9.6	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
[bookmark: _Toc393186198]6.6.2.9.7	oneM2M Resource Interworking
This service capability is used to enable device capability. The service capability aligns with the <deviceCapability> resource and maps to the UPDATE procedure for the attribute enable of the resource.


[bookmark: _Toc393186199]6.6.2.10	 disableDeviceCapability
This service capability provides the ability for AEs to disable device capability.
[bookmark: _Toc393186200]6.6.2.10.1	Pre-conditions
The pre-conditions for MCA Received Requests are met.
A correlation between a Management Adapter, the sevice capability and device exist.
[bookmark: _Toc393186201]6.6.2.10.2	Signature –disableDeviceCapability
	Parameter name
	Direction
		Optional
	Description

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	capabilityName
	IN
	NO
	The name of the capability.

	disable
	IN
	NO
	The action that allows disabling the device capability.

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types.
· Issuer does not have a Management Adapter for the requested operation


Table 6.6.2.10.2-1 Device Management Service –disableDeviceCapability capability
[bookmark: _Toc393186202]6.6.2.10.3	Service Interactions
The interactions of  service capabilities required for this service capability:
2) Issue the request to the Supporting Service to perform the operation


Figure 6.6.2.10.3-1 disableDeviceCapability Diagram

[bookmark: _Toc393186203]6.6.2.10.4	Post-Conditions
The Management Adapter has submitted a request to the Management Server to disable device capability.
[bookmark: _Toc393186204]6.6.2.10.5	Exceptions
Not Applicable
[bookmark: _Toc393186205]6.6.2.10.6	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
[bookmark: _Toc393186206]6.6.2.10.7	oneM2M Resource Interworking
This service capability is used to disable device capability. The service capability aligns with the <deviceCapability> resource and maps to the UPDATE procedure for the attribute disable of the resource.



[bookmark: _Toc393186207]6.6.2.11 	configDeviceParameter
This service capability provides the ability for AEs to configure device parameters.
[bookmark: _Toc393186208]6.6.2.11.1	Pre-conditions
The pre-conditions for MCA Received Requests are met.
A correlation between a Management Adapter, the sevice capability and the device exist.
[bookmark: _Toc393186209]6.6.2.11.2	Signature –configDeviceParameter
	Parameter name
	Direction
		Optional
	Description

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	configParameterList
	IN
	YES
	Array of configParameter. Type ConfigParameter, see 6.6.1.1.1.11.

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types.
· Issuer does not have a Management Adapter for the requested operation


Table 6.6.2.11.2-1 Device Management Service –configDeviceParameter capability
[bookmark: _Toc393186210]6.6.2.11.3	Service Interactions
The interactions of  service capabilities required for this service capability:
1) Issue the request to the Supporting Service to perform the operation


Figure 6.6.2.11.3-1 configDeviceParameter Diagram

[bookmark: _Toc393186211]6.6.2.11.4	Post-Conditions
The Management Adapter has submitted a request to the Management Server to configure device parameters.
[bookmark: _Toc393186212]6.6.2.11.5	Exceptions
Not Applicable
[bookmark: _Toc393186213]6.6.2.11.6	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
[bookmark: _Toc393186214]6.6.2.11.7	oneM2M Resource Interworking
Not Applicable


[bookmark: _Toc393186215]6.6.2.12	provisionDeviceConfig
This service capability is a complex operation for AEs to provision device configuration. The service capability utlizes orchestration rules for the related management operations such as getDeviceInformation, getDeviceCapabilities, enableDeviceCapability, disableDeviceCapability, configDeviceParameter according to the business process. 
This service capability permits AEs to provision configuration on individual device, multiple devices or a group of devices. In addition the provision configuration is permitted based on a schedule for each of the operations. 
[bookmark: _Toc393186216]6.6.2.12.1	Pre-conditions
The pre-conditions for MCA Received Requests are met.
A correlation between Management Adapter, the sevice capability and devices or device group exist.
[bookmark: _Toc393186217]6.6.2.12.2	Signature - provisionDeviceConfig
	Parameter name
	Direction
		Optional
	Description

	orchestrationRuleList
	IN
	NO
	List of OrchestrationRule. Type OrchestrationRule, see clause 6.6.1.1.1.4.

	reportPolicy
	IN
	YES
	The policy used to report the  state of the operation to the originating AE. See clause 6.6.1.1.1.1.

	aggregationPolicy
	IN
	YES
	The policy used to aggregate the result of  the management operation prior to the reports being sent. See clause 6.6.1.1.1.2.

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types.
· Report policy is not supported by the Management Adapter
· Aggregation policy is not supported by the Management Adapter
· The Orchestration Rules are not supported by the Management Adapter 


Table 6.6.2.12.2-1 Device Management Service –provisionDeviceConfig capability
[bookmark: _Toc393186218]6.6.2.12.3	Service Interactions
The interactions of  service capabilities required for this service capability:
1) Issue the request to the Supporting Service to perform the operation



Figure 6.6.2.12.3-1 provisionDeviceConfig Diagram

[bookmark: _Toc393186219]6.6.2.12.4	Post-Conditions
The Management Adapter has submitted a set of requests to the Management Server to config device.
[bookmark: _Toc393186220]6.6.2.12.5	Exceptions
Not Applicable
[bookmark: _Toc393186221]6.6.2.12.6	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
[bookmark: _Toc393186222]6.6.2.6.7	oneM2M Resource Interworking
Not Applicable



[bookmark: _Toc393186223]6.6.2.13	reportDeviceConfig
This service capability provides the ability to report the device configuration operation execution result information to the AE for a previously submitted provisionDeviceConfig operation request. 
[bookmark: _Toc393186224]6.6.2.13.1	Pre-conditions
A correlation between a Management Adapter, the sevice capability and previously submitted configuration request exist.
[bookmark: _Toc393186225]6.6.2.13.2	Signature –reportDeviceConfig
	Parameter name
	Direction
		Optional
	Description

	isLastReport
	IN
	NO
	Boolean, whether it is the last report.

	sequenceNumber
	IN
	NO
	The report sequence number.

	configReportList
	IN
	NO
	Array of configReport.
Type ConfigReport, see 6.6.1.1.1.12.

	aggregationPolicy
	IN
	YES
	The policy used to aggregate the result of  the management operation prior to the reports being sent. See clause 6.6.1.1.1.2.

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types.
· The target AE does not exist.
· Aggregation policy does not supported 


Table 6.6.2.13.2-1 Device Management Service –reportDeviceConfig capability
[bookmark: _Toc393186226]6.6.2.13.3	Post-Conditions
The AE has received a report of configuration operation execution result.
[bookmark: _Toc393186227]6.6.2.13.4	Exceptions
Not Applicable
[bookmark: _Toc393186228]6.6.2.13.5	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
[bookmark: _Toc393186229]6.6.2.13.6	oneM2M Resource Interworking
Not Applicable


[bookmark: _Toc393186230]6.7	Management Adapter
[bookmark: _Toc393186231]6.7.2	Service Capabilities
[bookmark: _Toc393186232]6.7.2.6	getDeviceInformation
This service capability provides the ability to get the specific device information.
[bookmark: _Toc393186233]6.7.2.6.1	Pre-conditions
A correlation between a Management Server, the sevice capability and device exist.
[bookmark: _Toc393186234]6.7.2.6.2	Signature –getDeviceInformation
	Parameter name
	Direction
		Optional
	Description

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types.
· Exception: Request may not have been completed

	deviceInfo
	OUT
	YES
	The device information. Type DeviceInfo, see 6.6.1.1.1.7.

	memory
	OUT
	YES
	The memory information. Type Memory, see 6.6.1.1.1.8.

	battery
	OUT
	YES
	The battery information. Type Battery, see 6.6.1.1.1.9.

	lockStatus
	OUT
	YES
	The device lock status.


Table 6.7.2.6.2-1 Management Adapter –getDeviceInformation capability
[bookmark: _Toc393186235]6.7.2.6.3	Post-Conditions
The Management Adapter has submitted a request to the Management Server to get the device information.
[bookmark: _Toc393186236]6.7.2.6.4	Exceptions
Not Applicable
[bookmark: _Toc393186237]6.7.2.6.5	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
[bookmark: _Toc393186238]6.7.2.6.6	oneM2M Resource Interworking
This service capability is used to get device information. The service capability aligns with the <deviceInfo> resource and maps to the RETRIEVE procedure for the resource. The service capability aligns with the <memory> resource and maps to the Retrieve procedure for the resource. The service capability aligns with the <battery> resource and maps to the Retrieve procedure for the resource.



[bookmark: _Toc393186239]6.7.2.7	getDeviceCapabilities
This service capability provides the ability to get device capabilities.
[bookmark: _Toc393186240]6.7.2.7.1	Pre-conditions
A correlation between a Management Server, the sevice capability and device exist.
[bookmark: _Toc393186241]6.7.2.7.2	SIgnature –getDeviceCapabilities
	Parameter name
	Direction
		Optional
	Description

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types.
· Exception: Request may not have been completed

	deviceCapabilityList
	OUT
	YES
	Array of deviceCapability. Type DeviceCapability, see 6.6.1.1.1.10.


Table 6.7.2.7.2-1 Management Adapter –getDeviceCapabilities capability
[bookmark: _Toc393186242]6.7.2.7.3	Post-Conditions
The Management Adapter has submitted a request to the Management Server to get device capabilities.
[bookmark: _Toc393186243]6.7.2.7.4	Exceptions
Not Applicable
[bookmark: _Toc393186244]6.7.2.7.5	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
[bookmark: _Toc393186245]6.7.2.7.6	oneM2M Resource Interworking
This service capability is used to get device capabilities. The service capability aligns with the<deviceCapability> resource and maps to the RETRIEVE procedure for the resource. 


[bookmark: _Toc393186246]6.7.2.8	enableDeviceCapability
This service capability provides the ability to enable device capability.
[bookmark: _Toc393186247]6.7.2.8.1	Pre-conditions
A correlation between a Management Server, the sevice capability and device exist.
[bookmark: _Toc393186248]6.7.2.8.2	SIgnature –enableDeviceCapability
	Parameter name
	Direction
		Optional
	Description

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	capabilityName
	IN
	NO
	The name of the capability.

	enable
	IN
	NO
	The action that allows enabling the device capability.

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types.
· Exception: Request may not have been completed


Table 6.7.2.8.2-1 Management Adapter –enableDeviceCapability capability
[bookmark: _Toc393186249]6.7.2.8.3	Post-Conditions
The Management Adapter has submitted a request to the Management Server to enable device capability.
[bookmark: _Toc393186250]6.7.2.8.4	Exceptions
Not Applicable
[bookmark: _Toc393186251]6.7.2.8.5	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
[bookmark: _Toc393186252]6.7.2.8.6	oneM2M Resource Interworking
This service capability is used to enable device capability. The service capability aligns with the <deviceCapability> resource and maps to the UPDATE procedure for the attribute enable of the resource.


[bookmark: _Toc393186253]6.7.2.9	disableDeviceCapability
This service capability provides the ability to disable device capability.
[bookmark: _Toc393186254]6.7.2.9.1	Pre-conditions
A correlation between a Management Server, the sevice capability and device exist.
[bookmark: _Toc393186255]6.7.2.9.2	SIgnature –disableDeviceCapability
	Parameter name
	Direction
		Optional
	Description

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	capabilityName
	IN
	NO
	The name of the capability.

	disable
	IN
	NO
	The action that allows disabling the device capability.

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types.
· Exception: Request may not have been completed


Table 6.7.2.9.2-1 Management Adapter –disableDeviceCapability capability
[bookmark: _Toc393186256]6.7.2.9.3	Post-Conditions
The Management Adapter has submitted a request to the Management Server to disable device capability.
[bookmark: _Toc393186257]6.7.2.9.4	Exceptions
Not Applicable
[bookmark: _Toc393186258]6.7.2.9.5	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
[bookmark: _Toc393186259]6.7.2.9.6	oneM2M Resource Interworking
This service capability is used to disable device capability. The service capability aligns with the <deviceCapability> resource and maps to the UPDATE procedure for the attribute disable of the resource.

[bookmark: _Toc393186260]6.7.2.10	configDeviceParameter
This service capability provides the ability for the Management Adapter to configure device parameters.
[bookmark: _Toc393186261]6.7.2.10.1	Pre-conditions
A correlation between a Management Server, the sevice capability and device exist.
[bookmark: _Toc393186262]6.7.2.10.2	Signature –configDeviceParameter
	Parameter name
	Direction
		Optional
	Description

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	configParameterList
	IN
	YES
	Array of configParameter. Type ConfigParameter, see 6.6.1.1.1.11.

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types.
· Exception: Request may not have been completed


Table 6.7.2.10.2-1 Management Adapter –configDeviceParameter capability
[bookmark: _Toc393186263]6.7.2.10.3	Post-Conditions
Not Applicable
[bookmark: _Toc393186264]6.7.2.10.4	Exceptions
Not Applicable
[bookmark: _Toc393186265]6.7.2.10.5	Policies for Use
Message Exchange Patterns: Not Applicable
Transaction Pattern: Not Applicable
[bookmark: _Toc393186266]6.7.2.10.6	oneM2M Resource Interworking
Not Applicable





[bookmark: _Toc377404851][bookmark: _Toc378676181][bookmark: _Toc379448214][bookmark: _Toc380831433][bookmark: _Toc393186267]Annex D (Informative): Device Management Services
[bookmark: _Toc377404853][bookmark: _Toc378676183][bookmark: _Toc379448216][bookmark: _Toc380831435][bookmark: _Toc393186268]D.2	Supporting Services
[bookmark: _Toc393186269]D.2.1	Message Exchange
[bookmark: _Toc393186270]D.2.1.1	Service Capabilities
[bookmark: _Toc393186271]D.2.1.1.7	getDeviceInformation
This service capability provides the ability to execute a getDeviceInformation request from an AE. 
[bookmark: _Toc379446874][bookmark: _Toc378676186]D.2.1.1.7.1	Pre-conditions
The pre-conditions for MCA Received Requests are met.
 A correlation between a Management Adapter, the sevice capability and device exist.
[bookmark: _Toc378676188]D.2.1.1.7.2	Signature – getDeviceInformation
	Parameter name
	Direction
		Optional
	Description

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types.

	deviceInfo
	OUT
	YES
	The device information. Type DeviceInfo, see 6.6.1.1.1.7.

	memory
	OUT
	YES
	The memory information. Type Memory, see 6.6.1.1.1.8.

	battery
	OUT
	YES
	The battery information. Type Battery, see 6.6.1.1.1.9.

	lockStatus
	OUT
	YES
	The device lock status.


[bookmark: _Toc378676189]Table D.2.1.1.7.2-1 Device Management Service –getDeviceInformation capability
[bookmark: _Toc378676190]D.2.1.1.7.3	Service Interactions
The interactions of  service capabilities required for this service capability:
1) Perform the Common Request Services for requests across the Mca reference point
2) Retrieves the Management Adapter to be used for the device and Service Subscription
3) Issues the request to the Management Adapter to get device information
4) Records the event

Figure D.2.1.1.7.3-1 getDeviceInformation Interaction Diagram
D.2.1.1.7.4	Post-Conditions
The Management Adapter has submitted a request to the Management Server to get device information.
The event has been recorded.
[bookmark: _Toc378676192]D.2.1.1.7.5	Exceptions
Not Applicable
[bookmark: _Toc378676193]D.2.1.1.7.6	Policies for Use
[bookmark: _Toc378676194]Message Exchange Patterns: In-Out
Transaction Pattern:  Participation allowed
Maximum Response: 300ms


[bookmark: _Toc393186272]D.2.1.1.8	getDeviceCapabilities
This service capability provides the ability to execute a getDeviceCapabilities request from an AE.
D.2.1.1.8.1	Pre-conditions
The pre-conditions for MCA Received Requests are met.
 A correlation between a Management Adapter, the sevice capability and device exist.
D.2.1.1.8.2	Signature – getDeviceCapabilities
	Parameter name
	Direction
		Optional
	Description

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types.

	deviceCapabilityList
	OUT
	YES
	Array of deviceCapability. Type DeviceCapability, see 6.6.1.1.1.10.


Table D.2.1.1.8.2-1 Device Management Service –getDeviceCapabilities capability
D.2.1.1.8.3	Service Interactions 
The interactions of  service capabilities required for this service capability:
1) Perform the Common Request Services for requests across the Mca reference point
2) Retrieves the Management Adapter to be used for the device and Service Subscription
3) Issues the request to the Management Adapter to get device capabilities
4) Records the event

Figure D.2.1.1.8.3-1 getDeviceCapabilities Interaction Diagram
D.2.1.1.8.4	Post-Conditions
The Management Adapter has submitted a request to the Management Server to get device capabilities.
The event has been recorded.
D.2.1.1.8.5	Exceptions
No unique exceptions for this service capability.
Consumed services may throw exceptions which are forwarded by this service capability.
D.2.1.1.8.6	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
Maximum Response: 300ms


[bookmark: _Toc393186273]D.2.1.1.9	enableDeviceCapability
This service capability provides the ability to execute a enableDeviceCapability request from an AE.
D.2.1.1.9.1	Pre-conditions
The pre-conditions for MCA Received Requests are met.
A correlation between a Management Adapter, the sevice capability and device exist.
D.2.1.1.9.2	Signature – enableDeviceCapability
	Parameter name
	Direction
		Optional
	Description

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	capabilityName
	IN
	NO
	The name of the capability.

	enable
	IN
	NO
	The action that allows enabling the device capability.

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types.


Table D.2.1.1.9.2-1 Device Management Service –enableDeviceCapability capability
D.2.1.1.9.3	Service Interactions
The interactions of  service capabilities required for this service capability:
1) Perform the Common Request Services for requests across the Mca reference point
2) Retrieves the Management Adapter to be used for the device and Service Subscription
3) Issues the request to the Management Adapter to enable device capability
4) Records the event

Figure D.2.1.1.9.3-1 enableDeviceCapability Interaction Diagram
D.2.1.1.9.4	Post-Conditions
The Management Adapter has submitted a request to the Management Server to enable device capability.
The event is recorded
D.2.1.1.9.5	Exceptions
No unique exceptions for this service capability.
Consumed services may throw exceptions which are forwarded by this service capability.
D.2.1.1.9.6	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
Maximum Response: 300ms


[bookmark: _Toc393186274]D.2.1.1.10	disableDeviceCapability
This service capability provides the ability to execute a disableDeviceCapability request from an AE.
D.2.1.1.10.1	Pre-conditions
The pre-conditions for MCA Received Requests are met.
A correlation between a Management Adapter, the sevice capability and device exist.
D.2.1.1.10.2	Signature – disableDeviceCapability
	Parameter name
	Direction
		Optional
	Description

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	capabilityName
	IN
	NO
	The name of the capability.

	disable
	IN
	NO
	The action that allows disabling the device capability.

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types.


Table D.2.1.1.10.2-1 Device Management Service –disableDeviceCapability capability
D.2.1.1.10.3	Service Interactions
The interactions of  service capabilities required for this service capability:
1) Perform the Common Request Services for requests across the Mca reference point
2) Retrieves the Management Adapter to be used for the device and Service Subscription
3) Issues the request to the Management Adapter to disable device capability
4) Records the event

Figure D.2.1.1.10.3-1 disableDeviceCapability Interaction Diagram
D.2.1.1.10.4	Post-Conditions
The Management Adapter has submitted a request to the Management Server to disable device capability.
Record the event.
D.2.1.1.10.5	Exceptions
No unique exceptions for this service capability.
Consumed services may throw exceptions which are forwarded by this service capability.
D.2.1.1.10.6	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
Maximum Response: 300ms


[bookmark: _Toc393186275]D.2.1.1.11	configDeviceParameter
This service capability provides the ability to execute a configDeviceParameter request from an AE.
D.2.1.1.11.1	Pre-conditions
The pre-conditions for MCA Received Requests are met.
A correlation between a Management Adapter, the sevice capability and device exist.
D.2.1.1.11.2	Signature – configDeviceParameter
	Parameter name
	Direction
		Optional
	Description

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	configParameterList
	IN
	YES
	Array of configParameter. Type ConfigParameter, see 6.6.1.1.1.11.

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types.


Table D.2.1.1.11.2-1 Device Management Service –configDeviceParameter capability
D.2.1.1.11.3	Service Interactions
The interactions of  service capabilities required for this service capability:
1) Perform the Common Request Services for requests across the Mca reference point
2) Retrieves the Management Adapter to be used for the device and Service Subscription
3) Issues the request to the Management Adapter to configure device parameters
4) Records the event


Figure D.2.1.1.11.3-1 configDeviceParameter Interaction Diagram
D.2.1.1.11.4	Post-Conditions
The Management Adapter has submitted a request to the Management Server to configure device parameters.
The event is recorded.
D.2.1.1.11.5	Exceptions
No unique exceptions for this service capability.
Consumed services may throw exceptions which are forwarded by this service capability.
D.2.1.1.11.6	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
Maximum Response: 300ms


[bookmark: _Toc393186276]D.2.1.1.12	provisionDeviceConfig
This service capability permits AEs to provision device configuration on individual device, multiple devices or a group of devices. In addition the provision configuration is permitted based on a schedule for each of the operations
D.2.1.1.12.1	Pre-conditions
The pre-conditions for MCA Received Requests are met.
A correlation between Management Adapter, the sevice capability and devices or device group exist.
D.2.1.1.12.2	Signature – provisionDeviceConfig
	Parameter name
	Direction
		Optional
	Description

	orchestrationRuleList
	IN
	NO
	List of OrchestrationRule. Type OrchestrationRule, see clause 6.6.1.1.1.4.

	reportPolicy
	IN
	YES
	The policy used to report the  state of the operation to the originating AE. See clause 6.6.1.1.1.1.

	aggregationPolicy
	IN
	YES
	The policy used to aggregate the result of  the management operation prior to the reports being sent. See clause 6.6.1.1.1.2.

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types. 


Table D.2.1.1.12.2-1 Device Management Service –provisionDeviceConfig capability
D.2.1.1.12.3	Service Interactions
The interactions of  service capabilities required for this service capability:
1) Perform the Common Request Services for requests across the Mca reference point
2) Retrieves the Management Adapter to be used for the device and Service Subscription
3) Issues a series of  operations to the Management Adapter to provision device configuration on a the devices in the orchestration rule list. Each entry in the orchestration rule list contains the operation, the devices and schedule for the operation.
4) Records the event
5) Aggregate the results


Figure D.2.1.1.12.3-2 provisionDeviceConfig Interaction Diagram
D.2.1.1.12.4	Post-Conditions
The Management Adapter has submitted a set of requests to the Management Server to provision device configuration.
The event is recorded.
D.2.1.1.12.5	Exceptions
The reachability schedule of the device doesn not match the schedule of the orchestration rule.
D.2.1.1.12.6	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern:  Participation allowed
Maximum Response: 300ms

[bookmark: _Toc393186277]D.2.1.1.13	reportDeviceConfig
This service capability provides the ability to notify an AE about device configuration operation execution result information for a previously submitted provisionDeviceConfig operation request. 
D.2.1.1.13.1	Pre-conditions
The pre-conditions for MCA Received Requests are met.
A correlation between a Management Adapter, the sevice capability and previously submitted provisionDeviceConfig requests exist.
D.2.1.1.13.2	Signature –reportDeviceConfig
	Parameter name
	Direction
		Optional
	Description

	isLastReport
	IN
	NO
	Boolean, whether it is the last report.

	sequenceNumber
	IN
	NO
	The report sequence number.

	configReportList
	IN
	NO
	Array of configReport.
Type ConfigReport, see 6.6.1.1.1.12.

	aggregationPolicy
	IN
	YES
	The policy used to aggregate the result of  the management operation prior to the reports being sent. See clause 6.6.1.1.1.2.

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types. 


Table D.2.1.1.13.2-1 Device Management Service –reportDeviceConfig capability
D.2.1.1.13.3	Post-Conditions
The AE has received a report of device configuration operation execution result.
The event has been recorded.
D.2.1.1.13.4	Exceptions
Not Applicable
D.2.1.1.13.5	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern:  Participation allowed
Maximum Response: 300ms
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