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---------------------------------------1st change----------------------------

7.1.6
M2M Service Subscription Identifier (M2M-Sub-ID)

The M2M-Sub-ID enables the M2M Service Provider to bind application(s), M2M nodes, CSEs and services identified by service identifiers, as well as adminstrative information, such as billing addressing , etc.. to a particular M2M Service Subscription between an M2M subscriber and the M2M Service Provider. The M2M-Sub-ID is unique for every M2M subscriber
The M2M Service Subscription Identifier has the following characteristics:

· belongs to the M2M Service Provider;

· identifies the subscription to an M2M Service Provider;

· enables communication with the M2M Service Provider;

· can differ from the M2M Underlying Network Subscription Identifier.

There can be multiple M2M Service Subscription Identifiers per M2M Underlying Network subscription.
The M2M-Sub-ID shall  not be exposed over any interface. 
7.1.7
M2M Request Identifier (M2M-Request-ID)

The M2M-Request-ID tracks a Request initiated by an AE over the Mca reference point, and by a CSE over the Mcc reference point, if applicable, end to end. It is also included in the Response to the Request over the Mca or Mcc reference points.
To enable an AE to track Requests and corresponding Responses over the Mca reference point, AEs shall include a distinct M2M Request Identifier per request over the Mca Reference point to the CSE for any initiated request.

The CSE shall make such M2M Request Identifier received from the AE globally unique by appending its CSE-ID to it.

If the CSE creates an M2M Request Identifier, then the CSE shall maintain a binding between the M2M Request Identifier received from the AE and the M2M Request Identifier it created in its interactions towards other peer CSEs. The CSE shall include the M2M Request Identifier received from the AE in its Response to the AE. This binding shall be maintained by the CSE until the Request message sequence is completed. Note that the Request initiated by the CSE could be the result of an application Request, or a request initiated autonomously by the CSE to fulfil a service.

In case the receiving CSE is not reachable over the underlying network, the IN-CSE initiates procedure for "waking up" the Node hosting the receiving CSE by using procedures such as device triggering over the Mcn reference point. For Device Triggering, the triggering reference number used to co-relate device triggering response is independent of the M2M Request Identifier. An IN-CSE may use the same value of an M2M-Request-Identifier in an incoming request for the triggering reference number in its interaction with the underlying network.

A CSE receiving a Request from a peer CSE shall include the received M2M Request Identifier in all additional Requests unspanned (i.e. 1:1) it has to generate (including propagation of the incoming Request) and that are associated with the incoming Request, where applicable.
Note that the M2M Request Identifier can be made globally unique by including the CSE-ID in combination with any random number.
7.1.8
M2M External Identifier (M2M-Ext-ID)

The M2M-Ext-ID is used by an M2M Service Provider (M2M SP) when services targeted to a CSE, identified by a CSE-ID, are requested from the Underlying Network.
The M2M External Identifier allows the Underlying Network to identify the M2M Device (e.g., ASN, MN) associated with the CSE‑ID. To that effect, the Underlying Network maps the M2M-Ext-ID to the Underlying Network specific Identifier it allocated to the target M2M Device. In addition, the M2M SP shall maintain the association between the CSE-ID, the M2M-Ext-ID and the identity of the Underlying Network.
Both pre-provisioned and dynamic association between the CSE-ID with the M2M-Ext-ID are supported.

NOTE 1:
For each CSE-ID, there is only one M2M-Ext-ID for a specific UNetwork-ID. Hence an M2M SP interworking with multiple Underlying Networks has different M2M-Ext-IDs associated with the same CSE-ID, one per Underlying Network and selects the appropriate M2M-Ext-ID for any service request it initiates towards an Underlying Network.
NOTE 2:
The mapping by the Underlying Network of the M2M-Ext-ID to the M2M Device is Underlying Network specific.
NOTE 3:
The Underlying Network provider and the M2M Service Provider collaborate for the assignment of an M2M-Ext-ID to each CSE identified by CSE-ID. At the same time, the Underlying Network provider maintains association of the M2M-Ext-ID with the Underlying Network specific Identifier allocated to the M2M device that hosts such CSE.

For pre-provisioned M2M-Ext-IDs, the M2M-Ext-ID along with the associated CSE-ID shall be made available at the Infrastructure Node. The CSE at M2M device does not need to have knowledge of the M2M-Ext-ID assigned to it.

For dynamic M2M-Ext-IDs, the M2M-Ext-ID specific to the Underlying Network shall be made available at the M2M device in the Field Domain. Such M2M-Ext-ID shall be conveyed to the IN-CSE during CSE Registration.

7.1.9
Underlying Network Identifier (UNetwork-ID)

The UNetwork-ID is used for identifying an Underlying Network. UNetwork-ID is a static value and unique within a M2M Service Provider domain.
One or more Underlying Networks may be available at an M2M Node offering different sets of capabilities, availability schedules etc. Based on the "policy" information at the Node and the capabilities offered by the available Underlying Networks, appropriate Underlying Network can be chosen by using UNetwork-ID. For example, based on "policy", scheduling of traffic triggered by a certain event category in certain time periods may be allowed over Underlying Network "WLAN" but may not be allowed over Underlying Network "2G Cellular".
7.1.10
Trigger Recipient Identifier (Trigger-Recipient-ID)

The Trigger-Recipient-ID is used when device triggering services are requested from the Underlying Network, to identify an instance of an ASN/MN-CSE on an execution environment, to which the trigger is routed. For example, when 3GPP device triggering is used, the Trigger-Recipient-ID maps to the Application-Port-Identifier (TS 123 682 [i.17]).

NOTE 1:
For pre-provisioned M2M-Ext-IDs, Trigger-Recipient-ID is provisioned at the Infrastructure Node along with the M2M-Ext-ID and the associated CSE-ID.

NOTE 2:
For dynamic M2M-Ext-IDs, Trigger-Recipient-ID specific to the Underlying Network is provisioned at each M2M device in the Field Domain. Such Trigger-Recipient-ID is conveyed to the IN-CSE during CSE Registration.

7.1.11
M2M Service Identifier (M2M-Serv-ID)

The M2M-Serv-ID is an identifier of a M2M Service offered by an M2M SP. It is an essential part of the M2M Service Subscription which stores a set of M2M-Serv-IDs pertaining to the set of subscribed services. Beyond the set of services depicted in this specification it shall be possible for an M2M Service Provider to offer other services. Those will be identified by means of M2M SP specific M2M-Serv-IDs.
7.1.12
M2M-SP-ID, CSE-ID and AE-ID and resource Identifier formats

As a general rule, the identifiers of AEs, CSEs and resources are globally unique. In order to optimize their use, the identifiers shall be shortened when their scope can be derived from their context of use by the CSEs and the AEs.  Such shortened identifiers are defined as 'relative' identifiers.

TheM2M system shall use the identifiers M2M-SP-ID, CSE-ID and AE-ID and resource identifiers according to the formats and the rules specified in the following table (table 7.1.12-1).
Table 7.1.12-1: Identifiers formats and use
	
	Format Name
	Format
	Rule of use

	AE-ID EQUIVALENT formats
	CSE-Relative-AE-ID

(with respect to the context of the CSE hosting the AE)
	/<unique identifier inside the CSE>
	On the Mca reference point:  to refer to AEs that are hosted by the directly attached (Registrar) CSE.

The hosting CSE is responsible for guaranteeing  that the  CSE-Relative-AE-ID is unique in the context of the hosting CSE.

	
	SP-relative -AE-ID
(with respect to the context of the SP hosting the AE)
	CSE-ID/<unique identifier inside the CSE>


	On the Mca and Mcc reference points:  to refer to AEs that are hosted by the M2M Service Provider domain to which AE is attached.

	
	Global-CSE-ID
	M2M-SP-ID/CSE-ID/<unique identifier inside the CSE>


	On the Mca and Mcc reference points: to refer to AEs that are hosted by a different M2M Service Provider domain with respect to the one to which the AE is attached

and

on the Mcc’ reference point for all the AEs

	CSE-ID EQUIVALENT formats
	SP-Relative-CSE-ID

(with respect to the context of the SP hosting the CSE)


	/CSEBase


	On the Mca and Mcc reference points: to refer to CSEs that are hosted by the same  M2M Service Provider domain



	
	Global-CSE-ID
	M2M-SP-ID/CSEBase


	On Mca and Mcc reference points: to refer to CSEs that are hosted by different M2M Service Provider domains

and

on the Mcc’ reference point for all the CSEs

	M2M-SP-ID format
	(always globally unique)
	/FQDN
	When The M2M-SP-ID is used, the FQDN format applies

	Resource identifier (URI) equivalent formats
	SP-Relative-resource-URI

(with respect to the context of the M2M Service Provider hosting the CSE)
	ResourceURI


	On the Mca and Mcc reference points: to refer to resources that are hosted by the  same M2M Service Provider domain



	
	Global-URI
	M2M-SP-ID/ResourceURI


	On Mca and Mcc reference points: to refer to resources that are hosted by a different M2M Service Provider domain 

and

on the Mcc’ reference point for all the resources


As a consequence, the hosting CSE shall convert the AEs global and relative identifier according to table 7.1.12-1 when a request is transmitted across the Mcc and Mca reference points.

As a consequence, the IN-CSE shall convert the AEs, CSEs and resource global and relative identifiers according to table 7.1.12-1when a request is transmitted across the Mcc’ reference point.

7.1.13 Service Role identifier (SRole-ID)

In each M2M Service, one or multiple M2M Service Role(s) shall be defined by the M2M Service Provider. An M2M Service Role is defined as a set of privileges pertaining to resource types which are associated with M2M Service. See Annex G for examples of M2M Service Provider defined Service Roles.

7.1.14
M2M Service Profile Identifier (M2M-Service-Profile-ID)

An M2M Service Profile defines M2M Services and/or M2M Service Roles (see Annex G) and AEs applicable to M2M Nodes. Every M2M Service Profile is allocated an identifier so it can be retrieved for verification purposes.
The M2M-Profile-ID enables the M2M Service Provider to bind AE(s)  and M2M Service identifiers and/or M2M Service Roles identifiers to M2M nodes. 
An M2M-Profile-ID shall be allocated to every M2M Node

The M2M Service Profile Identifier has the following characteristics:

· belongs to the M2M Service Provider;

· identifies the M2M services and/or M2M Service Roles and AEs applicable to an M2M node.

7.2
M2M Identifiers lifecycle and characteristics
Table 7.2-1: M2M Identifiers lifecycle and characteristics

	Identifier
	Assigned by
	Assigned to
	Assigned during
	Lifetime
	Uniqueness
	Used during
	Remarks

	M2M Service Provider Identifier
	Out of scope
	AE, CSE
	Out of scope
	Out of scope
	Global
	Provisioning
	

	Application Entity  Identifier
	AE or Registrar CSE
	AE
	AE start-up 


	Application Entity Registration
	Global
	- Application Entity  Registration

- Security Context Establishment

- All other operations initiated by the AE 
	Security requirements apply for Security Context Establishment

	Application Identifier
	Out of scope
	Out of scope
	Pre-provisioned
	Out of scope
	Specific to M2M service deployment


	- Application Entity registration
	

	CSE Identifier
	M2M SP
	CSE 
	Security Provisioning


	Life of the CSE
	Global
	- Information flows (clause 10)

- Security Context Establishment
	Security requirements apply for Security Context Establishment

	M2M Node Identifier
	Out of Scope
	M2M Node hosting CSE
	Pre-provisioned
	Life of the M2M Node
	Global
	- Device Management
	Needs to be Read Only

	M2M Subscription Identifier


	M2M SP, Out of Scope 
	Application Entities, and one or more CSEs belonging to the same M2M subscriber 
	At service signup 
	Life of the M2M Service  Subscription with the M2M Service Provider
	Global
	- Charging and Information Recorded

-  Role based access control

 - Authentication
	Multiple CSEs can be allocated the same M2M Subscription Identifier

	M2M Service Profile Identifier


	M2M SP
	Every M2M node 
	At service signup 
	Life of the M2M Service  Subscription with the M2M Service Provider
	Global for roaming cases otherwise local
	Information Flows (Clause 10)


	The ID has to be pre-provsioned after signup, but may need to be updated during the subscription lifetime due to changes in the subercibed services

	M2M-Request-ID
	Mcc:  CSE 
Mca: Application Entity
	A request initiated by an AE  or CSE
	Mcc: When a request is initiated by a CSE, or handling of a request received by a CSE.
Mca: When a request is initiated by an AE
	Equal to the lifetime of the Request and its corresponding Response
	Mcc: Global
Mca: Local or global
	Requests and corresponding responses
	

	External Identifier
	Jointly between the Underlying Network provider and M2M SP.
	M2M Node belonging to a CSE that wants to utilize services of the Underlying Network.
	Administrative Agreement.


	Life of the CSE.
	Local or global, decided by the specific Underlying Network provider
	Requests initiated by a CSE over the Mcn reference point, where applicable.
	Pre-Provisioned Mode:

Made available at the Infrastructure Node.

Dynamic Mode:

Made available at M2M device. Conveyed to IN-CSE during CSE Registration.

	Underlying Network Identifier
	M2M SP
	Underlying Networks
	Pre-provisioned
	Life of the Underlying Network
	Local to M2M SP domain
	UL Network selection
	

	Trigger Recipient Identifier


	Execution Environment
	ASN/MN-CSE 
	ASN/MN-CSE start-up or wake-up
	Life of the CSE
	Execution Environment-wide
	Device Triggering procedures, where applicable
	Pre-Provisioned Mode: 

Made available at Infrastructure Node along with M2M-Ext-ID.

Dynamic Mode: 

Made available at M2M device. Conveyed to IN-CSE during CSE Registration along with M2M-Ext-ID.

	M2M Service Identifier
	M2M Service Provider, Out of Scope
	A service defined by the M2M Service Provider which consists of a set of functions defined by this document.
	Out of Scope
	Out of Scope
	Local to the M2M Service Provider
	For M2M Service Subscription
	

	SRole-ID
	M2M Service Provider
	M2M Service Provider sets the set of service roles that a subscriber can choose from. M2M service subscription lists one or multiple subscribed to service roles.
	Out of Scope
	Out of scope
	M2M Service Provider
	Access Control Policy, M2M service subscription management
	


---------------------------------------end 1st change----------------------------

---------------------------------------2nd change----------------------------

9.6
Resource Types
Table 9.6-1 introduces the normal and virtual resource types and their related child or parent resource types. Details of each resource type follow in the remainder of this clause.
Table 9.6-1 lists the supported <resourceTypes>. An addition of suffix "Annc" to such <resourceTypes> indicates the associated announced resource type.

Table 9.6-1 Resource Summary
	Resource Type
	Short Description
	Child Resource Types
	Parent Resource Types
	Clause

	activeCmdhPolicy
	Provides a link to the currently active set of CMDH policies.
	None
	CSEBase
	D.12.1

	accessControlPolicy
	Stores a representation of privileges. It is associated with resources that shall be accessible to entities external to the hosting CSE. It controls "who" is allowed to do "what" and the context in which it can be used for accessing the resources
	subscription
	AE, remoteCSE, CSEBase
	9.6.2

	contentInstance
	Represents a data instance in the container resource
	subscription
	container
	9.6.7

	AE
	Stores information about the AE. It is created as a result of successful registration of an AE with the registrar CSE
	subscription, container, group, accessControlPolicy, mgmtObj, commCapabilities, pollingChannel
	remoteCSE, CSEBase
	9.6.5

	cmdhBuffer
	Defines CMDH buffer usage limits
	subscription
	cmdhPolicy
	D.12.8

	cmdhDefaults
	Defines CMDH default values
	cmdhDefEcValue, cmdhEcDefParamValues

subscription
	cmdhPolicy
	D.12.2

	cmdhEcDefParamValues
	Represent a specific set of default values for the CMDH related parameters
	subscription
	cmdhDefaults
	D.12.4

	cmdhDefEcValue
	Defines a value for the ec (event category) parameter of an incoming request when it is not defined
	subscription
	cmdhDefaults
	D.12.3

	cmdhLimits
	Defines limits for CMDH related parameter values
	subscription
	cmdhPolicy
	D.12.5

	cmdhNetworkAccessRules
	Defines rules for the usage of underlying networks
	cmdhNwAccessRule

subscription
	cmdhPolicy
	D.12.6

	cmdhNwAccessRule
	Defines a rule for the usage of underlying networks
	schedule

subscription
	cmdhNetworkAccessRules
	D.12.7

	cmdhPolicy
	A set of rules defining which CMDH parameters will be used by default
	cmdhDefaults, cmdhLimits,  cmdhNetworkAccessRules, cmdhBuffer

subscription
	CSEBase
	D.12

	container
	Shares data instances among entities. Used as a mediator that takes care of buffering the data to exchange "data" between AEs and/or CSEs. The exchange of data between AEs (e.g. an AE on a Node in a field domain and the peer-AE on the infrastructure domain) is abstracted from the need to set up direct connections and allows for scenarios where both entities in the exchange do not have the same reachability schedule
	container, contentInstance, subscription, 
	application, container, remoteCSE, CSEBase
	9.6.6

	CSEBase
	The structural root for all the resources that are residing on a CSE. It shall store information about the CSE itself
	remoteCSE, node, application, container, group, accessControlPolicy, subscription, mgmtObj, mgmtCmd, locationPolicy, statsConfig
	None
	9.6.3

	delivery
	Forwards requests from CSE to CSE
	subscription
	CSEBase
	9.6.11

	eventConfig
	Defines events that trigger statistics collection
	subscription
	statsConfig
	9.6.23

	execInstance
	The Execution Instance resource contains all execution instances of the same management command mgmtCmd
	subscription
	mgmtCmd
	9.6.17

	group
	Stores information about resources of the same type that need to be addressed as a Group. Operations addressed to a Group resource shall be executed in a bulk mode for all members belonging to the Group
	fanOutPoint

subscription
	Application, remoteCSE, CSEBase
	9.6.13

	locationPolicy
	Includes information to obtain and manage geographical location. It is only referred from container, the contentInstances of the container provides location information
	subscription
	CSEBase
	9.6.10

	fanOutPoint
	Virtual resource containing target for group requests

It is used for addressing bulk operations to all the resources that belong to a group
	None
	group
	9.6.14

	mgmtCmd
	Management Command resource represents a method to execute management procedures required by existing management protocols
	execInstance

subscription
	CSEBase
	9.6.16

	mgmtObj
	Management Object resource represents management functions that provides an abstraction to be mapped to external management technology. It represents the node and the software installed in the node
	parameters

subscription
	remoteCSE, CSEBase
	9.6.15

Annex D

	m2mServiceSubscriptionProfile
	Data pertaining to the M2M Service Subscription
	serviceSubscribedNode
subscription
	None documented
	9.6.19

	Node
	Represents specific Node information
	schedule, mgmtObj 
subscription
	CSEBase, remoteCSE
	9.6.18

	serviceSubscribedNode
	Node information
	subscription
	m2mServiceSubscriptionProfile
	9.6.20

	parameters
	Provides a mechanism to describe the management object in a generic way to easily import information from existing management protocols
	parameters

subscription
	mgmtObj, parameters
	9.6.16

	pollingChannel
	Represent a channel that can be used for a request-unreachable entity
	None
	remoteCSE, application
	9.6.21

	remoteCSE
	Represents a remote CSE for which there has been a registration procedure with the registrar CSE identified by the CSEBase resource
	application, container, group, accessControlPolicy, subscription, mgmtObj, pollingChannel, node
	CSEBase
	9.6.4

	request
	Expresses/access context of an issued Request
	subscription
	CSEBase
	9.6.12

	schedule
	Contains scheduling information for delivery of messages
	subscription
	node, subscription, cmdhNwAccessRule
	9.6.39

	statsCollect
	Defines triggers for the IN-CSE to collect statistics for applications
	subscription
	CSEBase (in IN-CSE)
	9.6.24

	statsConfig
	Stores configuration of statistics for applications
	eventConfig

subscription
	CSEBase (in IN-CSE)
	9.6.22

	subscription
	Subscription resource represents the subscription information related to a resource. Such a resource shall be a child resource for the subscribe-to resource
	schedule
	accessControlPolicy, application, cmdhBuffer, cmdhDefaults, cmdhEcDefParamValues, cmdhDefEcValue, cmdhLimits, cmdhNetworkAccessRules, cmdhNwAccessRule, cmdhPolicy, container, CSEBase, delivery, eventConfig, execInstance,  group, contentInstance, locationPolicy, mgmtCmd, mgmtObj, m2mServiceSubscriptionProfile, node, serviceSubscribedNode, parameters, remoteCSE, request, schedule, statsCollect, statsConfig
	9.6.8


---------------------------------------end 2nd change----------------------------

---------------------------------------3rd change----------------------------

9.6.19
Resource Type m2mServiceSubscriptionProfile
The <m2mServiceSubscriptionProfile> resource represents an M2M Service Subscription. It is used to represent all data pertaining to the M2M Service Subscription, i.e., the technical part of the contract between an M2M Application Service Provider and an M2M Service Provider.

[image: image1.emf]<m2mServiceSubscriptionProfile>

0..1

serviceRoles

<serviceSubscribedNode>

0..n

<subscription>

0..n




Figure 9.6.19-1: Structure of <m2mServiceSubscriptionProfile> resource
The <m2mServiceSubscriptionProfile> resource shall contain the child resources specified in table 9.6.19-1.
Table 9.6.19-1: Child resources of <m2mServiceSubscriptionProfile> resource
	Child Resources of <m2mServiceSubscriptionProfile>
	Child Resource Type
	Multiplicity
	Description

	[variable]
	<subscription>
	0..n
	See clause 9.6.8

	serviceSubscribedNode
	<nodeInfo>
	0..n
	See clause 9.6.20


The <m2mServiceSubscriptionProfile> resource shall contain the attributes specified in table 9.6.19-2.

Table 9.6.19-2: Attributes of <m2mServiceSubscriptionProfile> resource

	Attributes of <m2mServiceSubscriptionProfile>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	See clause 9.6.1 where this common attribute is described.

	resourceID
	1
	RO
	See clause 9.6.1 where this common attribute is described.

	parentID
	1
	RO
	See clause 9.6.1 where this common attribute is described.

	expirationTime
	1
	RW
	See clause 9.6.1 where this common attribute is described.

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1 where this common attribute is described. If no accessControlPolicyIDs is given at the time of creation, the accessControlPolicyIDs of the parent resource is linked to this attribute

	creationTime
	1
	RW
	See clause 9.6.1 where this common attribute is described.

	labels
	0..1(L)
	RW
	See clause 9.6.1 where this common attribute is described

	lastModifiedTime
	1
	RO
	See clause 9.6.1 where this common attribute is described.

	serviceRoles
	0..1(L)
	RW
	This attribute contains a list of Service Role IDs (S-RoleIDs) that are subscribed to in this service subscription. If the multiplicity of this attribute is 0, the role does not apply.

	
	
	
	


9.6.20
Resource Type serviceSubscribedNode
The <serviceSubscribedNode> resource represents M2M Node information that is needed as part of the M2M Service Subscription resource. It shall contain information about the M2M Node as well as application identifiers of the Applications running on that Node.
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Figure 9.6.20-1: Structure of <serviceSubscribedNode> resource
The <serviceSubscribedNode> resource shall contain the child resource specified in table 9.6.20-1.

Table 9.6.20-1: Child resources of <serviceSubscribedNode> resource
	Child Resources of <serviceSubscribedNode>
	Child Resource Type
	Multiplicity
	Description

	[variable]
	<subscription>
	0..n
	See clause 9.6.8


The <serviceSubscribedNode> resource shall contain the attributes specified in table 9.6.20-2.

Table 9.6.20-2: Attributes of <serviceSubscribedNode> resource

	Attributes of <serviceSubscribedNode>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	See clause 9.6.1 where this common attribute is described.

	resourceID
	1
	RO
	See clause 9.6.1 where this common attribute is described.

	parentID
	1
	RO
	See clause 9.6.1 where this common attribute is described.

	expirationTime
	1
	RW
	See clause 9.6.1 where this common attribute is described.

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1 where this common attribute is described. If no accessControlPolicyIDs is given at the time of creation, the accessControlPolicyIDs of the parent resource is linked to this attribute.

	creationTime
	1
	RO
	See clause 9.6.1 where this common attribute is described.

	labels
	0..1
	RW
	See clause 9.6.1 where this common attribute is described

	lastModifiedTime
	1
	RO
	See clause 9.6.1 where this common attribute is described.

	nodeID
	1
	WO
	M2M-Node-ID of the node that is represented by this instance.. 

	CSE-ID
	0..1
	WO
	CSE-ID pertaining to this node (for nodes that have a CSE). 

	deviceIdentifier
	0..1
	WO
	A list of device identifiers. A deviceIdentifier identifes a device using a Universally Unique IDentifier (UUID). The UUID specifies a valid, hex digit character string as defined in [RFC4122]. The format of the URN is 
urn:uuid:########-####-####-############

· OPS URN: Identify a device using the format <OUI> "-" <ProductClass> "-" <SerialNumber> as defined in Section 3.4.4 of TR-069 [i-4]. The format of the URN is urn:dev:ops:<OUI> "-" <ProductClass> "-" <SerialNumber>.

· OS URN: Identify a device using the format <OUI> "-"<SerialNumber> as defined in Section 3.4.4 of TR-069 [i.4]. The format of the URN is urn:dev:os:<OUI> "-"<SerialNumber>.

· IMEI URN: Identify a device using an International Mobile Equipment Identifiers of 3GPP-TS_23.003 [i.26]. The IMEI URN specifies a valid, 15 digit IMEI. The format of the URN is urn:imei:###############

· ESN URN: Identify a device using an Electronic Serial Number.  The ESN specifies a valid, 8 digit ESN. The format of the URN is urn:esn:########

· MEID URN: Identify a device using a Mobile Equipment Identifier. The MEID URN specifies a valid, 14 digit MEID. The format of the URN is urn:meid:##############


---------------------------------------end 3rd change----------------------------

---------------------------------------4th change----------------------------

10.1.1.1
Non-registration related CREATE procedure

This procedure is valid for all resources which are not related to registration.

Originator requests to create a resource by using the CREATE method. See clause 8.1.2 for the parameters to be included in the Request message.
Registrar CSE, when the Originator is an AE, shall validate the create request based on the resource type (ty) against the M2M Service Subscription Profile of the AE.
Hosting CSE  If the request is allowed by the given privileges, the Receiver shall create the resource.
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Figure 10.1.1.1-1: Procedure for CREATEing a Resource

Step 001: The Originator shall send the following parameters in the CREATE Request message:

op: 
C (Create); 
to: 
URI of the target resource where the new resource should be created (parent resource);
fr: 
ID of the Originator (either the AE or CSE);
[10.1.1.1.b] Editor's Note: AE or CSE may not have the ID upon its registration request. Alternative information for fr is FFS.
ty:
Type of resource to be created;
nm:
optional name of the resource to be provided by the Originator, where permitted by the resource type as specified in clause 9.6.

NOTE:
Some of the resources defined in clause 9.6 have a predefined name. For these resources the parameter nm is not applicable.

cn: 
attributes of the resource to be provided by the Originator. Of particular importance for the CREATE Request message is the common attribute resourceType (clause 9.6.1) which identifies the type of the resource to be Created.
[10.1.1.1.c] Editor's Note: which parameters are deducted to be mandatory/optional in the request is for FFS. Clause 8.1 should provide a generic mechanism to identify mandatory params for a request by looking at how the resource is defined. E.g. If the attribute in the resource definition is identified as mandatory and it is of type RW, then it is also intended as mandatory in the request.

[10.1.1.1.d] Editor's Note: references to elements defined in sect 8 have been added here. They may be removed if we decide to move sect 8.1.2-4 to stage 3 doc. In this case, these references will be removed and sect 1 of this document would replace sect 8.1.2-4 in the TS-0001.

Step 002: The Receiver shall:
1) Check if the Originator has the appropriate privileges for performing the request. Privileges are part of the attribute accessControlPolicyIDs of the targeted resource. In case that such an attribute does not exist, the Receiver shall check the accessControlPolicyIDs of the parent resource.

[10.1.1.1.e] Editor's Note: how far should the Receiver go back to a parent to look for an accessControlPolicyIDs is FFS

2) Verify that the suggested nm, if provided by the Originator in the Create Request message, does not already exist  among child resources of the target resource. If nm is not provided by the Originator, assign nm.
3) Assign a resource identifier (see resourceID attribute in common attribute table 9.6.1-1) to the resource to be created. 
4) Assign/modify default values for certain mandatory attributes of the resource, where allowed by the resource itself and if not provided by the Originator itself.

5)  the Receiver shall assign a value to the following common attributes specified in clause 9.6.1: 

a)
parentID;

b)
creationTime;

c)
expirationTime: if not provided by the Originator, the Receiver shall assign the maximum value possible (within the restriction of the Receiver policies). If the value provided by the Originator cannot be supported, due to either policy or subscription restrictions, the Receiver will assign a new value.

d)
lastModifiedTime: which is equals to the creationTime;
e)
Any other RO (Read Only) attributes within the restriction of the Receiver policies.

6) On successful validation of the Create Request, the Receiver shall create the requested resource. 

Step 003: The Receiver shall respond with a Response message that shall contain the following parameters:
to:
Optional. ID of the Originator. In case this is a response carrying the result of an operation triggered by a non-blocking request , rd information can be used.

fr:
Optional. ID of the Receiver.

cn:
URI and optionally the content of the created resource. The Receiver shall provide the content if the created resource contains attributes which were modified by the Receiver in step 002.
See clauses 8.1.3 and 8.1.4 for the parameters to be included in the Response message.
General Exceptions:
7) The Originator does not have the privileges to create a resource on the Receiver. The Receiver responds with an error.
8) The resource with the specified name (if provided) already exists at the Receiver. The Receiver responds with an error.

9) The provided information in cn is not accepted by the Receiver (e.g. missing mandatory parameter). The Receiver responds with an error.
---------------------------------------end 4th change----------------------------

---------------------------------------5th change----------------------------

10.1.1.2.2
Application Entity Registration procedure

The procedure for AE registration follows the procedure described in clause 10.1.1.1 with the following exception:

Originator: The Originator shall be the registering AE.
Receiver: The Receiver shall allow the creation of the <AE> resource according to the access control policy. The Receiver shall use, if present, the suggested name from the information parameter nm in the request. If the suggested name of the resource cannot be used (i.e. a resource with that name already exists) the Receiver shall reject the CREATE Request. If the request does not provide the optional nm, then the Receiver shall create the resource and assign a name to it. The Receiver shall derive the M2M-Service-Profile-ID and Node-ID provided from the security credentials of the AE (see 11.2.2). The receiver shall fetch the service subscription profile from <m2mServiceSubscriptionProfile>.
Step 001: The Originator shall send the following information in the CREATE Request message:

fr:
AE-ID or empty.
Step 002: for the <AE> resource the Receiver cannot perform the action described in the first step of clause 10.1.1.1.
All the other parameters of the request and the steps that follow do not deviate from clause 10.1.1.1.

---------------------------------------end 5th change----------------------------

---------------------------------------6th change----------------------------

10.2.16
<m2mServiceSubscriptionProfile> Resource

10.2.16.1
Create <m2mServiceSubscriptionProfile>

This flow is used for creating a <m2mServiceSubscriptionProfile> resource.

Table 10.2.16.1-1: <m2mServiceSubscriptionProfile> CREATE
	< m2mServiceSubscriptionProfile > CREATE 

	Associated Reference Point
	Mca, Mcc



	Information on Request message
	All parameters defined in table 8.1.2.1-1 apply with the specific details for:

to: the Receiver or hosting CSE shall be an IN-CSE 

cn: The resource content shall provide the information as defined in clause 9.6.19.

	Pre-Processing at Originator
	According to clause 10.1.1.1

	Processing at Receiver
	According to clause 10.1.1.1

	Information on Response message
	All parameters defined in table 8.1.2.1-1 apply with the specific details for:

cn: URI of the created < m2mServiceSubscriptionProfile > resource, according to clause 10.1.1

	Post-Processing at Originator
	According to clause 10.1.1.1

	Exceptions
	According to clause 10.1.1.1


10.2.16.2
Retrieve <m2mServiceSubscriptionProfile>

This flow is used for retrieving the attributes of a <m2mServiceSubscriptionProfile> resource.

Table 10.2.16.2-1: <m2mServiceSubscriptionProfile> RETRIEVE
	<m2mServiceSubscriptionProfile> RETRIEVE

	Associated Reference Point
	Mca, Mcc, Mcc’



	Information on Request message
	All parameters defined in table 8.1.2.1-1 apply with the specific details for:

to: the Receiver or hosting CSE shall be an IN-CSE 

cn: void 

	Pre-Processing at Originator
	According to clause 10.1.2

	Processing at Receiver
	According to clause 10.1.2

	Information on Response message
	All parameters defined in table 8.1.2.1-1 apply with the specific details for:

cn: attributes of the <m2mServiceSubscriptionProfile> resource as defined in clause 9.6.19

	Post-Processing at Originator
	According to clause 10.1.2. 

	Exceptions
	According to clause 10.1.2


10.2.16.3
Update <m2mServiceSubscriptionProfile>

This flow is used for updating the attributes of a <m2mServiceSubscriptionProfile> resource.

Table 10.2.16.3-1: <m2mServiceSubscriptionProfile> UPDATE
	<m2mServiceSubscriptionProfile> UPDATE

	Associated Reference Point
	Mca, Mcc



	Information on Request message


	All parameters defined in table 8.1.2.1-1 are applicable as indicate in the table with the specific details for:

to: the Receiver or hosting CSE shall be an IN-CSE

cn: attributes of the <m2mServiceSubscriptionProfile> resource as defined in 9.6.19 which need be updated, with the exception of the following that cannot be modified:

· “lastModifiedTime”,

· ” subsSer&RoleList”.

	Pre-Processing at Originator
	According to clause 10.1.3

	Processing at Receiver
	According to clause 10.1.3

	Information on Response message
	According to clause 10.1.3

	Post-Processing at Originator
	According to clause 10.1.3

	Exceptions
	According to clause 10.1.3


10.2.16.4
Delete <m2mServiceSubscriptionProfile>

This flow is used for deleting a <m2mServiceSubscriptionProfile> resource residing under a <m2mServiceSubscriptionProfile> resource.

Table 10.2.16.4-1: <m2mServiceSubscriptionProfile> DELETE
	<m2mServiceSubscriptionProfile> DELETE

	Associated Reference Point
	Mca, Mcc



	Information on Request message
	All parameters defined in table 8.1.2.1-1 apply with specific details for:

to: the Receiver or hosting CSE shall be an IN-CSE

	Pre-Processing at Originator
	According to clause 10.1.4

	Processing at Receiver
	According to clause 10.1.4

	Information on Response message
	According to clause 10.1.4

	Post-Processing at Originator
	According to clause 10.1.4

	Exceptions
	According to clause 10.1.4


10.2.17
<serviceSubscribedNode> Resource
10.2.17.1
Create <serviceSubscribedNode>

This flow is used for creating a <serviceSubscribedNode> resource which is sub-resource of <m2mServiceSubscriptionProfile> resource.

Table 10.2.17.1-1: <serviceSubscribedNode> CREATE
	<serviceSubscribedNode> CREATE 

	Associated Reference Point
	Mca, Mcc



	Information on Request message
	All parameters defined in table 8.1.2.1-1 apply with the specific details for:

to: the Receiver or hosting CSE shall be an IN-CSE 

cn: The resource content shall provide the information as defined in clause 9.6.20.

	Pre-Processing at Originator
	According to clause 10.1.1.1

	Processing at Receiver
	According to clause 10.1.1.1

	Information on Response message
	All parameters defined in table 8.1.2.1-1 apply with the specific details for:

cn: URI of the created <serviceSubscribedNode> resource, according to clause 10.1.1

	Post-Processing at Originator
	According to clause 10.1.1.1

	Exceptions
	According to clause 10.1.1.1


10.2.17.2
Retrieve <serviceSubscribedNode>

This flow is used for retrieving the attributes of a <serviceSubscribedNode> resource which is sub-resource of <m2mServiceSubscriptionProfile> resource.

Table 10.2.17.2-1: <serviceSubscribedNode> RETRIEVE
	<serviceSubscribedNode> RETRIEVE

	Associated Reference Point
	Mca, Mcc, Mcc’



	Information on Request message
	All parameters defined in table 8.1.2.1-1 apply with the specific details for:

to: the Receiver or hosting CSE shall be an IN-CSE 

cn: void 

	Pre-Processing at Originator
	According to clause 10.1.2

	Processing at Receiver
	According to clause 10.1.2

	Information on Response message
	All parameters defined in table 8.1.2.1-1 apply 


	Post-Processing at Originator
	According to clause 10.1.2. 

	Exceptions
	According to clause 10.1.2


10.2.17.3
Update <serviceSubscribedNode>

This flow is used for updating the attributes of a <serviceSubscribedNode> resource which is sub-resource of <m2mServiceSubscriptionProfile> resource.

Table 10.2.17.3-1: <serviceSubscribedNode> UPDATE
	<serviceSubscribedNode> UPDATE

	Associated Reference Point
	Mca, Mcc



	Information on Request message


	All parameters defined in table 8.1.2.1-1 are applicable as indicate in the table with the specific details for:

to: the Receiver or hosting CSE shall be an IN-CSE

cn: attributes of the <serviceSubscribedNode> resource as defined in 9.6.16 which need be updated, with the exception of the following that cannot be modified: “lastModifiedTime”

	Pre-Processing at Originator
	According to clause 10.1.3

	Processing at Receiver
	According to clause 10.1.3

	Information on Response message
	According to clause 10.1.3

	Post-Processing at Originator
	According to clause 10.1.3

	Exceptions
	According to clause 10.1.3


10.2.17.4
Delete <serviceSubscribedNode>

This flow is used for deleting a <serviceSubscribedNode> resource residing under a <m2mServiceSubscriptionProfile> resource.

Table 10.2.17.4-1: <serviceSubscribedNode> DELETE
	<serviceSubscribedNode> DELETE

	Associated Reference Point
	Mca, Mcc



	Information on Request message
	All parameters defined in table 8.1.2.1-1 apply with the specific details for:
to: the Receiver or hosting CSE shall be an IN-CSE

	Pre-Processing at Originator
	According to clause 10.1.4

	Processing at Receiver
	According to clause 10.1.4

	Information on Response message
	According to clause 10.1.4

	Post-Processing at Originator
	According to clause 10.1.4

	Exceptions
	According to clause 10.1.4


---------------------------------------end 6th change----------------------------

---------------------------------------7th change----------------------------

Annex G (informative): List of M2M Services

This annex provides a list of M2M Services supported in this document as well as the list of associated roles mapped to each M2M Service.
Table G-1: M2M Services

	M2M Service (name)
	M2M-Serv-ID
	Roles

	Application and service management
	01
	001-Software management

	Device management
	02
	002-Device Configuration 

003-Device Diagnostics and Monitoring 

004-Device Firmware Management 

005-Device Topology 

	Location
	03
	006-Location

	Data exchange
	04
	007-Basic data

	Device onboarding
	05
	008-onboarding 

	Security
	06
	009-Security Administration


Use of M2M Service Subscription across M2M Service Provider domains is subject to M2M Service Providers agreement.

The following table provides an example of mapping of Service Roles to resource types and operations. Such a table is to be configured by the SP to allow for the validation of requests according to the service subscription.

Table G-2: Mapping of Service Roles to Resource Types/Allowed Operations
	Service Role
	Resource Type/Allowed Operations

	001:  Software management 


	· mgmtObj / CRUD
· mgmtCmd / CRUD
· software / CRUD

	002:  Device Configuration 


	· mgmtObj / CRUD 

· mgmtCmd / CRUD

· deviceInfo / CRUD

	003:  Device Diagnostics and Monitoring 

 
	· mgmtObj / CRUD 

· mgmtCmd / CRUD

· deviceInfo / CRUD

· deviceCapability / CRUD

	004:  Device Firmware Management 


	· mgmtObj / CRUD

· mgmtCmd / CRUD

· firmware / CRUD

	005:  Device Topology 

	· mgmtObj / CRUD 

· mgmtCmd / CRUD

· areaNwkInfo / CRUD

· areaNwkDeviceInfo / CRUD

	006:  Location 
	· locationPolicy / CRUD

· container / CRUD

· subscription / CRUD

	007:  Basic data 
	· container / CRUD

· subscription / CRUD

	008:  onboarding
	· m2mServiceSubscriptionProfile / CRUD

· serviceSubscribedNode / CRUD

	009:  Security Administration
	· accessControlPolicy / CRUD


---------------------------------------end 7th change----------------------------
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