	Doc# ARC-2014-1505-Clause_10_1_Cleanup.DOC
Change Request
	[image: image15.png]






	


	CHANGE REQUEST

	Group Name:*
	WG2

	Source:*
	Seongyoon Kim, LG Electronics, seongyoon.kim@lge.com

	Format:*
	ARC

	Date:*
	2014-07-21

	Contact:*
	Seongyoon Kim, LG Electronics, seongyoon.kim@lge.com

	Reason for Change/s:*
	To clean up clause 10.1

	CR  against:  Release*
	Pre-release

	CR  against:  TS/TR*
	TS-0001 v0.8.0

	Clauses/Sub Clauses*
	10.1

	Type of change: *
	 Editorial change

 FORMCHECKBOX 
 Bug Fix or Correction

 Change/correction to existing feature or functionality

 New feature or (missing) functionality

	Post Freeze checking:*
	This CR contains only essential changes and corrections
                           YES  FORMCHECKBOX 
             NO  FORMCHECKBOX 



oneM2M Notice
The document to which this cover statement is attached is submitted to oneM2M.  Participation in, or attendance at, any activity of oneM2M, constitutes acceptance of and agreement to be bound by terms of the Working Procedures and the Partnership Agreement, including the Intellectual Property Rights (IPR) Principles Governing oneM2M Work found in Annex 1 of the Partnership Agreement.
GUIDELINES for Change Requests:

Provide an informative introduction containing the problem(s) being solved, and a summary list of proposals.

Each CR should contain changes related to only one particular issue/problem.
Follow the principle of completeness, where all changes related to the issue or problem within a deliverable are simultaneously proposed to be made E.g. A change impacting 5 tables should not only include a proposal to change only 3 tables. Includes any changes to references, definitions, and acronyms in the same deliverable.
Follow the drafting rules.
All pictures must be editable.
Check spelling and grammar to the extent practicable.
Use Change bars for modifications.
The change should include the current and surrounding clauses to clearly show where a change is located and to provide technical context of the proposed change. Additions of complete sections need not show surrounding clauses as long as the proposed section number clearly shows where the new section is proposed to be located.
Multiple changes in a single CR shall be clearly separated by horizontal lines with embedded text such as, start of change 1, end of change 1, start of new clause, end of new clause.
When subsequent changes are made to content of a CR, then the accepted version should not show changes over changes. The accepted version of the CR should only show changes relative to the baseline approved text. 
Introduction
Receiver CSE includes Transit CSE also. Therefore we need to say Hosting CSE in section 10.1 as originally intended.
-----------------------Start of change 1-------------------------------------------
10.1 Basic Procedures

As a pre-condition to the execution of the following procedures, M2M operational security procedures as specified in clauses 11.3.1 through 11.3.3 shall have been performed. In case of failure, the error shall be reported as specified in [i.2]. 

The procedures in the following clauses assume blocking requests as described in clause 8.2.2.

10.1.1
CREATE (C)

The CREATE procedure shall be used by an Originator CSE or AE to create a resource on a Receiver CSE (also called the Hosting CSE). The description of CREATE procedure has been divided in two separate clauses, since there is a need to distinguish between Registration related Create and Non-Registration related Create procedures.

The Registration related Create procedure is applicable for the following resource types only:

· <AE>; and
· <remoteCSE>.
Whereas non-registration related Create procedure is applicable for all other resource types described in clause 9.6.

10.1.1.1
Non-registration related CREATE procedure

This procedure is valid for all resources which are not related to registration.

Originator requests to create a resource by using the CREATE method. See clause 8.1.2 for the parameters to be included in the Request message.

Receiver  If the request is allowed by the given privileges, the Receiver shall create the resource.
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Figure 10.1.1.1-1: Procedure for CREATEing a Resource

Step 001: The Originator shall send the following parameters in the CREATE Request message:

op: 
C (Create); 

to: 
URI of the target resource where the new resource should be created (parent resource);

fr: 
ID of the Originator (either the AE or CSE);

[10.1.1.1.b] Editor's Note: AE or CSE may not have the ID upon its registration request. Alternative information for fr is FFS.

ty:
Type of resource to be created;

nm:
optional name of the resource to be provided by the Originator, where permitted by the resource type as specified in clause 9.6.

NOTE:
Some of the resources defined in clause 9.6 have a predefined name. For these resources the parameter nm is not applicable.
cn: 
attributes of the resource to be provided by the Originator. Of particular importance for the CREATE Request message is the common attribute resourceType (clause 9.6.1) which identifies the type of the resource to be Created.
[10.1.1.1.c] Editor's Note: which parameters are deducted to be mandatory/optional in the request is for FFS. Clause 8.1 should provide a generic mechanism to identify mandatory params for a request by looking at how the resource is defined. E.g. If the attribute in the resource definition is identified as mandatory and it is of type RW, then it is also intended as mandatory in the request.

[10.1.1.1.d] Editor's Note: references to elements defined in sect 8 have been added here. They may be removed if we decide to move sect 8.1.2-4 to stage 3 doc. In this case, these references will be removed and sect 1 of this document would replace sect 8.1.2-4 in the TS-0001.

Step 002: The Receiver shall:

1) Check if the Originator has the appropriate privileges for performing the request. Privileges are part of the attribute accessControlPolicyIDs of the targeted resource. In case that such an attribute does not exist, the Receiver shall check the accessControlPolicyIDs of the parent resource.

[10.1.1.1.e] Editor's Note: how far should the Receiver go back to a parent to look for an accessControlPolicyIDs is FFS

2) Verify that the suggested nm, if provided by the Originator in the Create Request message, does not already exist  among child resources of the target resource. If nm is not provided by the Originator, assign nm.

3) Assign a resource identifier (see resourceID attribute in common attribute table 9.6.1-1) to the resource to be created. 

4) Assign/modify default values for certain mandatory attributes of the resource, where allowed by the resource itself and if not provided by the Originator itself.

5)  the Receiver shall assign a value to the following common attributes specified in clause 9.6.1: 

a)
parentID;

b)
creationTime;

c)
expirationTime: if not provided by the Originator, the Receiver shall assign the maximum value possible (within the restriction of the Receiver policies). If the value provided by the Originator cannot be supported, due to either policy or subscription restrictions, the Receiver will assign a new value.

d)
lastModifiedTime: which is equals to the creationTime;
e)
Any other RO (Read Only) attributes within the restriction of the Receiver policies.

6) On successful validation of the Create Request, the Receiver shall create the requested resource. 

Step 003: The Receiver shall respond with a Response message that shall contain the following parameters:

to:
Optional. ID of the Originator. In case this is a response carrying the result of an operation triggered by a non-blocking request , rd information can be used.

fr:
Optional. ID of the Receiver.

cn:
URI and optionally the content of the created resource. The Receiver shall provide the content if the created resource contains attributes which were modified by the Receiver in step 002.
See clauses 8.1.3 and 8.1.4 for the parameters to be included in the Response message.

General Exceptions:
7) The Originator does not have the privileges to create a resource on the Receiver. The Receiver responds with an error.

8) The resource with the specified name (if provided) already exists at the Receiver. The Receiver responds with an error.

9) The provided information in cn is not accepted by the Receiver (e.g. missing mandatory parameter). The Receiver responds with an error.

10.1.1.2
Registration related CREATE procedure

This clause describes the CREATE procedure for <remoteCSE> and <AE> resource type.

10.1.1.2.1
CSE Registration procedure

The procedure for CSE Registration follows the procedure described in clause 10.1.1.1, but with some deviations. Below is the detailed description on how to perform the CSE Registration and which part of the procedure deviates from the one described in clause 10.1.1.1.

The Registration procedure requires the creation of two resources (a <remoteCSE> on the Receiver CSE and a <remoteCSE> on the Originator CSE) rather than one resource. The Registration procedure is always initiated by a CSE in the field domain except in the inter-domain case described in clause 6.3.

Originator: The Originator shall be the registering CSE.

Receiver: The Receiver shall create the <remoteCSE> resource.
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Figure 10.1.1.2.1-1: Procedure for CREATEing a <remoteCSE> Resource

Rappoterur Note: The picture designed for CSE is referenced also for AE in 10.1.1.2, but for AE is incorrect. Duplicate and correct it in 10.1.1.2 ?  
Rapporteur Observation: The above stated Rapporteur Note added via contribution ARC-2014-1427. We need to have a contribution to correct the picture for clause 10.1.1.2. Fix the associated descriptions as well.
All the parameters of the request and steps that are not indicated do not deviate from clause 10.1.1.1.

Step 001: The Originator shall send the following information in the CREATE Request message:

fr:
CSE-ID.
cn: 
Attributes of the resource to be provided by the Originator. Of particular importance for the CREATE Request message is the common attribute resourceType from clause 9.6.1, which identifies the type of resource; and the attributes CSE-ID and CSEBase. The CSEBase shall contain the absolute URI of the <CSEBase> resource at the Receiver.

Step 002: The Receiver shall:

10) This step from 10.1.1.1 cannot be performed for the creation of <remoteCSE> resource.

All the other steps: 2-6, from step 002 from clause 10.1.1.1 are still applicable.

NOTE:
Optionally, if the M2M Service Provider supports inter-domain communication, the Receiver could perform this step if the attribute CSEBase (part of the cn parameter of the request) contains the public domain of the CSE. The Receiver could construct the domain as described in clause 6.4 and 6.5. The Receiver could add an AAA or AAAA record in DNS with the public domain name of the Originator CSE and the IP address of the IN-CSE associated with the Originator.

Step 003: See clause 10.1.1.1.

Step 004: The Originator, upon receipt of the CREATE response message, shall create a <remoteCSE> resource locally under its <CSEBase> resource. This resource is representing the Receiver CSE. The Originator shall provide the appropriate values to all mandatory parameters as described in clause 9.6.4.
Step 005: The Originator may issue a RETRIEVE Request towards the Receiver (same to as for the CREATE request message) to obtain the optional parameters of the <remoteCSE> resource created at the Receiver as for step 004 (e.g. labels, accessControlPolicyIDs attributes). The RETRIEVE procedure is described in clause 10.1.2.

See clauses 8.1.2 for the information to be included in the Request message.

Step 006: The Receiver verifies that the Originator has the appropriate privileges to access the information.

Step 007: The Receiver sends a RETRIEVE response message, according to the procedure described in clause 10.1.2.

See clauses 8.1.3 and 8.1.4 for the information to be included in the Response message.

Step 008: The Originator shall update the created <remoteCSE> resource for the Receiver with the information obtained in step 007.

General Exceptions:
All exceptions from clause 10.1.1.1 are applicable; in addition the following exception may occur:

11) The Originator does not have the privileges to retrieve the attributes of the Receiver CSE. The Receiver responds with an error.

10.1.1.2.2
Application Entity Registration procedure

The procedure for AE registration follows the procedure described in clause 10.1.1.1 with the following exception:

Originator: The Originator shall be the registering AE.
Receiver: The Receiver shall allow the creation of the <AE> resource according to the access control policy. The Receiver shall use, if present, the suggested name from the information parameter nm in the request. If the suggested name of the resource cannot be used (i.e. a resource with that name already exists) the Receiver shall reject the CREATE Request. If the request does not provide the optional nm, then the Receiver shall create the resource and assign a name to it.

Step 001: The Originator shall send the following information in the CREATE Request message:

fr:
AE-ID.
Step 002: for the <AE> resource the Receiver cannot perform the action described in the first step of clause 10.1.1.1.

All the other parameters of the request and the steps that follow do not deviate from clause 10.1.1.1.

10.1.2
RETRIEVE (R)
The RETRIEVE operation shall be used for retrieving the information stored for any of the attributes for a resource at the Receiver CSE. The Originator CSE or AE may request to retrieve a specific attribute by including the name of such attribute in the cn parameter in the request message.

Originator requests retrieval of all attributes or a specific attributes of the target resource by using RETRIEVE Request. See clause 8.1.2 for the information to be included in the Request message. If only some specific attributes need to be retrieved, the name of such attributes shall be included in the cn parameter of the Request message.

Receiver The Receiver performs local processing to verify the existence of requested resource and checks privileges for retrieving the information related to the resource. After successful verification, the Receiver shall return the requested information, otherwise an error indication shall be returned.
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Figure 10.1.2-1: Procedure for RETRIEVing a Resource

Step 001: The Originator shall request to RETRIEVE a resource or a specific attribute within a resource at the Receiver.

op:
R (Retrieve).

to: 
URI of the target resource or the target attribute.
fr:
 ID of the Originator (either the AE or CSE).

cn:
Optional. If included, cn includes the name of the attributes that need to be retrieved.
Step 002: The Receiver shall verify the existence of the target resource or the attribute and check if the Originator has appropriate privileges to retrieve information stored in the resource/attribute.

Step 003: The Receiver shall respond with a Response message that shall contain the following information:

to:
Optional. ID of the Originator. 

fr:
Optional. ID of the Receiver.

cn:
content of resource/attribute retrieved.

General Exceptions:

12) The targeted resource/attribute in to parameter does not exist. The Receiver responds with an error.

13) The Originator does not have privileges to retrieve information stored in the resource on the Receiver. The Receiver responds with an error.

10.1.3
UPDATE (U)
The UPDATE operation shall be used for updating the information stored for any of the attributes at a target resource. Especially important is the expirationTime, since a failure in refreshing this attribute may result in the deletion of the resource. The Originator CSE or AE can request to update, create or delete specific attribute(s) at the target resource by including the name of such attribute(s) and its values in the request message.

Originator requests update any of the attributes at the target resource by using UPDATE Request message. The Originator shall send new (proposed) values for the attribute(s) that need to be updated. The UPDATE operation allows to modify the attributes (defined in clause 9.6) and that are indicated as "RW" (Read Write) for the specific resource type. 

The Originator requests to create attributes at the target resource by using UPDATE Request message. The Originator shall send the name of the attributes to be created (defined in clause 9.6) that are indicated as "RW" (Read Write) for the specific resource type and their associated values in the Request message, 

The Originator requests to delete attributes at the target resource by using UPDATE Request message. The Originator shall send the name of the attributes to be deleted (defined in clause 9.6) for the specific resource type with their value set to NULL, in the Request message, 

See clause 8.1.2 for the information to be included in the Request message.

NOTE:
Update operation can also be used for Execute operation. Such use of the Update operation does not use cn parameter.

Receiver The Receiver verifies the existence of the addressed resource, the validity of the attributes provided and the privileges to modify them, shall update the attributes provided and shall return a Response message to the Originator with the operation results as specified in clause 8.1.3.

If the attributes provided do not exist, after verifying the existence of the addressed resource, the Receiver validates the attributes provided and the privileges to create them. On successful validation, the Receiver shall create the attributes provided with their associated values and shall return a Response message to the Originator with the operation results as specified in clause 8.1.3.

If the attributes provided have their value set to NULL, after verifying the existence of the addressed resource, the Receiver validates the attributes provided and the privileges to delete them. On successful validation, the Receiver shall delete such attributes and shall return a Response message to the Originator with the operation results as specified in clause 8.1.3.
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Figure 10.1.3-1: Procedure for UPDATing a Resource

Step 001: The Originator shall send the following parameters in the UPDATE Request message:

op:
U (Update).

to: 
URI to the target resource.

fr: 
ID of the Originator (either the AE or CSE).
cn: 
Information related to the attribute(s) to be updated, created or deleted at the target resource. The name of such attribute(s) and associated updated or assigned values in the cn parameter. For the Update operation used for Execute device management operation, cn parameter does not exist.
Step 002: The Receiver shall validate if the Originator has appropriate privileges to perform the modification to the target resource. On successful validation, the Receiver shall update the resource as requested. If the attributes provided do not exist, the Receiver shall validate if the Originator has appropriate privileges to create the attributes at the target resource. On successful validation, the Receiver shall create the attributes with their associated values at the resource as requested.  If the attributes provided have their value set to NULL, the Receiver shall validate if the Originator has appropriate privileges to delete the attributes at the target resource. On successful validation, the Receiver shall delete such attributes.
Step 003: The Receiver shall respond with a Response message that shall contain the following parameters:

to:
Optional. ID of the Originator. 

fr:
Optional. ID of the Receiver.
cn:
Optional. Content replaced, created or deleted.
rs:
Operation result.

General Exceptions:

14) The targeted resource in to parameter does not exist. The Receiver responds with an error.

15) The Originator does not have the privilege to modify the resource, create attributes or delete attributes on the Receiver. The Receiver responds with error.

16) The provided information in the cn is not accepted by the Receiver. The Receiver responds with error.

10.1.4
DELETE (D)
The DELETE operation shall be used by an Originator CSE or AE to delete a resource on a Receiver CSE (also called the Hosting CSE). The description of DELETE procedure has been divided in two separate clauses, since there is a need to distinguish between Deregistration related Delete and Non-Deregistration related Delete procedures.

The Deregistration related Delete procedure is applicable for the following resource types only:

· <AE>, and
· <remoteCSE>
10.1.4.1
 Non-deregistration related DELETE procedure
This procedure is valid for all resources which are not related to deregistration.
The DELETE operation shall be used by an Originator CSE or AE to delete a resource at a Receiver CSE. For such operation, the DELETE procedure shall consist of the deletion of all related information of the target resource.

Originator requests deletion of a resource by using a DELETE Request message. See clause 8.1.2 for the information to be included in the Request message.

Receiver The Receiver verifies the existence of the requested resource, and the privileges for deleting the resource.
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Figure 10.1.4-1: Procedure for DELETING a Resource

Step 001: The Originator shall send a DELETE Request message to the Receiver.

op:
D (Delete).

to: 
URI of the target resource.

fr: 
ID of the Originator (either the AE or CSE).
Step 002: The Receiver shall verify the existence of the requested resource and if the Originator has the appropriate privilege to delete the resource. On successful validation, the Receiver shall check for child resources and delete all child resources and the associated references in parent resources and it shall remove the resource itself.

Step 003: The Receiver shall respond with a Response message that shall contain the following information:

to:
Optional. ID of the Originator. In case this is a response carrying the result of an operation triggered by a non‑blocking request, rd information can be used.

fr:
Optional. ID of the Receiver.
rs:
Operation result.

General Exceptions:

17) The targeted resource in to information does not exist. The Receiver responds with an error.

18) The Originator does not have the privileges to delete the resource on the Receiver. The Receiver responds with an error.

10.1.4.2
Deregistration related DELETE procedure

This clause describes the CREATE procedure for <remoteCSE> and <AE> resource type.
10.1.4.2.1
 CSE Deregistration procedure

The procedure for CSE Deregistration follows the procedure described in clause 10.1.4.1, but with some exceptions. Below is the detailed description on how to perform the CSE Deregistration and which part of the procedure deviates from the one described in clause 10.1.4.1.
The Deregistration procedure accompanies the deletion of two resources (a <remoteCSE> on the Hosting CSE and a <remoteCSE> on the Originator CSE) rather than one resource. The Deregistration procedure can be initiated by either Registree CSE or Registrar CSE.
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Figure 10.1.4.2.1-1: Procedure for DELETING a <remoteCSE> Resource
Step 001: See clause 10.1.4.1.
Step 002: See clause 10.1.4.1.
Step 003: See clause 10.1.4.1.
Step 004: The Originator, upon receipt of the DELETE response, shall delete a <remoteCSE> resource locally under its <CSEBase> resource.

General Exceptions: 

All exceptions from 10.1.4.1 are applicable; in addition the following exception may occur:

19) If the Receiver rejects the DELETE request and responds with an error in the DELETE response, the Originator cannot perform the action described in the Step 004.

10.1.4.2.2
 Application Entity Deregistration procedure
The procedure for AE Deregistration follows the procedure described in clause 10.1.4.1.
10.1.5
NOTIFY (N)
The NOTIFY operation shall be used for notifying information.

Originator: The Originator requests to notify an entity by using NOTIFY method. See clause 8.1.2 for the information to be included in a Request message.

Receiver: The Receiver responds to the Originator with the operation results as specified in clause 8.1.3.
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Figure 10.1.5-1: Procedure for NOTIFYing Information

[10.1.5.a] Editor's Note: not sure how to align this procedure with the other ones. The Receiver should also have a local processing, but if the address of the resource in the to is not one of the defined resource types what the receiver does is out of scope. However if the NOTIFY will corresponds to a create instance then the procedures described in the create should apply. This operation needs more refining.

Step 001: A notification to be sent to the Receiver is triggered in the Originator.

Step 002: The Originator shall send the following parameters in the NOTIFY Request message:

op:
N (Notify).

to: 
URI where the notification should be sent to.

fr:
ID of the Originator (only a CSE).
cn:
Notification data and/or Notification reference.

Step 003: The Receiver responds with a Response message that shall contain the following information:

rs: 
operation result.

General Exceptions:

20) None identified.

[10.1.5.b] Editor's note: General exceptions are FFS in particular for notification failures.
-----------------------End of change 1-------------------------------------------
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