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Introduction
The reasons for the proposed changes are:
1. Lack of clarity regarding notification policies
2. Three outstanding Editor’s notes
The proposed changes are as follows:

1. Merging of draft CRs 1432, 1448R03, 1449R01, 1450R01, 1451R03 and 1452R01
2. Additional text clarifications and re-organised clauses to aid clarification
3. Resolution of Editor’s Notes 10.2.12.a, 10.2.12.b and 10.2.12.c
4. Addition of a new normative Annex to show the flow of procedures on the Hosting CSE
-----------------------Start of change 1---------------------------------------------------------

6.2.12
Subscription and Notification

6.2.12.1
General Concepts

The Subscription and Notification (SUB) CSF provides notifications pertaining to a subscription that tracks change events on a resource (e.g. deletion of a resource). A subscription to a resource is initiated by an AE or a CSE, and is granted by the Hosting CSE subject to access control policies. During an active resource subscription, the Hosting CSE sends a notification regarding a notification event to the address(es) where the resource subscriber wants to receive it.

6.2.12.2
Detailed Descriptions

The SUB CSF manages subscriptions to resources, subject to access control policies, and sends corresponding notifications to the address(es) where the resource subscribers want to receive them. An AE or a CSE is the subscription resource subscriber. AEs and CSEs subscribe to resources of other CSEs. A subscription Hosting CSE sends notifications to the address(es) specified by the resource subscriber when modifications to a resource are made. The scope of a resource subscription includes tracking changes of attribute(s) and direct child resource(s) of the subscribed-to resource. It does not include tracking the change of attribute(s) of the child resource(s). Furthermore, the scope includes tracking operations on attributes and direct child resources, but does not include tracking operations on attributes of child resources. Each subscription may include notification policies that specify which, when, and how notifications are sent. These notification policies may work in conjunction with CMDH policies. 
A subscription is represented as resource subscription in the CSE resource structure.

The functions supported by the SUB CSF are as follows:

· Inclusion of the resource subscriber ID, the Hosting CSE-ID and subscribed-to resource address(es) per resource subscription request. It may also include other criteria (e.g. resource modifications of interest and notification policy) and the address(es) where to send the notifications.
· Ability to subscribe to a single resource via a single subscription, or subscribe to multiple resources via a single subscription when they are grouped and represented as a single group resource.

-----------------------End of change 1---------------------------------------------------------
-----------------------Start of change 2---------------------------------------------------------

9.6.8
Resource Type subscription
The <subscription> resource contains subscription information for its subscribed-to resource. The subscription resource is a child of the subscribed to resource. 
The <subscription> resource shall be represented as child resource of the subscribed-to resource. For example, <container> resource has <subscription> resource as a child resource (see clause 9.6.6). A <subscription> resource shall be deleted when a parent subscribed-to resource is deleted.
The <subscription> resource shall represent a subscription to a subscribed-to resource. An Originator shall be able to create a resource of <subscription> resource type when the originator has RETRIEVE privilege to the subscribe-to resource. The Originator which creates a <subscription> resource becomes a resource subscriber.

Each <subscription> may include notification policies that specify which, when, and how notifications are sent. These notification policies may work in conjunction with CMDH policies.
When a <subscription> resource is deleted, the Notify request shall be sent to the subscriberURI if it is provided by the Originator.
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Figure 9.6.8-1: Structure of <subscription> resource
[9.6.8.a] Editor's Note: Verify if the picture needs to be re-drawn.

The <subscription> resource shall contain the child resources in table 9.6.8-1.

Table 9.6.8-1: Child resources of <subscription> resource

	Child Resource Name of <subscription>
	Child Resource Type
	Multiplicity
	Description

	notificationSchedule
	<schedule>
	0..1
	In the context of the <subscription> resource, the notificationSchedule specifies when notifications may be sent by the Hosting CSE to the notificationURI(s).
See clause 9.6.9


The <subscription> resource shall contain the attributes described in table 9.6.8-2.

Table 9.6.8-2: Attributes of <subscription> resource

	Attribute Name of <subscription>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	WO
	See clause 9.6.1 where this common attribute is described.

	resourceID
	1
	WO
	See clause 9.6.1 where this common attribute is described.

	parentID
	1
	RO
	See clause 9.6.1 where this common attribute is described.

	expirationTime
	1
	RW
	See clause 9.6.1 where this common attribute is described.

	creationTime
	1
	RO
	See clause 9.6.1 where this common attribute is described.

	lastModifiedTime
	1
	RO
	See clause 9.6.1 where this common attribute is described.

	labels
	1
	RW
	See clause 9.6.1 where this common attribute is described.

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1 where this common attribute is described.


If no accessControlPolicyIDs is given at the time of creation, the accesControlPolicies of the parent resource is linked to this attribute.

	eventNotificationCriteria
	0..1 (L)
	RW
	This notification policy indicates the event criteria for which a notification is to be generated.

	expirationCounter
	0..1
	RW
	This notification policy indicates that the subscriber wants to set the life of this subscription to a limit of a maximum number of notifications. When the number of notifications sent reaches the count of this counter, the <subscription> resource shall be deleted, regardless of any other policy. 

	notificationURI
	1 (L)
	RW
	URI(s) where the resource subscriber will receive notifications. This list of URI(s) may not represent the resource subscriber entity. For a group-related subscription, the notificationURI shall be the URI that is generated by the group hosting CSE to receive notifications. In this case, the resource subscriber notification URI shall be included in the notificationForwardingURI.

	groupName
	0..1
	RW
	The URI of a <group> resource in case the subscription is made through a group.

	notificationForwardingURI
	0..1
	RW
	The attribute is a forwarding attribute that shall be only present for group related subscriptions. It represents the resource subscriber notification URI. It shall be used by group hosting CSE for forwarding aggregated notifications.
 See 10.2.6.10 and 10.2.6.11.

	batchNotify
	0..1
	RW
	This notification policy indicates that the subscriber wants to receive batches of notifications rather than receiving them one at a time. This attribute expresses the subscriber’s notification policy and may include two values: the number of notifications to be batched for delivery and a duration. When either value is set, notification events are temporarily stored until either the specified number of notifications have been batched, or, until a duration which starts after the first notification was generated has expired. Following which the batched notifications are sent. If batchNotify is used simultaneously with latestNotify, only the latest notification shall be sent and have the ec set to “latest”. 

	rateLimit
	0..1
	RW
	This notification policy indicates that the subscriber wants to limit the rate at which it receives notifications. This attribute expresses the subscriber’s notification policy and includes two values: a maximum number of events that may be sent within some duration, and the rateLimit window duration. When the number of generated notifications within the ratelimit window duration exceeds the maximum number, notification events are temporarily stored, until the end of the window duration, when the sending of notification events restarts in the next window duration. The sending of notification events continues as long as the maximum number of notification events is not exceeded during the window duration. The ratelimit policy may be used simultaneously with other notification policies. 

	preSubscriptionNotify
	0..1
	WO
	This notification policy indicates that the subscriber wants to be sent notifications for events that were generated prior to the creation of this subscription. This attribute has a value of the number of prior notification events requested. If up-to-date caching of retained events is supported on the hosting CSE and contains the subscribed events then prior notification events will be sent up to the number requested. The preSubscriptionNotify policy may be used simultaneously with any other notification policy. 

	pendingNotification
	0..1
	RW
	This notification policy, if set, indicates how missed notifications due to a period of connectivity (according to the reachability and notification schedules). The possible values for pendingNotification are:

·  
· “sendLatest” 
· “sendAllPending” 
This policy depends upon caching of retained notifications on the hosted CSE. 
When this attribute is set, only the last notification shall be sent and it shall have the ec set to “latest”. 
If this attribute is not present, the hosting CSE sends no missed notifications. This policy applies to all notifications regardless of the selected delivery policy (batching, latestNotification, etc..) Note that unreachability due to reasons other than scheduling is not covered by this policy.

	notificationStoragePriority
	0..1
	RW
	Indicates that the subscriber wants to set a priority for this subscription relative to other subscriptions belonging to this same subscriber. This attribute sets a number within the priority range. When storage of notifications exceeds the allocated size, this policy is used as an input with the storage congestion policy specified in clause 9.6.3  to determine which stored and generated notifications to drop and which ones to retain. 

	latestNotify
	0..1
	RW
	This notification policy indicates if the subscriber wants only the latest notification. If multiple notifications of this subscription are buffered, and if the value of this attribute is set to true, then only the last notification shall be sent and it shall have the ec value set to “latest”.

	notificationContentType
	1
	RW
	Indicates a notification content type that shall be contained in notifications. The allowed values are: . modified attributes only, whole resource, or optionally the reference to this subscription resource. 

	
	
	
	

	notificationEventCat


	0..1
	RW
	This notification policy indicates the the subscriber’s requested ec to be used for notification messages generated by this subscription.

	creator
	0..1
	WO
	AE-ID or CSE-ID which created the <subscription> resource.

	subscriberURI
	0..1
	WO
	URI that is sent a notification when this <subscription> is deleted.



Table 9.6.8-3 describes the eventNotificationCriteria conditions.

Table 9.6.8-3: eventNotificationCriteria conditions
	Condition tag
	Multiplicity
	Matching condition

	createdBefore
	0..1
	The creationTime attribute of the resource is chronologically before the specified value.

	createdAfter
	0..1
	The creationTime attribute of the resource is chronologically after the specified value.

	modifiedSince
	0..1
	The lastModifiedTime attribute of the resource is chronologically after the specified value.

	unmodifiedSince
	0..1
	The lastModifiedTime attribute of the resource is chronologically before the specified value.

	stateTagSmaller
	0..1
	The stateTag attribute of the resource is smaller than the specified value.

	stateTagBigger
	0..1
	The stateTag attribute of the resource is bigger than the specified value.

	expireBefore
	0..1
	The expirationTime attribute of the resource is chronologically before the specified value.

	expireAfter
	0..1
	The expirationTime attribute of the resource is chronologically after the specified value.

	
	
	

	
	
	

	sizeAbove
	0..1
	The contentSize attribute of the <contentInstance> resource is equal to or greater than the specified value.

	sizeBelow
	0..1
	The contentSize attribute of the <contentInstance> resource is smaller than the specified value.

	
	
	

	resourceStatus
	0.. 1 (L)
	When the subscribed-to resource is changed by the operations or expiration, the resource status is the same as the specified value. Possible values are: child created, updated, child deleted, deleted.
If child created or child deleted is configured, the other eventNotificationCriteria conditions shall be applied to the created or deleted child resource. notification contains the contents for a created child resource or deleted child resource based on value of notificationContentType attribute. If this condition is not specified, the default value is updated.

	operationMonitor
	0..1 (L)
	The operations accessing the subscribed-to resource matches with the specified value. It allows monitoring which operation is attempted to the subscribed-to resource regardless of whether the operation is performed. This feature is useful when to find malicious AEs. Possible string arguments are: create, retrieve, update, delete.

	attribute
	0.. 1 (L)
	This is an attribute name of resource types (clause 9.6). E.g., creator of container resource type can be used as “creator=Sam”. When multiple attributes are set then the result is based upon the AND of all the attributes.


-----------------------End of change 2---------------------------------------------------------

-----------------------Start of change 3---------------------------------------------------------

10.2.11
<subscription> Resource Procedures

10.2.11.1
Introduction

An Originator may create a <subscription> resource on a subscribed-to resource Hosting CSE to be notified when the resource is modified. After successful <subscription> resource creation, the Hosting CSE shall notify the Originator of a subscribed-to resource modification that meets conditions configured in the <subscription> resource.

A subscription shall be represented by a <subscription> resource (see clause 9.6.8). This allows manipulation of the subscription in a resource oriented manner, e.g. the conditions of a subscription may be modified by modifying a <subscription> resource, or a resource subscriber may unsubscribe by deleting the <subscription> resource.

The following clauses describe procedures for Creation, Retrieval, Update and Deletion of a <subscription> resource.

10.2.11.2
Create <subscription>

This procedure shall be used to request the creation of a new <subscription> resource to be notified for the modifications of a subscribed-to resource. The generic create procedure is described in clause 10.1.1.1.
Table 10.2.11.2-1: <subscription> CREATE
	<subscription> CREATE 

	Associated Reference Point
	Mca, Mcc and Mcc’


	Information on Request message
	All parameters defined in table 8.1.2.1-1 apply with the specific details for:

· cn: The resource content shall provide the information as defined in clause 9.6.8.

	Pre-Processing at Originator
	According to clause 10.1.1.1 with the following additions:

The Request shall address a subscribable resource.

The Request shall include notificationURI(s).
If the request includes notificationURI(s) which is not the Originator, the Originator should send the request as non-blocking request (see clause 8.2.2 and clause 9.6.12).

	Processing at Receiver
	According to clause 10.1.1.1 with the following

Which is also the Hosting CSE shall validate the followings:

· Check if the subscribed-to resource, addressed in the to parameter in the Request, is a subscribable resource;
· Check if the Originator has  privileges for retrieving the subscribed-to resource;
· If a notificationURI is not the Originator, the Hosting CSE should send a Notify request to the notificationURI to verify this <subscription> creation request. If it cannot initiate the verification, the Hosting CSE shall return an unsuccessful response. If the Hosting CSE initiate the verification, then it shall check if the verification result in the Notify response is successful or not. If any notificationURI contained in a list fails verification then the <subscription> create process fails; 
If any of the checks above fails, the Hosting CSE shall send an unsuccessful response to the Originator with corresponding error information. Otherwise, the Hosting CSE shall create the <subscription> resource and send a successful response to the Originator.


	Information on Response message
	All parameters defined in table 8.1.2.1-1 apply with the specific details for:

· cn: URI of the created <subscription> resource, according to clause 10.1.1.1

	Post-Processing at Originator
	According to clause 10.1.1.1

	Exceptions
	According to clause 10.1.1.1


10.2.11.3
Retrieve <subscription>

This procedure shall be used to retrieve attributes and child resource information of a <subscription> resource. The generic retrieve procedure is described in clause 10.1.2.

Table 10.2.11.3-1: <subscription> RETRIEVE
	<subscription> RETRIEVE

	Associated Reference Point
	Mca, Mcc, Mcc’


	Information on Request message
	All parameters defined in table 8.1.2.1-1 apply with the specific details for:

cn: void 

	Pre-Processing at Originator
	According to clause 10.1.2

	Processing at Receiver
	According to clause 10.1.2



	Information on Response message
	All parameters defined in table 8.1.2.1-1 apply with the specific details for:

cn: attributes of the <subscription> resource as defined in clause 9.6.8


	Post-Processing at Originator
	According to clause 10.1.2. 

	Exceptions
	According to clause 10.1.2


10.2.11.4
Update <subscription>

This procedure shall be used to update an existing subscription, e.g. extension of its lifetime or the modification of the list of notificationURI(s). The generic update procedure is described in clause 10.1.3.
Table 10.2.11.4-1: <subscription> UPDATE
	<subscription> UPDATE

	Associated Reference Point
	Mca, Mcc, Mcc’


	Information on Request message
	All parameters defined in table 8.1.2.1-1 apply with the specific details for:

cn: attributes of the <subscription> resource as defined in 9.6.8 which need  be updated,

	Pre-Processing at Originator
	According to clause 10.1.3

	Processing at Receiver
	According to clause 10.1.3

	Information on Response message
	According to clause 10.1.3

	Post-Processing at Originator
	According to clause 10.1.3

	Exceptions
	According to clause 10.1.3


10.2.11.5
Delete <subscription>

This procedure shall be used to unsubscribe an existing subscription. The generic delete procedure is described in clause 10.1.4.
Table 10.2.11.5-1: <subscription> DELETE
	<subscription> DELETE

	Associated Reference Point
	Mca, Mcc, Mcc’


	Information on Request message
	All parameters defined in table 8.1.2.1-1 apply 

	Pre-Processing at Originator
	According to clause 10.1.4

	Processing at Receiver
	According to clause 10.1.4

	Information on Response message
	According to clause 10.1.4

	Post-Processing at Originator
	According to clause 10.1.4

	Exceptions
	According to clause 10.1.4


10.2.12
Notification Procedures for Resource Subscription

This procedure shall be used to notify Receiver(s) of modifications of a resource for an associated <subscription> resource and notify the <subscription> resource deletion. This procedure shall be used to request resource subscription verification to Receiver(s). 





When the notification is forwarded or aggregated by transit CSEs, the Originator or an transit CSE shall check whether there is a latestNotify notification policy to enforce between subscription resource Hosting CSE and the notification target. In that case, the transit CSE as well as the Originator shall process notification(s) by using the corresponding policy and send processed notification(s) to the next CSE with notification policies related to the enforcement so that the transit CSE is able to enforce the policy defined by the subscriber. The notification policies related to the enforcement at this time is verified by using the subscription reference in the Notify request message. If any transit node doesn’t recognize the attribute, then it should ignore it.


· 
· 

10.2.12.1 Procedure for Originator of notifications
When a CSE receives a <subscription> creation request which needs verification (see clause 10.2.11.2), the CSE may become an Originator of a notification to perform verification. In this case, the notification shall include the Originator ID of the <subscription> resource creation. 
When there is an event for a <subscription> resource, the <subscription> Hosting CSE sends a notification with the following procedures. If the <subscription> resource has creator attribute, the notification shall include the creator.

Further detailed of Hosting CSE related notification policies follow:
The expirationCounter shall be decreased by one when the Originator successfully sends the notification request to Receiver(s). If the counter meets zero, the corresponding subscription resource is deleted.
In the case when a subscriber wants to receive and process batches of notifications rather than to receive and process notifications one by one, it may set the batchNotify attribute to express its notification policy. The batchNotify policy is based on two values, the number of notifications to be batched for delivery, and/or a duration. When the Originator generates a notification event it checks the batchNotify policy, if a duration value is specified then a timer is started which expires after the duration value. If a number of notifications is specified then notification events are accumulated until the accumulated notification events reaches the specified number. If only the number of notifications is specified then the accumulated notifications are sent as a batch when that number has been reached. If only the duration is specified, then the accumulated notifications are sent as a batch when the timer expires.If both values are set then accumulated notifications are sent as a batch where the subscriber specified when either the timer expires or the number is reached whichever happens first. For example, a batchNotify policy having a duration of 10 minutes and a number of 20 notifications will accumulate notifications which is sent when the first of these two conditions are satisfied. The sending order is first-in first out (FIFO). The batch timer is reset upon the batch being sent. notificationEventCat is checked at the time of batch transmission and applied to each notification in the batch. Stored notification events may be dropped according to the notificationStoragePriority and the notificationCongestionPolicy (see clause 9.6.3).  When the batchNotify and latestNotify policies are used together, they enable two ways of sampling notification events. If the number of notification is set high then the duration value will drive the policy, and the latestNotify policy will cause a single event notification every duration period, e.g send the latest event notification every hour. If the duration value is set high then the number of notifications will drive the policy, and the latestNotify policy will cause a single notification for every specified number of notifications, e.g. send the latest event notification for every 500 events notifications generated. The scope of the batchNotify policy is the Hosting CSE for the one subscription it is set in, it does not extend to transit CSEs. 
In the case when a subscriber wants to limits the rate at which it receives and processes notifcations, it may set the rateLimit policy to express its notification policy. The rateLimit policy is based on two values, a maximum specified number of events (e.g., 10, 000) that may be sent within some specified rateLimit window duration (e.g., 60 seconds), and the ratelimit window duration. When the Originator generates a notification event it checks the ratelimit policy and whether the current total number of events sent is less than the maximum number of events within the current rateLimit window duration. If the current total is less than the maximum number then the notification may be sent, if it is equal or more then it is temporarily stored until the end of the current window duration, when the sending of notification events restarts in the next window duration. The sending of notification events continues as long as the maximum number of notification events is not exceeded within the window duration. The ratelimit windows are sequential (not rolling). The ratelimit policy may be used simultaneously with batchNotify and notificationStoragePriority policies. The scope of the rateLimit policy is the Hosting CSE for the one subscription it is set in, it does not extend to transit CSEs.
The pendingNotification indicates the notification procedure to be followed following a connectionless period (due to lack of notification schedule or reachability schedule). When the Hosting CSE generates a notification with the pendingNotification, it shall check the notification schedule of the subscription and the reachability schedule associated with the Receiver. If there is no restriction then the notification is immediately sent, otherwise the notification may be cached according to the pendingNotification. If caching of retained notifications is supported on the Hosting CSE and contains the subscribed events then pending notification (those that occurred during the period on connectionless) will be sent to Receiver per the pendingNotification policy. If it is set to the "sendLatest", most recent notification should be sent. If it is set to "sendAllPending", all the missed cached notifications should be sent in the order they occurred. The Hosting CSE may use the pendingNotification policy to determine whether and how many interim notifications to retain in its cache. The pendingNotification policy may be used simultaneously with any other notification policy. The scope of the pendingNotification is the Hosting CSE for the one subscription it is set in, it does not extend to transit CSEs.
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Figure 10.2.12-1: Notification Mechanism when pendingNotification (sendLatest) is used
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Figure 10.2.12-2:  Notification Mechanism when pendingNotification (sendAllPending) is used
In the case when a subscriber wants (for example in the case where notification events occur on an irregular basis) to be sent notifications that were generated prior to the creation of this subscription, it may set the preSubscriptionNotify attribute to express its notification policy. The preSubscriptionNotify policy is based upon a number of prior notifications that the subscriber wants to be sent. When creating a subscription the Hosting CSE checks the preSubscriptionNotify policy. If caching of retained notifications is supported on the Hosting CSE and contains the subscribed events then prior notification events will be sent to Receiver(s) up to the number requested by the preSubscriptionNotify policy. If caching of retained notifications is supported but the available number of prior notification events is less than the number requested then the Originator shall send those notifications. If caching of retained notifications is not supported the response to the subscription creation request shall contain a warning. The preSubscriptionNotify policy may be used simultaneously with any other notification policy. The scope of the preSubscriptionNotify policy is the Hosting CSE for the one subscription it is set in, it does not extend to transit CSEs.
The latestNotify indicates if the subscriber is only interested in the latest state of the subscribed-to resource. If the latestNotify attribute is set, the Hosting CSE shall assign attribute ec of value ‘latest’ of the latest notifications generated pertaining to the subscription created. In the case the Receiver is a transit CSE which forwards or aggregates the notifications before sending to the subscriber or the other transit CSEs, upon receiving the notification with the ec set to 'latest', the Receiver shall identify the latest notification with the same subscription reference while storing the notifications locally. When the receiver as a transit CSE needs to send the pending notifications, it shall send the latest notification. The scope of the latestNotify policy is the Hosting CSE as well as transit CSEs.

The notificationContentType indicates the notification content type that shall be contained in notifications. The notificationContentType values shall be “modifiedAttribute” (i.e., send a modified attribute only), “wholeResource” (i.e., send a whole subscribed-to resource), or optionally “referenceOnly” (i.e., send an URI  of a corresponding <subscription> resource). The scope of the notificationContentType policy is the Hosting CSE for all of a subscriber’s subscriptions, it does not extend to transit CSEs.


The notificationEventCat policy indicates an Event Category of the subscription that will be included in the notification request to be able for the Receiver to correctly handle the notification. When the notificationEventCat policy is not configured by the subscriber, it shall be determined as a default value by the CMDH policy. The scope of the notificationEventCat policy is the Hosting CSE for all of a subscriber’s subscriptions, it does not extend to transit CSEs.
When the Originator receives unsuccessful Notify response with subscription verification failure information, the Originator of the notification shall send unsuccessful result to the Originator of the corresponding <subscription> creation procedure if it has not created the <subscription> resource, otherwise the Originator may delete the corresponding <subscription> resource.
Table 10.2.12-1: Notification Procedure

	

	
	

	
	

	
	


· 
· 
· 
· 

	
	

	
	

	
	

	Description

	Associated Reference Point
	Mca, Mcc and Mcc’



	Information on Request message
	According to clause 10.1.5 with the following additions:

cn: 

· notification data that represents the content of subscribed-to resource may be included. The content is decided by notificationContentType attribute.
· subscription reference (i.e. URI of the corresponding <subscription> resource) that generates this notification shall be included
· changed resource status shall be included when resourceStatus eventNotificationCriteria condition is configured
· monitored operation and its Originator information shall be included when operationMonitor eventNotificationCriteria condition is configured
· notificationForwardingURI in case the subscriber intends the group to aggregate the notifications.

	Pre-Processing at Originator
	Notification is triggered regarding subscription information in a <subscription> resource


	Processing at Receiver
	According to clause 10.1.5.

	Information on Response message
	According to clause 10.1.5.

	Post-Processing at Originator
	According to clause 10.1.5.

	Exceptions
	According to clause 10.1.5.


10.2.12.2 Procedure for target receivers of notifications
If the Notify request requests resource subscription verification to the Receiver by including the Originator ID of the subscription creation, the Receiver shall check if the Notify Originator and the corresponding <subscription> creation Originator have NOTIFY privilege. 

· If either of the two checks are not successful, the Receiver shall return an unsuccessful response to the Originator with subscription verification failure information. 
· Otherwise, the Receiver shall send successful response to the Originator.
-----------------------End of change 3 ---------------------------------------------------------

-----------------------Start of change 4 --------------------------------------------------------
10.2.7.10
Subscribe and Un-Subscribe <fanOutPoint> of a group
This procedure shall be used for receiving information about modifications of all member resources belonging to an existing <group> resource.

Originator: shall request to create a subscription resource under all member resources belonging to an existing <group> resource by using a CREATE operation. The request shall address the child resource <fanOutPoint> of the specific <group> resource of a group hosting CSE appended with the ID of the <subscription> resource to be created to subscribe to the modifications of all member resources. The request shall include notificationForwardingURI attribute if the originator wants the group hosting CSE to aggregate the notifications. The request shall include the required information and may include the optional information as described in subscription management clause 10.2.11. The originator may be an AE or a CSE.

Group Hosting CSE: For the subscribe/un-subscribe procedure, the <group> Hosting CSE shall:

Check if the originator has WRITE permission in the <accessControlPolicy> resource referenced by the membersAccessControlPolicyIDs in the group resource. In the case membersAccessControlPolicyIDs is not provided the access control policy defined for the group resource shall be used.

If the subscription resource in the request contains an notificationForwardingURI attribute, assign an URI to replace the notificationURI of the subscription resource which will be used to receive notifications from member hosting CSEs. The URI of the <group> resource shall be added on top of the groupName attribute of the <subscription> resource. The group hosting CSE shall maintain the mapping of the generated notificationURI and the former notificationURI.

Upon successful validation, obtain the URIs of all member resources from the attribute membersList of the addressed <group> resource and fan out requests to the members hosting CSEs addressing the obtained URIs appended with the ID of the <subscription> resource to be created.

If the group hosting CSE determines that multiple members resources belong to one CSE according to the URIs of the member resources, it may converge the requests accordingly before sending out. This may be accomplished by the <group> hosting CSE creating a <group> resource on the members hosting CSE to collect all the members on that members hosting CSE.

After receiving the responses from the members hosting CSEs, respond to the originator with the aggregated results and the associated memberIDs.

Members Hosting CSEs: For the subscribe/un-subscribe procedure, the Members Hosting CSE shall treat the request received from the group hosting CSE as a normal SUBSCRIBE request on the addressed member resource as if it comes from the original originator. Therefore the members hosting CSE shall:

Check if the original originator has the READ permission on the members resource.

Upon successful validation, perform the subscribe procedures for the corresponding type of member resource as described in clause 10.2.12.

Send the corresponding response to the group hosting CSE.

Table 10.2.7.10-1: <fanOutPoint> Subscribe/Un-subscribe
	Description

	Call flow type
	CREATE

	Pre-conditions 
	none

	Information on Request message
	op: C

fr: Identifier of the AE or CSE that initiates the request.

to: The URI of the <fanOutPoint> resource appended with the ID of the <subscription> resource to be created.
gid: The group request identifier

	Local processing on Hosting CSE
	Fan out requests to each member hosting CSE addressing the obtained URI from the attribute membersList of the group resource appended with the ID of the <subscription> resource to be created.

Generate group request identifier and include the identifier in the fanned out requests in the case of sub groups.

	Information on Response message
	Converged responses from member hosting CSEs.

	Post-condition 
	None

	Exceptions
	Same request with identical request identifier received.

Originator does not have the access control privilege to access the <fanOutPoint> resource.


10.2.7.11
Aggregate the notifications by group
This procedure is used for the group hosting CSE to aggregate the notifications from member hosting CSEs and forward the aggregated notification to the subscriber.

Members Hosting CSEs: Whenever the resource that is subscribed-to is modified in a way that matches the policies as is specified in clause 9.6.8, notification needs to be sent to the subscribe, the Members Hosting CSE shall:

Notify the subscriber at the notificationURI and include the notificationForwardingURI in the notification if it exists.
Group Hosting CSE: For the notification procedure, the Group Hosting CSE shall:

On receiving the notifications from the member hosting CSEs at the notificationURI generated by the group hosting CSE during fanning out the <subscription> creation request, validate if the notification is sent from its member resource and contain a notificationForwardingURI attribute.

Upon successful validation, aggregate the notifications which have the same notificationForwardingURI which contains address of a single subscriber. Send the aggregated notification to the subscriber according to the notificationForwardingURI in the notification. In the case the addressed group is the member of another group through which the subscription is created the notification shall be sent according to the mapping of the notificationURI of the two <group> hosting CSEs.

Wait for the response. After receiving the response, split the response and respond to the members hosting CSEs separately.

The group hosting CSE may stop aggregating the notifications when the expirationTime of the corresponding subscription expires.

Subscriber: shall treat every notification extracted from the aggregated notification as a separate notification received from the subscribed resource and generate corresponding responses. The subscriber shall aggregate the responses to these notifications and send the aggregated response to the group hosting CSE.
-----------------------End of change 4 ---------------------------------------------------------
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