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Introduction
This contribution aligns clause 8.1.2 in TS-0001 with clauses 10.x.y to address issues related to "attribute" level operations, specifically in the context of device level operations.
This contribution is as per the consensus during TP#12 for addressing such issues. Such consensus is proposed to be captured in the meeting minutes as well.

This contribution, together with (latest version) of ARC-2014-1471 and ARC-2014-1481 address this issue.
-----------------------Start of change 1------------------------------------------- 
8.1.2
Request

The Request from an Originator to a Receiver includes the following parameters:

· to: URI of the target resource for the operation. The to parameter shall conform to clause 9.3.1
NOTE 1:
to parameter can be known either by pre-provisioning (clause 11.2) or by discovery (clause 10.2.6 for discovery). Discovery of CSEBase is not supported in this release of the document. It is assumed knowledge of CSEBase is by pre-provisioning only.

NOTE 2:
The term target resource refers to the resource which is addressed for the specific operation. For example the to parameter of a Create operation for a resource "example" would be "/m2m.provider.com/exampleBase". The to parameter for the Retrieve operation of the same resource "example" is "/m2m.provider.com/exampleBase/example".
NOTE 3:
For Retrieve operation (clause 10.1.2), the to parameter can be the URI of an attribute to be retrieved as well.
· fr:  Identifier representing the Originator.

NOTE 4:
The fr parameter shall be used by the Receiver to check the Originator identity for access privilege verification.

· cn: resource content to be transferred.

· role: optional, required when role based access control is applied <associated text and procedure TBD>
[8.1.2.0a] Editor's Note:  Need to figure out the impact of Role in different procedures.
· op: operation to be executed: Create (C), Retrieve (R), Update (U), Delete (D), Notify (N)
The op parameter shall indicate the operation to be executed at the Receiver:

· Create (C): to is the URI of the target resource where the new resource (parent resource) 
· Retrieve (R): an existing to addressable resource is read and provided back to the Originator.

· Update (U): the content of an existing to addressable resource is replaced with  the new content as in cn parameter. If some attributes in the cn parameter do not exist at the target resource, such attributes are created with the assigned values. If some attributes in the cn parameter are set to NULL, such attributes are deleted from the addressed resource. 
· Delete (D): an existing to addressable resource and all its sub-resources are deleted from the Resource storage.

· Notify (N):  information to be sent to the Receiver, processing on the Receiver is not indicated by the Originator.

The ty parameter shall be present in Request for the following operations:

· Create: ty is the type of the resource to be created.

· cn: resource content to be transferred.

The cn parameter shall be present in Request for the following operations:

· Create: cn is the content of the new resource with the resource type ty.
· Update: cn is the content to be replaced in an existing resource. For attributes to be updated at the resource, cn includes the names of such attributes with their new values. . For attributes to be created at the resource, cn includes names of such attributes with their associated values. For attributes to be deleted at the resource, cn includes the names of such attributes with their value set to NULL. 
· Notify: cn is the notification information.


Other allowed parameters shall be as follows:

· nm: optional name of the resource to be created.


Example usage of the name includes a name that the Originator of the Create resource wishes to be used as the identifier of the newly created resource. For creating a container with the name "myContainer" the request will provide the parameter nm with the value "myContainer" and the created resource would be: /<CSEBase>/myContainer.
· ot: optional originating timestamp of when the message was built.


Example usage of the originating timestamp includes: to measure and enable operation (e.g. message logging, correlation, message prioritization/scheduling, accept performance requests, charging, etc.) and to measure performance (distribution and processing latency, closed loop latency, SLAs, analytics, etc.)

· rqet: optional request message expiration timestamp.


Example usage of the request expiration timestamp includes to indicate when request messages (including delay-tolerant) should expire due to their staleness being no longer of value, and to inform message scheduling/prioritization. When a request has set request expiration timestamp to a specific time and the Request demands an operation on a hosting CSE that is not the CSE currently processing the request, then the current CSE shall keep on trying to deliver the Request to the hosting CSE until the request expiration timestamp time, in line with provisioned policies.

· rset: optional result message expiration timestamp.


Example usage of the result expiration timestamp includes to indicate when result messages (including delay-tolerant) should expire due to expected staleness of the result, being no longer of value, and to inform message scheduling/prioritization. It can be used to set the maximum allowed total request/result message sequence round trip deadline.

· rt: optional response message type: Indicates  what the response to the issued request shall contain and when the response is sent to the Originator:-----------------------End of change 1------------------------------------------- 
-----------------------Start of change 2------------------------------------------- 
10.1.3
UPDATE (U)
The UPDATE operation shall be used for updating the information stored for any of the attributes at a target resource. Especially important is the expirationTime, since a failure in refreshing this attribute may result in the deletion of the resource. The Originator CSE or AE can request to update, create or delete specific attribute(s) at the target resource by including the name of such attribute(s) and its values in the request message.

Originator requests update any of the attributes at the target resource by using UPDATE Request message. The Originator shall send new (proposed) values for the attribute(s) that need to be updated. The UPDATE operation allows modifying the attributes (defined in clause 9.6) and that are indicated as "RW" (Read Write) for the specific resource type. 

The Originator requests to create attributes at the target resource by using UPDATE Request message. The Originator shall send the name of the attributes to be created (defined in clause 9.6) that are indicated as "RW" (Read Write) for the specific resource type and their associated values in the Request message, 

The Originator requests to delete attributes at the target resource by using UPDATE Request message. The Originator shall send the name of the attributes to be deleted (defined in clause 9.6) for the specific resource type with their value set to NULL, in the Request message, 

See clause 8.1.2 for the information to be included in the Request message.


Receiver The Receiver verifies the existence of the addressed resource, the validity of the attributes provided and the privileges to modify them, shall update the attributes provided and shall return a Response message to the Originator with the operation results as specified in clause 8.1.3.

If the attributes provided do not exist, after verifying the existence of the addressed resource, the Receiver validates the attributes provided and the privileges to create them. On successful validation, the Receiver shall create the attributes provided with their associated values and shall return a Response message to the Originator with the operation results as specified in clause 8.1.3.

If the attributes provided have their value set to NULL, after verifying the existence of the addressed resource, the Receiver validates the attributes provided and the privileges to delete them. On successful validation, the Receiver shall delete such attributes and shall return a Response message to the Originator with the operation results as specified in clause 8.1.3.
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Figure 10.1.3-1: Procedure for Updating a Resource

Step 001: The Originator shall send the following parameters in the UPDATE Request message:

op:
U (Update).

to: 
URI to the target resource.

fr: 
ID of the Originator (either the AE or CSE).

cn: 
Information related to the attribute(s) to be updated, created or deleted at the target resource e.g.the name of such attribute(s) and associated updated or assigned values in the cn parameter.
Step 002: The Receiver shall validate if the Originator has appropriate privileges to perform the modification to the target resource. On successful validation, the Receiver shall update the resource as requested. If the attributes provided do not exist, the Receiver shall validate if the Originator has appropriate privileges to create the attributes at the target resource. On successful validation, the Receiver shall create the attributes with their associated values at the resource as requested.  If the attributes provided have their value set to NULL, the Receiver shall validate if the Originator has appropriate privileges to delete the attributes at the target resource. On successful validation, the Receiver shall delete such attributes.

Step 003: The Receiver shall respond with a Response message that shall contain the following parameters:

to:
Optional. ID of the Originator. 

fr:
Optional. ID of the Receiver.
cn:
Optional. Content replaced, created or deleted.

rs:
Operation result.

General Exceptions:

1) The targeted resource in to parameter does not exist. The Receiver responds with an error.

2) The Originator does not have the privilege to modify the resource, create attributes or delete attributes on the Receiver. The Receiver responds with error.

3) The provided information in the cn is not accepted by the Receiver. The Receiver responds with error.

-----------------------End of change 2------------------------------------------- 
-----------------------Start of change 3------------------------------------------- 
10.2.8.6
Execute <mgmtObj>

This procedure shall be used to execute a management command on a managed entity through an existing <mgmtObj> resource on the hosting CSE.

Table 10.2.8.6-1: <mgmtObj> EXECUTE
	<mgmtObj> EXECUTE

	Associated Reference Point
	Mcc and Mca


	Information on Request message
	op: D

fr: Identifier of the IN-AE, or the CSE that initiates the Request

to: The URI of the <mgmtObj> resource.

	Pre-Processing at Originator
	The Originator shall be an IN-AE. The Originator shall request to execute a management command which is represented by a  <mgmtObj> resource or its attribute(s) by using an UPDATE operation. The request shall address the executable <mgmtObj> resource.  For an execute operation on an attribute(s), the cn parameter shall be included with the name of such attribute(s) with predefined value(s) to trigger the respective action.
After the execution request, the Originator shall request to retrieve the execution result or status from the executable <mgmtObj> resource or its attribute(s) by using a RETRIEVE operation as specified in clause 10.2.7.3.

	Processing at Receiver
	For the EXECUTE operation , the Receiver shall:

· Check if the Originator has the WRITE privilege on the addressed <mgmtObj> resource or its attribute.

· Check if there is an existing management session between the management server and the managed entity. If not, request the management server to establish a management session towards the managed entity. Send the management request to execute the corresponding management command (e.g. "Exec" in OMA DM [i.5]) on the managed entity based on external management technology.

· Respond to the Originator with the appropriate response based on the response from the external management technology. If available, the response shall contain execution results.

· Retrieve the execution result or status from the executable <mgmtObj> resource or its attribute, perform the procedures as described in clause 10.2.7.3.

· Upon receiving a management notification (e.g. OMA-DM [i.5] "Generic Alert" message or BBF TR-069 [i.4] "Inform" message) from a managed entity regarding the execution result or status, the Receiver shall  send the management request to retrieve the execution result or status of the external management object information received from the managed entity and update the corresponding <mgmtObj> resource or its attribute.

	Information on Response message
	Error code if the external management technology procedure can not be executed

	Post-Processing at Originator
	None

	Exceptions
	Corresponding external management technology procedure cannot be executed in managed entity (e.g. not reachable, external management object not found)


-----------------------End of change 3------------------------------------------- 
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