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Introduction
The CR corrects editorial issues in section 7.3.15 and includes updated XSD for the mgmtCmd resource.

-----------------------Start of change 1-------------------------------------------
1.1.1. Resource Type mgmtCmd

1.1.1.1. Introduction

The <mgmtCmd> resource shall contain the following attributes and child resource as illustrated in table 7.3.15.1‑2 and table 7.3.15.1‑3. The data type and default value of these attributes and child resources are included in the tables.

Table 7.3.15.1‑1: Data Type Definition of <mgmtCmd>

	Data Type ID
	File Name
	Note

	 mgmtCmd
	 CDT-mgmtCmd-v1_0.0.xsd
	


Table 7.3.15.1‑2: Common Attributes on <mgmtCmd>

	Attribute Name
	Request Optionality 
	Default Value
	Resource Specific Note

	
	C
	R
	U
	D
	
	

	resourceType 
	NP
	O
	NP
	NP
	
	

	resourceID
	NP
	O
	NP
	NP
	
	

	parentID
	NP
	O
	NP
	NP
	
	

	accessControlPolicyIDs
	O
	O
	NP
	NP
	
	

	creationTime
	NP
	O
	NP
	NP
	
	

	expirationTime
	O
	O
	O
	NP
	
	

	lastModifiedTime
	NP
	O
	NP
	NP
	
	

	labels
	O
	O
	O
	NP
	
	


Table 7.3.15.1‑3: Resource Specific Attributes of <mgmtCmd> 
	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	







	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	Attribute Name
	Request Optionality 
	Data Type
	Default Value and Constraints

	
	C
	R
	U
	D
	
	

	description
	O
	O
	O
	NP
	xs:string
	size: 256

No default

	cmdType
	M
	O
	O
	NP
	m2m:cmdType
	RESET, 

REBOOT, 

UPLOAD,

DOWNLOAD,
SOFTWAREINSTALL,
SOFTWAREUPDATE,
SOFTWAREUNINSTALL

No default

	execReqArgs
	O
	O
	O
	NP
	m2m:execReqArgsListType
	A list of entries which are dependent on cmdType:

If cmdType=RESET, execReqArgsList=resetArgsType.
If cmdType=REBOOT, execReqArgsList=rebootArgsType. 
If cmdType=UPLOAD, execReqArgsList=uploadArgsType. 

If cmdType=DOWNLOAD, execReqArgsList=downloadArgsType. 
If cmdType=SOFTWAREINSTALL, execReqArgsList=softwareInstallArgsType. 
If cmdType=SOFTWAREUPDATE, execReqArgsList=softwareUpdateArgsType. 
If cmdType= SOFTWAREUNINSTALL, execReqArgsList=softwareUninstallArgsType. 


No default

	execEnable
	O
	O
	O
	NP
	xs:anyURI
	No default

	execTarget
	M
	O
	O
	NP
	m2m:nodeID
	No default

	execMode
	M
	O
	O
	NP
	m2m:execModeType
	IMMEDIATEONCE,
IMMEDIATEREPEAT,
RANDOMONCE,
RANDOMREPEAT

Default=IMMEDIATEONCE

	execFrequency
	O
	O
	O
	NP
	xs:duration
	No default

	execDelay
	O
	O
	O
	NP
	xs:duration
	Default=0

	execNumber
	O
	O
	O
	NP
	xs:nonNegativeInteger
	Default=1



	
	
	

	
	
	


Table 7.3.15.1‑4: Child Resources of <mgmtCmd>

	Child Resource Type
	Child Resource Name
	Multiplicity
	Ref. to Resource Type Definition

	<subscription>
	[variable]
	0..n
	Clause 7.3.7

	<execInstance>
	[variable]
	1
	Clause 7.3.16


The <mgmtCmd> shall be executed for the following modes:

· If execMode is IMMEDIATEONCE, <mgmtCmd> shall be executed immediately and only once. In this mode, execFrequency, execDelay, and execNumber shall not be used.

· If execMode is IMMEDATEREPEAT, <mgmtCmd> shall be executed immediately and repeated multiple times as determined by execNumber and the time interval between each execution is specified by execFrequency. In this mode, execDelay shall not be used.

· If execMode is RANDONONCE, <mgmtCmd> shall be executed only once at a delayed time which is specified by execDelay. In this mode, execFrequency and execNumber shall not be used.

· If execMode is RANDOMREPEAT, <mgmtCmd> shall be executed multiple times as specified by execNumber but the first execution shall be executed at a delayed time. execDelay specifies the delayed time. The time interval between each execution is specified by execFrequency.

1.1.1.2. Resource Specific Procedures

This clause describes <mgmtCmd> resource specific procedures for CRUD operations.

1.1.1.2.1. Create
This procedure shall use the Create common operations detailed in clause 7.2.1.2.1 without primitive specific actions. The Originator shall use the steps Orig-C-1.0, Orig-C-2.0, and Orig-C-3.0 as described in clause 7.2.1.2.1. The Receiver shall use the steps Rcv-C-1.0 to Rcv-C-11.0 as described in clause 7.2.1.2.1.

The Originator shall provide the <mgmtCmd> resource representation to the Receiver (e.g. IN-CSE). The Receiver may generate one of the following status codes and send it to the Originator.
If the Originator provides an invalid cmdType value in the Create primitive, the Receiver shall generate the status code “Create mgmtCmd – invalid cmdtype”.

 If the name/value entry in execReqArgs does not match the value of cmdType in the Create primitive, the Receiver shall generate the status code “Create mgmtCmd – invalid arguments”. 
If the name/value entries in execReqArgs do not contain mandatory arguments as required by cmdType, the Receiver shall generate the status code “Create mgmtCmd – insufficient arguments” 
1.1.1.2.2. Retrieve
This procedure shall use the Retrieve common operations detailed in clause 7.2.2 without primitive specific actions. The Originator shall use the steps Orig-R-1.0, Orig-R-2.0, and Orig-R-3.0 as described in clause 7.2.2. The Receiver shall use the steps Rcv-R-1.0 to Rcv-R-9.0 as described in clause 7.2.2.

1.1.1.2.3. Update
7.3.15.2.3.1
Update (Normal)

If the Update primitive does not address the execEnable attribute of the <mgmtCmd> or the URI provided as the value of the execEnable , it results in update of all or part of the information of an existing <mgmtCmd> resource with the new attribute values. The procedure uses the common Update operations detailed in clause 7.2.2, without primitive specific actions. 
The Originator shall use the steps Orig-U-1.0, Orig-U-2.0, and Orig-U-3.0 as described in clause 7.2.2. The Receiver shall use the steps Rcv-U-1.0 to Rcv-U-11.0 as described in clause 7.2.2.
If the Originator attempts to update attributes resourceType, resourceID or cmdType, the Receiver shall generate the status code “Update error – no privilege”.
If the Originator attempts to update attributes execTarget, execMode, but the <mgmtCmd> has child resource <execInstance> already created, the Receiver shall generate the status code “Update error - unacceptable contents”.
If the Originator attempts to update attributes any attribute with a value which is not allowed, the Receiver shall generate the status code “Update error - unacceptable contents”.
If the Update primitive for <mgmtCmd> does address the execEnable attribute of the <mgmtCmd>, it effectively triggers an Execute <mgmtCmd> procedure, see clause 7.3.15.2.3.2.

7.3.15.2.3.2
Update (Execute)

The execute operation is triggered by an Update primitive, if the primitive addresses the execEnable attribute of the <mgmtCmd> or the URI provided as the value of the execEnable. The procedure uses the Update common operations detailed in clause 7.2.2 with the following primitive specific operation after Rcv-U-4.0 and before Rcv-U-5.0:

1) The Receiver shall identify the managed entity and the management protocol. The execTarget attribute of <mgmtCmd> indicates the managed entity.
The Receiver shall automatically create an <execInstance> based on the <mgmtCmd> resource. If the execTarget attribute addresses a <group> resource, the Receiver shall create multiple <execInstance> sub-resources based on the value of currentNrOfMembers attribute.
The Receiver shall copy the following attributes from <mgmtCmd> to each <execInstance> created:  execMode, execFrequency, execDelay, execNumber, and execReqArgs. The execStatus of <execInstance> is set as INITIATED. The Receiver shall set the execTarget attribute of each <execInstance> sub-resource to the URI of each target <node> resource.
The Receiver shall determine if the <mgmtCmd> shall be executed immediately or postponed according to the combination of execMode, execFrequency, execDelay, and execNumber. If the <mgmtCmd> shall be executed immediately (e.g. execMode is IMMEDIATEONCE), the following steps shall be performed; otherwise the following steps shall be postponed and skipped until the delay is expired (e.g. as indicated by execDelay).

The Receiver shall establish a management session with the identified managed entity.
The Receiver shall perform management command conversion and execution and set the execStatus attribute of <execInstance> to PENDING. If the Receiver cannot perform the command conversion successfully (e.g. execReqArgs does not have sufficient name/value pairs), the Receiver shall generate status code “MgmtCmd – conversion error”.
After receiving completion response from the managed entity, the Receiver shall set execStatus attribute of corresponding <execInstance> to FINISHED.

If the Update primitive for <mgmtCmd> does not address the execEnable attribute of the <mgmtCmd>, it effectively triggers an Update <mgmtCmd> procedure, see clause 7.3.15.2.3.1.
1.1.1.2.4. Delete
This procedure is based on the Delete common operations detailed in clause 7.2.2.
The Receiver shall determine:

· If there are related management operations pending on the managed entity by checking if the execStatus attribute of all <execInstance> sub-resources are PENDING.

· If the related management operations are cancellable by checking the cmdType attribute of <mgmtCmd>.

If there are no management commands pending on the remote entity the Receiver shall delete the addressed <mgmtCmd> resource and send a successful response to the Originator.
If there are cancellable management commands still pending on any remote entity, the Receiver shall perform the following steps:
2) The Receiver shall identify the managed entity and the management protocol. The execTarget attribute of each <execInstance> sub-resource which has execStatus of PENDING indicates the managed entity. 
3) The Receiver shall establish a management session with each managed entity.
4) The Receiver shall perform management command conversion and execution resulting in cancellation of the commands which are pending on the managed entity.
5) For each successful cancellation RPC the execStatus attribute of the corresponding <execInstance> is set to CANCELLED. For each un-successful cancellation RPCs the execStatus attribute of the corresponding <execInstance> is determined from the reported fault codes for the unsuccessful RPCs.
6) Upon completion of all the cancellation operations, if any fault codes are returned by the managed entity, an unsuccessful Response to the Delete primitive with status code “Delete mgmtCmd- execInstance cancellation error” is returned, and the <mgmtCmd> resource is not deleted. If all cancellation operations are successful on the managed entity, a successful Response to the Delete primitive is returned and the <mgmtCmd> resource is deleted.

If there are non-cancellable management commands still pending on the remote entity, the Receiver shall send an un-successful Response to the Delete request to the Originator, with the status code “Delete mgmtCmd- execInstance cancellation error”. The execStatus attribute of the specific <execInstance> sub-resource is changed to STATUS_NON_CANCELLABLE.
-----------------------End of change 1---------------------------------------------
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