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Introduction
Authorization check procedure is TBD, so this contribution proposes the text.
----------------------- Start of change 1 -----------------------
1.1.1.1.1. Generic Request Procedure for Receiver

The Receiver shall execute the following steps in order. In case of error in any of the steps below, the Receiver shall execute "Create an unsuccessful Response" (refer to clause 7.2.2.3.12 for details) and then "Send Response primitive" (refer to clause 7.2.2.2.2 for details). The corresponding Response Code shall be included in the Response primitive.
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Figure 7.2.1.2.2‑1: Generic procedure of Receiver

Recv-1.0 “Check the validity of received request primitive”: See clause 7.2.2 for details.

Recv-2.0 “Communication method?”: The Receiver CSE checks whether a received request is blocking or non-blocking by using rt parameter (see detail inclause 8.1.2 in TS-0001 [6] ). If the request is blocking, it goes to step Recv-6.0 “Resource handling procedure” (Blocking branch). If the request is non-blocking, it goes to step Recv-3.0 “Create <request> resource locally” (Non-blocking branch).
 Recv-3.0 “Create <request> resource locally”: Please refer to clause 7.2.2.2.4 for details.

Recv-4.0 “Create Response Accepted”: Please refer to clause 7.2.2.2.2 for details.
Recv-5.0 “Send Response Primitive”: Please refer to clause7.2.2.2.2 for details.

Recv-6.0 “Resource handling procedure”: Please refer to Figure 7.2.1.2.2‑2for details.

Recv-7.0 “Update <request> resource”: Please refer to clause 7.2.2.2.7 for details. This step is only valid when the request is non-blocking.
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Figure 7.2.1.2.2‑2: Resource handling procedure
The above figure describes the generic procedure to resource handling procedures.

Recv-6.1 “Hosting CSE of the targeted resource?”: The step checks if the receiver is a Transit CSE or the Hosting CSE of the received Request by examining the to parameter of the Request primitive. If the receiver hosts the resource that the address in the to  parameter represents, the receiver is the Hosting CSE (goes to Recv-6.2“Check existence of the addressed resource”, Yes branch). Otherwise, the receiver is the Transit CSE (goes to Recv-6.9 “Queue request primitive and execute CMDH message forwarding procedure”, No branch).

Recv-6.2 “Check existence of the addressed resource”: Please refer to clause 7.2.2.3.1 for details.

Recv-6.3 “Check authorization of the Originator” : Please refer to clause (7.2.2.3.14) for details.
Recv-6.4 “Check validity of resource representation for the given resource type” : Please refer to clause 7.2.2.3.2 and clause 7.2.2.3.3 for details. Notify is not applicable for this step.
Recv-6.5 “Create/Update/Retrieve/Delete/Notify operation is performed” : The step represents five common operations which are “Create the resource”, “Retrieve the resource”, “Update the resource”,  “Delete the resource” and “Notify re-targeting”. The procedure specified in the clause 7.2.2.3.4 Create the resource, 7.2.2.3.6 Update the resource, 7.2.2.3.6 Retrieve the resource, 7.2.2.3.7 Delete the resource or 7.2.2.3.1 Notify re-targeting is performed for the Create, Update, Retrieve, Delete, or Notify operation respectively.

Recv-6.6 “Announce/De-announce the resource”: The step represents two common operations which are “Announce the resource” and “De-announce the resource”. Please refer to clause 7.2.2.3.9 and clause  REF CommonOp_HostCSE_DeAnnounce_resource \h 
 for details. Notify is not applicable for this step.
Recv-6.7 “Create a successful Response”: Please refer to clause 7.2.2.3.11 for details.

Recv-6.8 “Send Response Primitive”: Please refer to clause 7.2.2.2.2 for details. If the Receiver is Hosting CSE, after this step, the procedure is terminated.

Recv-6.9 If CMDH processing is supported, carry out “Queue request primitive and execute CMDH message forwarding procedure”: The Receiver CSE shall queue the received request primitive and execute the “CMDH message forwarding procedure”. Please refer to Annex H.2.4.  for details. If CMDH processing is not supported, carry out message forwarding as defined in clause 7.2.2.2.8.

Editor’s Note: These procedures and steps are FFS. Steps are pointer to the common operation section in TS-0004
----------------------- End of change 1 -----------------------
----------------------- Start of change 2 -----------------------
1.1.1.1. Hosting CSE actions

1.1.1.1.1. Check authorization for the Originator
Depending on the target resource type, the Hosting CSE shall use accessControlPolicyIDs of the different resources.

· For <schedule> resource, the Hosting CSE shall evaluate the accessControlPolicyIDs of the parent resource.
· For <latest>, <oldest> and <contentInstance> resource, the Hosting CSE shall evaluate the accessControlPolicyIDs of the parent <container> resource.

· For <m2mServiceSubscriptionProfile> and <serviceSubscriedNode> resource, if it has no accessControlPolicyIDs value, the Hosting CSE shall evaluate the accessControlPolicyIDs of the parent resource.

· For other resources, the Hosting CSE shall evaluate the accessControlPolicyIDs of the resource.
The evaluation procedure shall be performed as following:

1)  The Hosting CSE retrieves the access control rules from privilege attribute of the <accessControlPolicy> which is linked as the accessControlPolicyIDs. If the target is <accessControlPolicy> resource, it retrieves the rules from selfPrivilege attribute instead.
2)  The Hosting CSE checks the following conditions for the access control rules. If there is any rule satisifying all conditions then the evaluation is successful, otherwise it is failed. For more details, see the clause 7.1.5 in the TS-0003 [7].
·  accessControlOriginators of the rule includes the Originator information. 
·  accessControlContexts of the rule includes the request context, if the rule includes the accessControlContexts
·  accessControlOperations of the rule matches the operation type of the request. 
If the the evaluation failed, then authorization failure information shall be returned to the Originator.
----------------------- End of change 2 -----------------------
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