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Introduction
The use of the term “Receiver CSE” in the current version of TS-0003, clause 7.2 (“AE Impersonation Prevention”) is ambiguous. 

First of all, TS-0001 states that a Registrar CSE shall always be the first hop of a communication between an AE and a CSE (8.2). The current figure 7.2-1 suggests that an AE can send a request to any CSE other than its Registrar and the request will still be treated. This means that a malicious AE can send a request impersonating another AE and send it to a CSE so that the request never reaches the malicious AE’s Registrar. The impersonation checking would never happen. 
In addition, going to “5. Normal Resource Processing” if the Receiver CSE is not Registrar CSE of AE is also ambiguous. It can mean that the impersonation checking is not run again, as the procedure specified in TS-0001 8.2 does not take AE impersonation into account. Once again, this means that if the request never reaches the AE’s Registrar CSE, the impersonation checking is not done. In any case, the impersonation checking could not be run again, according to figure 7.2-1, as the security association establishment is only between AE and Receiver CSE, and is not made again with the next hop.
This CR proposes to:
· Change the term “Receiver CSE” either in “Hosting CSE” or “Registrar CSE” as appropriate
· Replace “Receiver CSE” by “Registrar CSE” in figure 7.2-1 and remove “2. Check whether Receiver CSE is Registrar CSE of AE?” as the first CSE to receive a request from an AE is always its Registrar CSE
· Specify that there can be Transit CSEs only after the Registrar CSE and that the Hosting CSE can either be the Registrar CSE or another CSE accessible only through Registrar CSE

-----------------------Start of change 1-------------------------------------------
7.2
AE Impersonation Prevention

Since several AEs can behave maliciously and pretend to be another AE with their ID changed, the Hosting CSE needs prevention mechanism for AE impersonation. This mechanism works at Registrar CSE since Registrar CSE is an entry point of M2M system.
When the Registrar CSE receives a request, the Registrar CSE shall perform the following procedure.
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Figure 7.2-1: AE impersonation checking procedure
 0.
Security association establishment is performed.

1.
The AE sends a request to Hosting CSE via its Registrar CSE (Hosting CSE is not represented on this figure and can either be the Registrar CSE or another CSE).


2.
The Registrar CSE checks if the value in the From parameter is the same as the ID associated in security association. 
3.
If the value is not the same, the Registrar CSE sends a response with an impersonation error response code.

4.
The Registrar CSE performs procedures specified in clause 8.2 of oneM2M TS-0001 [1]. Depending on the number of Transit CSEs, the Registrar CSE either processes the request or forwards it to the Hosting CSE or to another Transit CSE.
-----------------------End of change 1---------------------------------------------
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