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Introduction
Annex A intrdocues the Diameter binding for the Mch interface
-------Start  of First change---------------------------
5.1  Introduction

The oneM2M architecture is resource-based (oneM2M TS-0001 Functional Architecture [6]). The functionality of the system is exposed by means of APIs over all reference points specified in oneM2M TS-0001 Functional Architecture [6]. Operations upon resources hosted by a CSE are carried over an established channel that constitutes the communication on the reference points Mca and Mcc. All API operations could be fulfilled with the considerations in terms of scalability, extensibility, fault tolerance and robustness, energy efficiency, and self-operation.
Offline Charging using the Mch reference point is described in [6] and specified in Annex A
Each resource operation comprises a pair of primitives: Request and Response. 

In order to provide a well-defined interface for the reference points in oneM2M TS-0001 [6] Functional Architecture, the following aspects need to be provided:
· the collection of primitives carried over a specific reference point; and

· the definitions and procedures of resource types in relation to the underlying protocols and reference points involved.

The current document provides:

· Protocol design principles and requirements
· Data type definitions;

· Primitive definitions; and

· XML definitions and schema.

NOTE:
The actual binding of the interface to a specific protocol is not part of the present document, but is specified in a separate Technical Specifications [22], [23],[24].

In accordance with the oneM2M architecture, each reference point is applicable to a wide range of underlying network technologies and transport protocols. oneM2M defines a set of bindings for specific underlying network technologies and transport protocols, these bindings are not limiting the applicability of the interfaces when used in other underlying networks and transport protocols. However, the behaviour of the interface needs to be respected in accordance to the present document and oneM2M TS-0001 Functional Architecture [6].

-------End  of First change---------------------------
-------Start  of Second change---------------------------
Annex A  (Normative):
Binding Mch to Diameter for Charging
A.1. Diameter Commands on Mch

A.1.1.  Accounting Request Command

The ACR command is sent from the Charging Function (CHF included within the SCA CSF) embedded within the M2M IN to the Charging Server using the Mch reference point. This command isused for Event Based requests.

The ACR message format is defined according to the Diameter Base Protocol in RFC 3588 [13]  as follows:

      <ACR> ::= < Diameter Header: 271, REQ, PXY >

                < Session-Id >

                { Origin-Host }

                { Origin-Realm }

                { Destination-Realm }

                { Accounting-Record-Type }

                { Accounting-Record-Number }

                [ Acct-Application-Id ]

                [ Destination-Host ]

                [ Origin-State-Id ]

                [ Event-Timestamp ]              

              * [ Proxy-Info ]

              * [ Route-Record ]

                [ Service-Context-Id ]

                [ Service-Information ]

              * [ AVP ]
A.1.2.  Accounting Answer Command

The ACR command is sent from the Charging Server to the Charging Function (CHF included within the SCA CSF) embedded within the M2M IN in response to the ACR command and is used to acknowledge reception of the charging data. This command is used for Event Based responses. 

The ACA message format is defined according to the Diameter Base Protocol in RFC 3588 [13] as follows:

      <ACA> ::= < Diameter Header: 271, PXY >


            < Session-Id >

                { Result-Code }

                { Origin-Host }

                { Origin-Realm }

                { Accounting-Record-Type }

                { Accounting-Record-Number }

                [ Acct-Application-Id ]

                [ User-Name ]

                [ Origin-State-Id ]

                [ Event-Timestamp ]

              * [ Proxy-Info ]

              * [ AVP ]

A.2. Mapping of M2M Recorded Information Elements to AVPs

The following table describes the mapping of the M2M Recorded Information Elements identified in TS-0001 to the Diameter AVPs.

Table A.3-1: Mapping of M2M Information Elements to Diameter AVPs 

	M2M Recorded Information Elements
	Diameter AVP

	M2M Service Subscription Identifier
	Subscription-Id 

	Application Entity ID
	Application-Entity-ID

	External ID
	External-ID

	Receiver
	Receiver

	Originator
	Originator

	Hosting CSE-ID
	Hosting-CSE-ID

	Target ID
	Target-ID

	Protocol Type
	Protocol-Type

	Request  Operation
	Request-Operation

	Request Headers size
	Request-Headers-Size

	Request Body size
	Request-Body-Size

	Response Headers size
	Response-Headers-Size

	Response Body size
	Response-Body-Size

	Response Status Code
	Response-Status-Code

	Time Stamp
	M2M-Event-Record-Timestamp

	M2M-Event-Record-Tag
	Rating-Group

	Control Memory Size
	Control-Memory-Size

	Data Memory Size
	Data-Memory-Size

	Access Network Identifier
	Access-Network-Identifier

	Additional Information
	AVP

	Occupancy
	Occupancy

	Group Name
	Group-Name

	maxNrOfMembers
	Maximum-Number-Members

	currentNrOfMembers
	Current-Number-Members

	Subgroup Name 
	Subgroup-Name

	M2M-Node-Id
	Node-Id


A.3. Summary of AVPs used

The following table lists the Diameter AVPs specifically used for the offline charging interface. 

In Table A.3-1, columns “Used in ACR” and “Used in ACA” identify at a protocol level if the AVP is mandatory, optional, or not allowed. When identified as optional here, an AVP may be considered mandatory for certain conditions as identified in Table 12.1.2.2-1 of TS-0001 [6].

The table contains the following information:

-
AVP Name: The name used in Diameter.

-
AVP Vendor ID: The entity defining the AVP code in the next column.

-
AVP Code: The AVP Code used in the Diameter AVP Header.

-
Used in ACR: Indicates if it is mandatory, optional or not used in the ACR command.

-
Used in ACA: Indicates if it is mandatory, optional or not used in the ACA command.

-
Used in CCR: Not in this release.

-
Used in CCA: Not in this release.

-
AVP Defined: A reference to where this AVP is defined.

-
Value Type: The Diameter format of the AVP data as defined in Basic or Derived AVP Data Format.

-
AVP Flag Rules: The rules for how the AVP Flags in the AVP Header may be set.

-
May Encrypt: Indicates if the AVP may be encrypted or not.

Table A.3-2: Use Of Diameter AVPs 

	AVP Name
	AVP Vendor Id
	AVP 

Code
	Used in
	Reference
	Value 

Type
	AVP Flag rules

	
	
	
	ACR
	ACA
	CCR
	CCA
	
	
	Must
	May
	Should 

not
	Must

not
	May

Encr.

	Access-Network-Identifier
	ETSI
	XXXX
	O
	-
	-
	-
	[A.4.1]
	Unsigned32
	M
	P
	-
	V
	Y

	Acct-Application-Id
	0
	259
	O
	O
	-
	-
	[5.4.1]
	Unsigned32
	M
	P
	-
	V
	N

	Accounting-Record-Number
	0
	485
	M
	M
	-
	-
	RFC 3588 [13]
	Unsigned32
	M
	P
	-
	V
	Y

	Accounting-Record-Type
	0
	480
	M
	M
	-
	-
	[5.4.2]
	Enumerated
	M
	P
	-
	V
	Y

	Application-Entity-ID
	ETSI
	xxxx
	O
	-
	-
	-
	[A.4.2]
	UTF8String
	M
	P
	-
	V
	Y

	AVP
	*
	*
	O
	-
	-
	-
	*
	*
	
	
	
	
	

	Control-Memory-Size
	ETSI
	XXXX
	O
	-
	-
	-
	[A.4.5]
	Unsigned32
	M
	P
	-
	V
	Y

	Current-Number-Members
	ETSI
	XXXX
	O
	-
	-
	-
	[A.4.6]
	Unsigned32
	M
	P
	-
	V
	Y

	Data-Memory-Size
	ETSI
	XXXX
	O
	-
	-
	-
	[A.4.7]
	Unsigned32
	M
	P
	-
	V
	Y

	Destination-Host
	0
	293
	O
	-
	-
	-
	RFC 3588 [13]
	DiamIdent
	M
	P
	-
	V
	N

	Event-Timestamp
	0
	55
	O
	O
	-
	-
	RFC 3588 [13]
	Time
	M
	P
	-
	V
	N

	External-ID
	ETSI
	Xxxx
	O
	-
	-
	-
	[A.4.8]
	UTF8String
	M
	P
	-
	V
	Y

	Group-Name
	ETSI
	XXXX
	O
	-
	-
	-
	[A.4.9]
	UTF8String
	M
	P
	-
	V
	Y

	Hosting-CSE-ID
	ETSI
	Xxxx
	O
	-
	-
	-
	[A.4.10]
	UTF8String
	M
	P
	-
	V
	Y

	Originator
	ETSI
	Xxxx
	M
	-
	-
	-
	[A.4.11]
	UTF8String
	M
	P
	-
	V
	Y

	Maximum-Number-Members
	ETSI
	XXXX
	O
	-
	-
	-
	[A.4.12]
	Unsigned32
	M
	P
	-
	V
	Y

	M2M-Event-Record-Timestamp
	ETSI
	XXXX
	M
	-
	-
	-
	[A.4.13]
	Time
	M
	P
	-
	V
	Y

	M2M-Information
	ETSI
	Xxxx
	M
	-
	-
	-
	[A.4.14]
	Grouped
	M
	P
	-
	V
	Y

	Node-Id
	10415
	2064
	M
	-
	-
	-
	TS 32.299 [29]
	UTF8String
	V,M
	P
	-
	-
	N

	Occupancy
	ETSI
	XXXX
	O
	-
	-
	-
	[A.4.16]
	Unsigned32
	M
	P
	-
	V
	Y

	Origin-Host
	0
	264
	M
	M
	-
	-
	RFC 3588 [13]
	DiamIdent
	M
	P
	-
	V
	N

	Origin-Realm
	0
	296
	M
	M
	-
	-
	RFC 3588 [13]
	DiamIdent
	M
	P
	-
	V
	N

	Origin-State-Id
	0
	278
	O
	O
	-
	-
	RFC 3588 [13]
	Unsigned32
	M
	P
	-
	V
	N

	Protocol-Type
	ETSI
	XXXX
	O
	-
	-
	-
	[A.4.17]
	Enumerated
	M
	P
	-
	V
	Y

	Proxy-Info
	0
	284
	O
	O
	-
	-
	RFC 3588 [13]
	Grouped
	M
	-
	-
	P,V
	N

	Rating-Group
	0
	432
	O
	-
	-
	-
	RFC 4006 [30]
	Unsigned32
	M
	P
	-
	V
	Y

	Receiver
	ETSI
	XXXX
	O
	-
	-
	-
	[A.4.19]
	UTF8String
	M
	P
	-
	V
	Y

	Request-Body-Size
	ETSI
	XXXX
	O
	-
	-
	-
	[A.4.20]
	Unsigned32
	M
	P
	-
	V
	Y

	Request-Headers-Size
	ETSI
	XXXX
	O
	-
	-
	-
	[A.4.21]
	Unsigned32
	M
	P
	-
	V
	Y

	Request-Operation
	ETSI
	XXXX
	O
	-
	-
	-
	[A.4.22]
	Enumerated
	M
	P
	-
	V
	Y

	Response-Body-Size
	ETSI
	XXXX
	O
	-
	-
	-
	[A.4.23]
	Unsigned32
	M
	P
	-
	V
	Y

	Response-Headers-Size
	ETSI
	XXXX
	O
	-
	-
	-
	[A.4.24]
	Unsigned32
	M
	P
	-
	V
	Y

	Response-Status-Code
	ETSI
	XXXX
	O
	-
	-
	-
	[A.4.25]
	Enumerated
	M
	P
	-
	V
	Y

	Result-Code
	0
	268
	-
	M
	-
	-
	RFC 3588 [13]
	Unsigned32
	M
	P
	-
	V
	N

	Route-Record
	0
	282
	O
	-
	-
	-
	RFC 3588 [13]
	DiamIdent
	M
	-
	-
	P,V
	N

	Service-Context-Id
	0
	461
	O
	-
	-
	-
	[A.4.26]
	Grouped
	M
	P
	-
	V
	N

	Service-Information
	10415
	873
	O
	-
	-
	-
	32.299 [29]
	Grouped
	M
	P
	-
	V
	N

	Session-Id
	0
	263
	M
	M
	-
	-
	RFC 3588 [13]
	UTF8String
	M
	P
	-
	V
	Y

	Subgroup-Name
	ETSI
	XXXX
	O
	-
	-
	-
	[A.4.28]
	UTF8String
	M
	P
	-
	V
	Y

	Subscription-Id
	0
	443
	M
	-
	-
	-
	RFC 4006 [30]
	Grouped
	M
	P
	-
	V
	Y

	Subscription-Id-Data
	0
	444
	M
	-
	-
	-
	RFC 4006 [30]
	UTF8String
	M
	P
	-
	V
	Y

	Subscription-Id-Type
	0
	450
	M
	-
	-
	-
	RFC 4006 [30]
	Enumerated
	M
	P
	-
	V
	Y

	Target-ID
	ETSI
	XXXX
	O
	-
	-
	-
	[A.4.32]
	UTF8String
	M
	P
	-
	V
	Y


A.4. oneM2M Specific AVP Usage

A.4.1.  Access-Network-Identifier AVP

The Access-Network-Identifier AVP (AVP Code xxxx) is of type Unsigned32 and identifies the access network associated with the request triggering the M2M Event Record. The IN-CSE detects the link on which a request came from or was  sent to and that link maps to a specific Network and locally configured identifier.

A.4.2.  Acct-Application-Id AVP

Since the protocol used on Mch is Diameter Accounting, this AVP shall contain the value of 3 as defined in RFC 3588 [1].

A.4.3.  Accounting-Record-Type AVP

The Accounting-Record-Type AVP (AVP Code 480) is of type Enumerated and contains the type of accounting record being sent. The following value is currently defined for the Accounting-Record-Type AVP: EVENT_RECORD (value 1) for an Event Based request.
A.4.4.  Application-Entity-ID AVP

The Application-Entity-ID AVP (AVP Code xxxx) is of type UTF8String and represents the identity of the M2M Application Entity when it is applicable. The format of the AE-ID is specified in clause 6.2.2.

A.4.5.  Control-Memory-Size AVP

The Control-Memory-Size AVP (AVP Code xxxx) is of type Unsigned32 and represents the storage memory (in bytes) used to store control related information associated with the M2M event record (excludes data storage associated with container related operations).
A.4.6.  Current-Number-Members AVP

The Current-Number-Members AVP (AVP Code xxxx) is of type Unsigned32 and represents the current number of members in a group as determined by the responses to a request transmitted to a group. This is the same as the attribute “currentNrOfMembers” for the group as described in Table 7.3.13.1-3.
A.4.7.  Data-Memory-Size AVP

The Data-Memory-Size AVP (AVP Code xxxx) is of type Unsigned32 and represents the storage memory in bytes, where applicable, to store data  associated with container related operations. 
A.4.8.  External-ID AVP

The External-ID AVP (AVP Code xxxx) is of type UTF8String and contains the external ID used to communicate over Mcn where applicable. The format is the same as the M2M-Ext-ID in clause 6.2.
A.4.9.  Group-Name AVP

The Group-Name AVP (AVP Code xxxx) is of type UTF8String and identifies the group associated with a request. It shall be included when the IN initiates a fanning operation. This is the same as the attribute “groupName” for the group as described in Table 7.3.13.1-3.

A.4.10.  Hosting-CSE-ID AVP

The Hosting-CSE-ID AVP (AVP Code xxxx) is of type UTF8String and represents the identity of the hosting CSE for the request in case the receiver is not the host. The format of the CSE-ID is specified in clause 6.2.2.

A.4.11.  Originator AVP

The Originator AVP (AVP Code xxxx) is of type UTF8String and identifies the originator (i.e., from party) of the M2M request. This can be any M2M Node with format as per clause 6.2.2.

A.4.12.  Maximum-Number-Members AVP

The Maximum-Number-Members AVP (AVP Code xxxx) is of type Unsigned32 and represents the maximum number of members of the group for the Create and Update operations. This is the same as the attribute “maxNrOfMembers” for the group as described in Table 7.3.13.1-3.

A.4.13.  M2M-Event-Record-Timestamp AVP

The M2M-Event-Record-Timestamp AVP (AVP code xxxx) is of type Time and represents the time for recording the M2M event record.
A.4.14.  M2M-Information AVP

The M2M-Information AVP (AVP code xxxx) is of type Grouped. Its purpose is to allow the transmission of service information elements used for OneM2M specific charging.

It has the following ABNF grammar:

M2M-Information :: = 
< AVP Header: xxxx>
[ Application-Entity-ID ]

[ External-ID ]
[ Receiver ]
[ Originator ]
[ Hosting-CSE-ID ]
[ Target-ID ]
[ Protocol-Type ]
[ Request-Operation ]
[ Request-Headers-Size ]
[ Request-Body-Size ]
[ Response-Headers-Size ]
[ Response-Body-Size ]
[ Response-Status-Code ]
[ Rating-Group ]

[ M2M-Event-Record-Timestamp ]
[ Control-Memory-Size ]
[ Data-Memory-Size ]
[ Access-Network-Identifier ]
[ Occupancy ]
[ Group-Name ]
[ Maximum-Number-Members ]
[ Current-Number-Members ]
[ Subgroup-Name ][ Node-Id ]








  * [ AVP ]

A.4.15.  Node-ID AVP

The Node-Id AVP (AVP Code 2064) is of type UTF8String and includes an optional, operator configurable identifier string for the node generating the Accounting-Record-Number for the Diameter ACR. 
A.4.16.  Occupancy AVP

The Occupancy AVP (AVP Code XXXX) is of type Unsigned32 and represents the overall size (in bytes) of the containers generated by a set of AEs identified by the M2M Service Subscription Identifier
A.4.17.  Protocol-Type AVP

The Protocol-Type AVP (AVP Code XXXX) is of type Enumerated and indicates the protocol used for the request. The values are given below:

0
HTTP
1
CoAP
2
MQTT
3 .. 99
Reserved for OneM2M defined protocol types
100 .. 199
Operator and vendor specific protocol types
A.4.18.  Rating-Group AVP

The Rating-Group AVP (AVP Code 432) is of type Unsigned32 and represents a classification of M2M event records for charging purposes. This is assigned by the IN and is M2M SP specific.

A.4.19.  Receiver AVP

The Receiver AVP (AVP Code xxxx) is of type UTF8String and identifies the receiver (i.e., to party) of the M2M request. This can be any M2M Node with format as per clause 6.2.2.
A.4.20.  Request-Body-Size AVP

The Request-Body-Size AVP (AVP Code xxxx) is of type Unsigned32 and represents the number of bytes of the body transported in the Request.
A.4.21.  Request-Headers-Size AVP

The Request-Headers-Size AVP (AVP Code xxxx) is of type Unsigned32 and represents the number of bytes in the control information header in the Request.
A.4.22.  Request-Operation AVP

The Request-Operation AVP (AVP Code xxxx) is of type Enumerated and identifies the type of operation requested. The values are defined in Table 6.3.3.2.5-1.

A.4.23.  Response-Body-Size AVP

The Response-Body-Size AVP (AVP Code xxxx) is of type Unsigned32 and represents the number of bytes of the body transported in the Response.
A.4.24.  Response-Headers-Size AVP

The Response-Headers-Size AVP (AVP Code xxxx) is of type Unsigned32 and represents the number of bytes in the control information header in the Response.
A.4.25.  Response-Status-Code AVP

The Response-Status-Code AVP (AVP Code xxxx) is of type Enumerated and identifies the value of returned in the Response Status Code parameter of the Response. The values are defined in clause 6.6.3.

A.4.26.  Service-Context-Id AVP

This AVP is of type UTF8String and contains a unique identifier of the Diameter charging specific document that applies the request. This is an identifier allocated by the service provider, by the service element manufacturer, or by a standardization body, and must uniquely identify a given Diameter charging specific document.

The format of the Service-Context-Id is:

"extensions"."Release"."service-context" "@" "domain"

The OneM2M specific values “service-context” “@” “domain” are:

ts00xx@oneM2M.org for OneM2M charging 

The “Release” indicates the OneM2M Release the service specific document is based upon e.g. 1 for Release 1.

The “extensions” is operator specific information to any extensions in a service specific document.
A.4.27.  Service-Information AVP

The Service-Information AVP (AVP code 873) is of type Grouped. Its purpose is to allow the transmission of additional OneM2M specific information elements.

The complete ABNF syntax is defined and maintained in 3GPP TS 32.299 [29]. The group structure includes zero or more occurrences of the Subscription-Id AVP and the M2M-Information AVP.

The format and content of the M2M-Information AVP which includes the OneM2M specific AVPs are specified in this document.

A.4.28.  Subgroup-Name AVP

The Subgroup-Name AVP (AVP Code xxxx) is of type UTF8String and identifies the subgroup associated with a request. It shall be included when the IN initiates a fanning operation and one of the members of the group is a. This is the same as the attribute “groupName” for the subgroup as described in Table 7.3.13.1-3.

A.4.29.  Subscription-Id AVP

The Subscription-Id AVP (AVP Code 443) is of type Grouped with structure defined in RFC 4006 [30]. The Subscription-Id AVP includes a Subscription-Id-Data AVP that holds the identifier and a Subscription-Id-Type AVP that defines the identifier type.
For M2M, this identifies the M2M Service Subscription ID associated with the request. This is determined by association maintained by the M2M SP as per clause 12.1.3 in TS-0001 Functional Architecture [6].

A.4.30.  Subscription-Id-Data AVP

The Subscription-Id-Data AVP (AVP Code 444) is of type UTF8String as defined in RFC 4006 [30]. The Subscription-Id-Data is used to identify the M2M Service Subscription. The Subscription-Id-Type AVP defines which type of identifier is used.

A.4.31.  Subscription-Id-Type AVP

The Subscription-Id-Type AVP (AVP Code 450) is of type Enumerated as defined in RFC 4006 [30]. It is used to determine which type of identifier is carried by the Subscription-Id AVP. The type(s) to be supported  is(are) determined by the M2M SP. 

A.4.32.  Target-ID AVP

The Target-ID AVP (AVP Code xxxx) is of type UTF8String and identifies the target URL for the M2M request if available. 
Alternatively the Target-ID AVP can identify the target resource identifier with format defined in clause 6.3.3.
---end of Second change---------------------------
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