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1
Title (Acronym)
Study of Authorization Architecture for Supporting Heterogeneous Access Control Policies 
2
Justification
The following three fields need addressing:
· Detailed design of authorization architecture: current TS-0003 only defines a high level authorization architecture that describes its major components and general authorization procedures. 
· Supporting user specified access control policies: the access control requirements of oneM2M System are diversified. It is difficult to predicate all the demands of oneM2M users or design an access control system that can satisfy all users. So it is reasonable for the oneM2M authorization system to support user-defined access control mechanisms and/or access control policy languages.
· Investigating existing access control policy languages: Some standardization organizations have defined some access control policy languages. For example eXtensible Access Control Markup Language (XACML) is an XML-based access control language defined by the Organization for the Advancement of Structured Information Standards (OASIS). XACML access control framework also conforms to the Attribute Based Access Control (ABAC).
3
Intended Output
	Tick all the appropriate cases 


	

	√
	Change request(s) to existing Technical Specification(s)

	
	Change request(s) to existing Technical Reports(s)

	
	New Normative Technical Specifications(s)

	√
	New Permanent Technical Reports(s)

	
	New Temporary Technical Reports(s)


4
Impact 
4.1
oneM2M Work Items

This work item is expected to have impact on TS-0003 (Security Solutions) and TR-0019 (Dynamic Authorization for IoT, WI-0019). This work item may also impact on TS-0002 (oneM2M Requirements”), TS-0001 (oneM2M Architecture) and TS-0004 (Service Layer Protocol Core Specification).
5
Scope

This Work Item (WI) will focus on the three fields identified in the justification (above):

· Detailed design of authorization architecture: This WI will investigate the interfaces among these components (e.g. procedures and parameters), how these components could be distributed in different oneM2M entities (i.e. different CSEs), and how to use roles (e.g. Service subscription roles). This WI will also consider how the authorization architecture accommodates the issues raised by the WI-00xx (Dynamic Authorization for IoT).
· Supporting user specified access control policies: This WI will investigate how the oneM2M authorization system could be an extensible system that can support user-defined access control mechanisms and/or access control policy languages.
· Investigating existing access control policy languages: This WI will investigate if these access control policy languages could be adopted and used in oneM2M authorization system.
This work item shall produce a technical report that provides candidate security solutions related to authorization architecture, authorization procedures and access control policies.

6
Schedule and impacted specifications
Provide the schedule of tasks to be performed;
	New Specifications (if any)

	Document
Type
	Document
Number*
	Title
	
Schedule (TP No.)
	Lead WG
	Impacted WGs
	Comments

	
	
	
	Start 


	Change Control 
	Freeze


	Approval


	
	
	

	TR
	0016
	Authorization Architecture and Policies
	TP 15
	TP 19
	TP 20
	TP 21
	WG4
	Secondary responsibility WG3, WG2
	


* Optional for first versions (i.e. before it will be assigned by the secretariat)

	CRs to existing specifications (if any)

	Impacted
TS/TR
	CR number (when known)
	Subject of the CR
	Approved at plenary#
	Impacted WGs
	Comments

	TS 0002
	
	Authorization Architecture and Policies requirements
	TP 18
	WG1
	

	TS 0001
	
	oneM2M Function Architecture changes related to End-to- Authorization Architecture and Policies
	TP 20
	WG2
	

	TS-0003
	
	Authorization Architecture and Policies security spcifications
	TP 22
	WG4
	If needed, this deadline can slip to TP 23

	TS-0004
	
	oneM2M Core Protocol changes related to Authorization Architecture and Policies
	TP 23
	WG3
	


7
Work Item Rapporteur(s)

Wei Zhou, Datang (CCSA).
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History

	Document history

	V1.0
	14 November 2014
	Initial proposal to TP

	V1.1
	19 January 2015
	TR number added. WG2 added as an impacted WG. 

	V1.2
	20 May 2015
	Changed to new template. Milestone dates updated. Impacts on existing TSes described.


-------------------------------
© 2015 oneM2M Partners

Page 1 (of 2)
( 2015 oneM2M Partners


[image: image1.png]