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Introduction
From the Functional Architecture TS(TS-0001), the Originator and the Reciever of the response is the Reciever and the Originator of the request, respectively. In other words, Originator of the request is the Receiver of the corresponding response.
However, in the MQTT binding TS, in the response topic naming rule, the Originator and the Reciever of the response is the Originator and the Receiver of the request, respectively. This may be confusing for readers.
For the moment, to make the minimum change as MNT, this CR proposes to clarify this point in the <originator> and <receiver> descriptions in the MQTT topic. More discussion would be needed on this issue.
----------------------- Start of change 1 -----------------------
6.4.3 Listening for and responding to a Request

A Receiver listens for requests arriving via MQTT by subscribing to its Topics using a wildcarded topic filter of the following form 

· /oneM2M/req/+/<receiver>

· “oneM2M” is a literal string identifying the topic as being used by oneM2M

· + is a wildcard which matches any entity
· <receiver> is the SP-relative-AE-ID or SP-relative-CSE-ID of the Receiver  (AE, Transit CSE or Hosting CSE), omitting any leading / . In the AE-ID case, any / characters embedded in the ID shall be replaced with : characters.
· “req” is a literal string identifying this as a request. 

When it receives a request, the Receiver shall perform the Core Transport operations associated with the request, including any access control policy checks. In particular it shall check the request expiration timestamp (if any) contained in the request, since it is possible that that time might have passed while the message was being stored by MQTT.

It transmits a response by sending an MQTT PUBLISH packet to a response topic. This takes the form:

· /oneM2M/resp/<originator>/<receiver>

"oneM2M" is a literal string identifying the topic as being used by oneM2M.

<receiver> is the SP-relative-AE-ID or SP-relative-CSE-ID of the Receiver  (AE, Transit CSE or Hosting CSE), omitting any leading / . In the AE-ID case, any / characters embedded in the ID shall be replaced with : characters.
<originator> is the SP-relative-AE-ID or SP-relative-CSE-ID of the entity that sent the corresponding request, omitting any leading / . In the AE-ID case, any / characters embedded in the ID shall be replaced with : characters.

"resp" is a literal string identifying this as a response.

The Originator shall subscribe to this Topic (either explicitly or using a wildcarded filter) in order to see the response.

The payload of the MQTT PUBLISH packet is used to carry the response primitive, as described in clause 6.5.

6.4.4 Initial Registration

In some security scenarios, an Originator might not initially know its AE-ID or CSE-ID. Initial registration exchanges can use the communication pattern described in clauses 6.4.1 and 6.4.2 except that they use Topics containg a credential ID rather than an AE-ID or CSE-ID, as follows:

· /oneM2M/reg_req/<originator>/<receiver>
· “oneM2M” is a literal string identifying the topic as being used by oneM2M

· <originator> is the Credential-ID. Any / characters embedded in the ID shall be replaced with : characters.

· <receiver> is the  SP-relative-CSE-ID of the Receiver  (Transit or Hosting CSE) specified in the corresponding request, omitting any leading / .

· “reg_req” is a literal string identifying them as registration requests and responses. 
and 

· /oneM2M/reg_resp/<originator>/<receiver>

· “oneM2M” is a literal string identifying the topic as being used by oneM2M

· <originator> is the Credential-ID of the Originator in the corresponding request. Any / characters embedded in the ID shall be replaced with : characters.

· <receiver> is the  SP-relative-CSE-ID of the Receiver  (Transit or Hosting CSE) in the corresponding request, omitting any leading / .

·  “reg_resp” is a literal string identifying them as registration requests and responses. 

----------------------- End of change 1 -----------------------
----------------------- Start of change 2 -----------------------
6.4.2
Sending a Request

A request is transmitted by sending it as an MQTT PUBLISH protocol packet to the MQTT Server. It uses a Topic that identifies both the Originator and the Receiver of the request as follows:

· /oneM2M/req/<originator>/<receiver>

· "oneM2M" is a literal string identifying the topic as being used by oneM2M.

· <originator> is the SP-relative-AE-ID or SP-relative-CSE-ID of the entity that sends the request on this hop, omitting any leading / . In the AE-ID case, any / characters embedded in the ID shall be replaced with : characters.
· <receiver> is the SP-relative-AE-ID or SP-relative-CSE-ID of the Receiver  (AE, Transit CSE or Hosting CSE) on this hop, omitting any leading / . In the AE-ID case, any / characters embedded in the ID shall be replaced with : characters.
· "req" is a literal string identifying this as a request.

The payload of the MQTT PUBLISH packet is used to carry the request primitive, as described in clause 6.5.
----------------------- End of change 2 -----------------------
----------------------- Start of change 3 -----------------------
7.4 
Authorization by the MQTT Server

This procedure describes how an MQTT Server authorizes topics to which an MQTT Client may subscribe. The M2M Service Provider is responsible for configuring the MQTT Server with the relevant information used in these authorization decisions.

1) In the case that the MQTT Server determines that the MQTT Client represents a CSE, and if the CSE has been assigned a CSE’s SP-Relative-CSE-ID (which we denote by <my-SP-Relative-CSE-ID>), then 

a) the MQTT Server authorizes the MQTT Client to subscribe to the topic /oneM2M/req/+/<my-SP-Relative-CSE-ID>, and
b) for the set of <Registree ID Stem> values corresponding to SP-Relative CSE-ID or AE-ID Stem values of zero or more CSE(s) and/or AE(s) currently registered to this CSE (and known to the MQTT Server),  the MQTT Server authorizes the MQTT Client to subscribe to the topics /oneM2M/resp/<Registree ID Stem>/<my-SP-Relative-CSE-ID>, and

c) If this CSE is registered to a CSE and the SP-Relative-CSE-ID of this CSE is  <Registrar-SP-Relative-CSE-ID > then the MQTT Server authorizes the MQTT Client to perform the following:

i)  
To subscribe to

/oneM2M/resp/<my-SP-Relative-CSE-ID>/<Registrar-SP-Relative-CSE-ID>, and

ii) To publish to 

/oneM2M/resp/<my-SP-Relative-CSE-ID>/<Registrar-SP-Relative-CSE-ID>.




2) In the case that the MQTT Server determines that the MQTT Client represents a AE which has been assigned an S-Type AE-ID Stem equal to < AE-ID-Stem>, then

a) If the MQTT Server determines that the AE is currently registered, and the AE’s Registrar CSE has SP-Relative-CSE-ID equal to <Registrar-SP-Relative-CSE-ID> then the MQTT Server authorizes the MQTT Client to perform the following: 

i)  
To subscribe to /oneM2M/resp/<AE-ID-Stem>/<Registrar-SP-Relative-CSE-ID>, 
ii) To publish to /oneM2M/req/<AE-ID-Stem>/<Registrar-SP-Relative-CSE-ID>,
iii) To subscribe to /oneM2M/req/<Registrar-SP-Relative-CSE-ID>/<AE-ID-Stem>, and
iv) To publish to /oneM2M/resp/<Registrar-SP-Relative-CSE-ID>/<AE-ID-Stem>.
b) Otherwise, the MQTT Server authorizes the MQTT Client to perform the following: 

i)     
To subscribe to /oneM2M/reg_resp/<AE-ID-Stem-Credential-ID>/+, and
ii) To publish to /oneM2M/reg_req/<AE-ID-Stem-Credential-ID>/+ 
where <AE-ID-Stem-Credential-ID> is generated from <AE-ID-Stem> as per TS-0003 [7]. 

3) In the case that the MQTT Server determines that the MQTT Client represents a AE with C-Type AE-ID-Stem equal to <AE-ID-Stem>  (which implies that the AE is registered), and the AE’s Registrar CSE has SP-Relative-CSE-ID equal to <Registrar-SP-Relative-CSE-ID> then the MQTT Server authorizes the MQTT Client to perform the following: 

a) To subscribe to /oneM2M/resp/<AE-ID-Stem>/<Registrar-SP-Relative-CSE-ID>, 
b) To publish to /oneM2M/req/<AE-ID-Stem>/<Registrar-SP-Relative-CSE-ID>,

c) To subscribe to /oneM2M/req/<Registrar-SP-Relative-CSE-ID>/<AE-ID-Stem>, and
d) To publish to /oneM2M/resp/<Registrar-SP-Relative-CSE-ID>/<AE-ID-Stem>.
4) In all other cases, the MQTT Server authorizes the MQTT Client to perform the following: 
a) To subscribe to /oneM2M/reg_resp/<Credential-ID>/+, and
b) To publish to /oneM2M/req_req/<Credential-ID>/+,
where <Credential-ID> is obtained from the Security Association Establishment procedure as described in TS-0003 [7].

----------------------- End of change 3 -----------------------
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