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Introduction
The Communication Management and Delivery Handling Common Service Function of oneM2M has been defined and developed in the release 1, with the intent of allowing the oneM2M service layer to better control the establishment and usage of communication channels over the Underlying Networks available to a given CSE.

In parallel, the GSM Association has over the course of 2014 developed a set of guidelines, called the “IoT Device Connection Efficiency Guidelines”, to help IoT solution developers deploy solutions that make an efficient usage of the cellular networks. Liaison Statements exchanged between oneM2M and the GSMA (see TP-2014-0507R02 and TP-2014-0540) show that these guidelines could result in further requirements applicable to the oneM2M service layer, and to extensions of the oneM2M functionality, in particular (but not limited to) in its CMDH CSF.
The present document takes as a basis the GSMA IoT Connection Efficiency Guidelines, and tries to derive generic requirements for the oneM2M system. 
Main Reference – GSMA IoT Connection Efficiency Guidelines
As stated above, the main reference document to be considered in conjunction with the present oneM2M input contribution is the GSMA Connection Efficiency Guidelines document.

This document has been initially published by GSMA in October 2014 under version 1.0

It has since been updated twice. The latest version, version 1.2, has been approved by the relevant GSMA project (the IoT Connection Efficiency project of the Connected Living Program) and is in the process of being officially published (the expected publication date is mid-June 2015).

The version currently publicly available is the version 1.1, available on the GSMA website at the time this document is written, here: http://www.gsma.com/connectedliving/iot-device-connection-efficiency-guidelines/
Any mentions in the present oneM2M document to these GSMA Connection Efficiency Guidelines (or simply “GSMA Guidelines”), unless otherwise specified, will refer to this version 1.1 of the guidelines.
Architectural considerations

The GSMA Connection Efficiency Guidelines consider the following generalized IoT Service architecture.
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The version 1.2 of the Guidelines also acknowledges the evolution of monolithic applications (both on the device and server side) into the following model.
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Considering this diagram, it becomes clear that it is nicely in line with the oneM2M model of a split between an Application Layer, where the AEs (Application Entities) reside, and a Common Service Layer, where the CSEs (Common Services Entities) reside.
This convergence between oneM2M and GSMA will prove very helpful in deriving guidelines and requirements expressed by GSMA to requirements on the oneM2M Service Layer.
Requirements related to communication management

Before introducing new requirements, the present document proposes to reorganize communication management – related requirements into a single section.

-----------------------Start of change 1-------------------------------------------

6.7
Communication Management Requirements
Table 12: Communication Management Requirements
	Requirement ID
	Description
	Release

	CMR-001
	The oneM2M System shall provide to M2M Applications a communication service which provides buffering of messages to/from M2M Gateway / Device / Infrastructure Domain.
	Implemented in Rel-1

	CMR-002
	The oneM2M System shall be able to support forwarding buffered messages depending on communication policies and based on service preference associated with the buffered messages.
	Implemented in Rel-1

	CMR-003
	The oneM2M System shall enable an M2M Application to send a communication request with the following service preference:

· QoS parameters, including delay tolerance, for initiating the delivery of data;

· categorizing communication requests into different levels of priority or QoS classes.
	Implemented in Rel-1

	CMR-004
	The oneM2M System shall be able to support concurrent processing of  messages within M2M Gateways and/or M2M Devices from different sources with awareness for the service preference associated with the messages while observing the provisioned communication policies.
	Implemented in Rel-1

	CMR-005
	The oneM2M System shall be able to maintain context associated with M2M sessions (e.g. security context or network connectivity context during the interruption of the session).
	Partially implemented in Rel-1
(see note 1)

	NOTE 1: Long lived security context and registration is covered, M2M Sessions are not covered.


-----------------------End of change 1---------------------------------------------
New Requirements related to communication management

The GSMA Guidelines list a number of recommendations that could be translated to requirements to the oneM2M Service Layer / oneM2M System. This section introduces proposed new requirements related to communication management for the oneM2M System, referring every time back to the GSMA Guidelines.
Service Classes and policies for communications
Considering the following GSMA Guidelines requirement:

	DAR18
	Each time there is a need to send data over the mobile network the IoT Device Application should classify the priority of each communication. For example, the IoT Device Application should distinguish between data that requires instantaneous transmission and delay tolerant data that could be aggregated and/or sent during non-peak hours.  


We propose the following new requirements for the oneM2M System (this requirement is actually already implemented in release 1 by usage of the Event Category Request parameter).
-----------------------Start of change 2 – New requirement ---------------------------

	Requirement ID
	Description
	Release

	CMR-X21
	The oneM2M System shall support the ability for applications to categorize requested communications (priority, importance, …), so that the oneM2M System can adapt its actual communications (scheduling, aggregation, compression, …) by taking this categorization into account.
	Implemented in Rel-1

	CMR-X22
	The oneM2M System shall support configurable communication policies that will define its communication patterns. Such policies shall take into account information received from the Underlying Network (such as information referred to in OPR-004) as well as information received from the Applications (such as the information referred to in OPR-005 or categorization of communications requested by the applications).
	Partially Implemented in Rel-1


-----------------------End of change 2 -----------------------------

Data aggregation and compression

Considering the following GSMA Guidelines requirement:

	DAR2
	The IoT Device Application should minimize the number of network connections between the IoT Device and the network.

Data should be aggregated by the IoT Device Application into as big a chunk as possible before being compressed and sent over the communications network.  

If the IoT Device Application provides several IoT Services using the same Communications Module, the IoT Device Application should coordinate each of the IoT Services network communication to make efficient use of the network.


We propose the following new requirements for the oneM2M System:
-----------------------Start of change 3 – New requirements ---------------------------

	Requirement ID
	Description
	Release

	CMR-X31
	The oneM2M System shall support data aggregation based on communication policies when exchanging data between the M2M Gateway / Device / Infrastructure Domain.
	Implemented in Rel-1

	CMR-X32
	The oneM2M System should support data compression based on communication policies when exchanging data between the M2M Gateway / Device / Infrastructure Domain.
	Not Implemented in Rel-1


-----------------------End of change 3 -----------------------------

Data randomization
Considering the following GSMA Guidelines requirements:

	DAR3
	If permissible for the IoT Service, the IoT Device Application should avoid synchronized behaviour with other IoT Devices and employ a randomized pattern (e.g. over a period of time of a few seconds to several hours or days) for network connection requests.

	DAR27
	For mass deployments of IoT Devices (e.g. >10,000 devices within the same mobile network), if the IoT Device supports more than one family of communications access technology (for example 3GPP, TD-SCDMA, Wireless LAN) the IoT Device Application should employ a randomised delay before switching to a different family of access technology. 

	MCR1
	If permissible for the IoT Service, any IoT Service Platform which communicates to multiple IoT Devices shall avoid synchronized behaviour and employ a randomized pattern for accessing the IoT Devices within the IoT Service Platform’s domain.


We propose the following new requirements for the oneM2M System.
-----------------------Start of change 4 – New requirement -------------------------

	Requirement ID
	Description
	Release

	CMR-X41
	The oneM2M System shall support an additional randomized delay of communications, based on communication policies, when exchanging data between the M2M Gateway / Device / Infrastructure Domain.
	Not Implemented in Rel-1


-----------------------End of change 4 -----------------------------

Monitoring and self-restriction of communication attempts
Considering the following GSMA Guidelines requirements:

	DAR11
	The IoT Device Application should always be prepared to handle situations when communication requests fail.

Communication retry mechanisms implemented within a IoT Device Application can vary and will depend on the importance and volume of downloaded data. Possible solutions can be: 

· Simple counting of failed attempts since the data connection was first established (often the easiest solution). 

· Monitoring the number of failed attempts within a certain period of time. For example, if the data connection is lost more than five times within an hour, then the request can be suspended. This can be a more reliable technique to avoid short but regular connection problems, such as when a device is moving away from one network cell to another. The data connection can be lost when the device switches between cells, but when the cell is providing good coverage; the request can be processed successfully.

Depending upon the IoT Service, no communication request by the IoT Device Application should ever be retried indefinitely – the request should eventually timeout and be abandoned.

Note: The requirements contained within section 5.2 of this document describe the functionality that, when implemented within the Communications Module to monitor IoT Device Application behaviour, ensures the retry mechanisms implemented within the IoT Device Application do not damage the mobile network.

	DAR12
	The IoT Device Application should monitor the number of network connections it attempts over a set period of time. If the number of connection attempts exceeds a maximum value the IoT Device Application should stop requesting network connectivity until the time period has expired. 

The maximum value shall be set by the IoT Service Provider. 

In the case the IoT Device exceeds the maximum value a report should be sent to the IoT Service Platform.


We propose the following new requirements for the oneM2M System.
-----------------------Start of change 5 – New requirements ---------------------------

	Requirement ID
	Description
	Release

	CMR-X51
	The oneM2M System shall be able to monitor its own usage of the underlying networks over given periods of time: attempted communications, failed attempts and successful attempts.
	Not Implemented in Rel-1

	CMR-X52
	The oneM2M System shall be able to restrict its own usage of the underlying networks, based on communication policies and on its monitored usage of them, when exchanging data between the M2M Gateway / Device / Infrastructure Domain.
	Not Implemented in Rel-1


-----------------------End of change 5 -----------------------------

Backoff timers in case of failed communications
Considering the following GSMA Guidelines requirements:

	CER3
	Dependent upon the IoT Service requirements, IoT Devices shall minimize reattempted service requests using time-spaced, randomized and exponentially delayed retry schemas.

· The Communications Module shall support Back-Off Trigger as described in section 7.2
· The Communications Module shall support Back-Off Timer as described in section 7.3

	BTR1
	The Communications Module shall police the frequency of attempts per timeframe to perform IMSI attach and enable the Back-off Timer Flag if the attempt fails. The Back-off Timer Flag indicates whether the Back-off has been triggered or not

	BTR2
	The Communications Module shall police the frequency of attempts per timeframe to perform network attach and enable the Back-off Timer Flag if the attempt fails.

	BTR3
	The Communications Module shall police the frequency of attempts per timeframe to perform PDP Context activation and enable the Back-off Timer Flag if the attempt fails.

	BTR4
	The Communications Module shall police the frequency of attempts per timeframe to perform SMS-MO and enable the Back-off Timer Flag if the attempt fails.

	BTI1
	The Communications Module shall have a Network Friendly Mode Flag that indicates its state: 0 = Deactivated; 1 = Activated

	BTI3
	The Communications Module shall have a Back-off Timer Flag that indicate its state: 0 = Deactivated; 1 = Activated

	BTI5
	The Communications Module shall have a Back-off Iteration Counter that indicates how many failed attach/activation/send attempts have been made. The Back-off Iteration Counter is a counter of current amount of consecutive failures.

	BTI7
	If a reattempt succeed the Back-off Timer shall be reset and the Back-off Iteration Counter shall be reset to 0 (zero).

	BTI8
	The Communications Module shall use the Back-off Iteration Counter to select the correct Back-off Base Interval.

	BTI9
	The Communications Module shall calculate the Back-off Timer through the formula:

· Timer = Base Interval[Iteration Counter] + (IMSI % Base Interval[Iteration Counter])

	BTI10
	The Communications Module shall use as many digits from the end of the IMSI as there are digits in the Back-off Base Interval of the Back-off Iteration Counter currently being calculated.

	BTI11
	The Communications Module should use the time during a Back-off Timer countdown to calculate the next Back-off Timer.

	BTI12
	The Communications Module shall expire an ongoing Back-off Timer and reset Back-off Iteration Counter if an AT-command is sent to set the Back-off Timer Flag to 0 (zero).


We propose the following new requirements for the oneM2M System.
-----------------------Start of change 6 – New requirement -----------------------------

	Requirement ID
	Description
	Release

	CMR-X61
	The oneM2M System shall be able to refrain from using its own usage of the underlying networks, based on a time-based back-off procedure configurable in communication policies, when exchanging data between the M2M Gateway / Device / Infrastructure Domain.
	Not Implemented in Rel-1


-----------------------End of change 6 -----------------------------

Time-based restriction of communications
Considering the following GSMA Guidelines requirements:

	DAR16
	The IoT Device Application should be designed to ensure the application’s network communication activity is not concentrated during periods of high network utilisation (i.e. utilises “off-peak” hours as guided by the Mobile Network Operator).


We propose the following new requirements for the oneM2M System.
-----------------------Start of change 7 – New requirement -----------------------------

	Requirement ID
	Description
	Release

	CMR-X71
	The oneM2M System shall be able to restrict its own usage of the underlying networks, based on communication policies and on the date and time, when exchanging data between the M2M Gateway / Device / Infrastructure Domain.
	Not Implemented in Rel-1


-----------------------End of change 7 -----------------------------
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