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Introduction
From the definition in TS-0001:
9.6.2.1
accessControlOriginators
The accessControlOriginators is a mandatory parameter in an access-control-rule-tuple. It represents the set of Originators that shall be allowed to use this access control rule. The set of Originators is described as a list of parameters, where the types of the parameter can vary within the list. Table 9.6.2.1-1 describes the supported types of parameters in accessControlOriginators. The following Originator privilege types shall be considered for access control policy check by the CSE.
Table 9.6.2.1-1: Types of Parameters in accessControlOriginators 
	Name
	Description

	domain
	A SP domain or SP sub-domain

	originatorID
	CSE-ID or AE-ID which represent a Originator identity

	all
	Any Originators are allowed to access the resource within the accessControlOriginators constraints


When the originatorID is an AE-ID and the AE-ID-Stem starts with 'S' (see table 7.2-1) and if the SP-relative format of the AE-ID is used for the originatorID, the access control policy applies irrespective of the Registrar CSE of the Originator.

9.6.2.2
accessControlContexts 
The accessControlContexts is an optional parameter in an access-control-rule-tuple that contains a list, where each element of the list, when present, represents a context that is permitted to use this access control rule. Each request context is described by a set of parameters, where the types of the parameters can vary within the set. Table 9.6.2.2-1 describes the supported types of parameters in accessControlContexts.

The following Originator accessControlContexts shall be considered for access control policy check by the CSE.

Table 9.6.2.2-1: Types of Parameters in accessControlContexts
	Name
	Description

	accessControlTimeWindow
	Represents a time window constraint which is compared against the time that the request is received at the Hosting CSE.

	accessControlLocationRegion
	Represents a location region constraint which is compared against the location of the Originator of the request.

	accessControlIpIPAddress
	Represents an IP address constraint or IP address block constraint which is compared against the IP address of the Originator of the request.


Three yellow hightlights are the ones which are not currently specified in TS-0004.
1. SP domain might be used when an Originator uses its ID as absolute format. Still, it’s not clear when/how to use SP sub-domain for access control.

2. when the access control is allowed for any entity, we can use “all” but there’s no specification for the syntax. This CR proposes to use “*(asterisk)” for this in change 1.

3. As one of the context, IP address of an Originator can be used, but how to get that address is not specified.

Regarding the point 1 and 3, there’s no change request in this contribution since they’re rather a WG2 discussion.
----------------------- Start of change 1 -----------------------
6.1.1.1 m2m:setOfAcrs
Table 6.3.4.25‑1: Type Definition of m2m:setOfAcrs

	Element Path
	Element Data Type 
	Multiplicity
	Note

	accessControlRules
	m2m:accessControlRule


	0..n
	Data type of privileges and selfPrivileges attributes


6.1.1.2 m2m:accessControlRule
Table 6.3.4.26‑1: Type Definition of m2m:accessControlRule

	Element Path
	Element Data Type 
	Multiplicity
	Note

	accessControlOriginators
	list of xs:anyURI
	1
	Reserved character ‘*’ represents any Originators qualify the accessControlOriginators 

	accessControlOperations
	m2m:accessControlOperations
	1
	

	accessControlContexts
	
	0..n
	

	accessControlContexts/accessControlWindow
	m2m:scheduleEntry
	0..n
	

	accessControlContexts/accessControlIpAddresses
	
	0..1
	

	accessControlContexts/accessControlIpAddresses/ipv4Addresses
	list of m2m:ipv4
	0..1
	List of IPv4 addresses

	accessControlContexts/accessControlIpAddresses/ipv6Addresses
	list of m2m:ipv6
	0..1
	List of IPv6 addresses

	accessControlContexts/accessControlLocationRegions
	m2m:locationRegion
	0..1
	

	NOTE: Some of the above elements are defined in clause 9.6.2 of TS-0001 [6] with slightly different names as follows (name in parenthesis used in TS-0001): accessControlWindow (accessControlTimeWindow), accessControlIpAddresses (accessControlIpAddress)


The accessControlContexts/accessControlIpAddresses element may include either the ipv4Addresses element, ipv6Addresses element, or both elements.

Each individual IPv4 address of data type m2m:ipv4 in the list of IPv4 addresses is represented in dotted-decimal notation with optional Classless Inter-Domain Routing (CIDR) suffix in accordance with RFC 4632 [29]. Each individual IPv6 address of data type m2m:ipv6 in the list of IPv6 addresses is represented in colon separated groups of hexadecimal digits with optional network prefix in accordance with RFC 5952 [30]. Example IPv4 and IPv6 addresses which comply with data types m2m:ipv4 and m2m:ipv6, respectively, are given in Table 6.3.2-1.

6.1.1.3 m2m:locationRegion
Table 6.3.4.27‑1: Type Definition of m2m:locationRegion

	Element Path
	Element Data Type 
	Multiplicity
	Note

	circRegion
	List of 3 xs:float
	0..1
	The values represent latitude (+/-90 degrees), longitude (+/-180 degrees), and radius (metres)

	countryCode
	list of m2m:countryCode
	0..1
	


This is an xs:choice. A  locationRegion shall contain either:

1) A countryCode element, in which case circRegion shall not appear, or

2) A circRegion element, in which case countryCode shall not appear

----------------------- End of change 1 -----------------------
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