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1
Overview

oneM2M thanks GSMA for the opportunity  to provide informal feedback on the set of  GSMA IoT Security Guidelines. 

We consider these a comprehensive set of guidelines and have noted the following aspects where the work of oneM2M provides solutions in its specifications to the recommendations made.   

On API's 

1. CLP.11 v1.0.pdf “4.1 Service Ecosystem: This data, often in the form of metrics, parameters or commands, can also be handed off to authorized third parties via an API originating at the service infrastructure, which is commonly how IoT Service Providers monetize the service."

2. CLP.12 v1.0.pdf   “3 The Security Model: "When choosing or defining an API, the organization should consider existing specifications that may resolve the concerns of the engineering team. The organization should consider the following specifications: ETSI M2M TS 102 690 ETSI M2M TS 102 921 3GPP TS 33.220 (GBA)"

3. CLP.13 v1.0.pdf  6.4 “Define an API for Using the TCB”

4. CLP.14 v1.0.pdf “Document purpose and scope: This document does not address the security issues associated with the interfaces and APIs implemented on the IoT Service Platform (or IoT Connectivity Management Platform) in order for the IoT Service Platform to share its data with end users (for example to share data with an end user via a smartphone or PC application) or other entities within the ecosystem.

In line with the agreements when oneM2M was M2M TS 102 690 ETSI M2M TS 102 921 are no longer being enhanced with new features as these are now in the one M2M specifications 

http://www.onem2m.org/technical/latest-drafts
Specifically       

	TS-0001 Functional Architecture 


TS-0003 Security Solutions 






On Privacy 

5. CLP.11 v1.0.pdf “Annex A “Recommended Privacy Considerations for IoT Service  providers  step 1: "When assessing the types of data needed, it’s also important to decide whether the individuals’ consent is needed to use that data and how you would obtain their consent or indeed offer them options to control their privacy preferences. A smartphone could act as a medium for offering the user privacy options (e.g. mobile app or online dashboard) where the product itself has no screen."

6. CLP.11 v1.0.pdf “Annex A: “Recommended Privacy Considerations for IoT Service providers  step  5 Can consumers express their privacy preferences in simple steps e.g. via a web based ‘permissions dashboard’, ‘just-in-time’ prompts, a call centre, a mobile app, a voice activated command etc.

7. CLP.11 v1.0.pdf Annex A: “Recommended Privacy Considerations for IoT Service providers  step   6 If your product or service is likely to change at any point in the future what are the likely privacy implications of any such change on the consumer and "Provide the means for consumers to change their privacy preferences

8. CLP.12 v1.0.pdf “8.3 build an API for Users to Control Privacy Attributes”

9. CLP.12 v1.0.pdf   “8.3.1   Risk: “Since certain users are at much higher risk than others, each user should be able to tune their privacy restrictions according to their personal needs. Making this interface available helps to ensure that the capability is there. The user must take it upon themselves to adjust the controls to suit their needs.”

10. CLP.13 v1.0.pdf  “7.7 Privacy Management: As a result, it is important that IoT Service Providers consider the privacy of their consumers and develop Privacy Management interfaces that are integrated into both the Endpoint, where possible, and the product or service’s web interface.

11. CLP.13 v1.0.pdf  “7.7 Privacy Management: This technology should allow the user to determine what attributes of their privacy are being utilized by the system, what the Terms of Service are, and the ability to turn off the exposure of this information to the business or its partners. This granularity and opt-out system will help to ensure that users have the right and the ability to control the information that they share about themselves and their physical world."

12. CLP.14 v1.0.pdf   “4 Privacy considerations: "However, IoT Services typically involve operators working together with IoT Service Provider partners. It is important that there is regulatory clarity and legal certainty around IoT Services and that privacy and data protection regulations apply consistently across all IoT Service Providers in a service and technology-neutral way".

Clause 11 of TS-0003 Security Solutions  “Privacy Protection Architecture using Privacy Policy Manager PPM)” provides solutions to these privacy recommendations. 

On end to end integrity and confidentiality requirements

13. CLP.14 v1.0.pdf “5.2.1 Security of GSM/GPRS (2G) Systems: In GSM/GPRS systems the network is not authenticated by the Endpoint device, only the device is authenticated by the network. End-to-end encryption at the service layer is therefore recommended when using GSM/GPRS systems”.

14. CLP.14 v1.0.pdf  “5.2 Network Authentication and Encryption Algorithms: In general, USSD and SMS traffic is not by default ‘end to end’ cryptographically protected by the Network Operator”

Clause 8.4 to 8.7 of TS-0003 Security Solutions  provides solutions to such end to end integrity and confidentiality requirements for both request/response primitives and application-generated data   

8.4 
End-to-End Security of Primitives (control messages)


8.5
End-to-End Security of Data


8.6
Remote Security Frameworks for End-to-End Security

8.7
Direct End-to-End Key Establishment using Certificates

2
Requested Action

We would welcome the opportunity for these solutions to be referenced by GSMA in a future release of the guidelines.
3
Next Meeting Dates
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