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Introduction
This CR updates TS-0003 to use the terminology End-to-End Security Certificate-based Key Establishment (ESCertKE).
R00 to R01 delta: several occurrences of pairwiseE2EKey had accidentally been renamed to pairwiseESCertKE. R01 reverts back to pairwiseE2EKey.

-----------------------Start of change 1 (clause 3.1 Definitions) ---------------

ESCertKE Initiating End-Point: ESCertKE end-point which initiates the ESCertKE Procedure

ESCertKE Messages: messages exchanged between the ESCertKE Initiating End-Point and ESCertKE Terminating End‑Point as part of End-to-End Certificate-based Key Establishment

ESCertKE Procedure: sequence of exchanged ESCertKE Messages and processing based on those ESCertKE Messages, for the purposes of End-to-End Certificate-based Key Establishment

ESCertKE Terminating End-Point: ESCertKE end-point which the ESCertKE Initiating End-Point intends to perform the ESCertKE Procedure

-----------------------End of change 1-------------------------------------------

-----------------------Start of change 2 (clause 3.3 Terminology) ----------------

ESCertKE
End-to-End Certificate-based Key Establishment

-----------------------End of change 2-------------------------------------------

-----------------------Start of change 3 (clause 8.4.2) ----------------

A.
Establishing pairwiseESPrimKey: The pairwiseESPrimKey may be established using either of the following frameworks:

· Provisioned pairwiseESPrimKey Framework: The Originator and Receiver shall be provisioned with pairwiseESPrimKey. This credential shall be provisioned via one of:

· pre-provisioning;

· a Remote Security Provisioning Frameworks (RSPF), specified in clause 8.3; or

· End-to-End Security Certificate based Key Establishment (ESCertKE) between the Originator and Receiver, specified in clause 8.6 "End-to-End Security Certificate based Key Establishment (ESCertKE) ".



The Originator and Receiver also establish pairwiseESPrimKeyId and optionally pairwiseESPrimKeyLifetime during this process. If no pairwiseESPrimKeyLifetime, is provided, then then pairwiseESPrimKey never expires. The Originator and Receiver cache the (pairwiseESPrimKeyId, pairwiseESPrimKey, (optional) pairwiseESPrimKeyLifetime) object to use for processing subsequent primitives.

-----------------------End of change 3 -------------------------------------------




-----------------------Start of change 5 (clause 8.7) ----------------
8.7
End-to-End Certificate-based Key Establishment (ESCertKE)

8.7.1
Purpose of ESCertKE
End-to-End Certificate-based Key Establishment (ESCertKE) provides an interoperable framework for two end-points to use certificates for establishing a secret symmetric key called pairwiseE2EKey from which symmetric keys are derived for use in other end-to-end security frameworks such as End-to-End Security of Data (ESData) or End-to-End Security of Primitives (ESPrim).

Applicable use cases and requirements are discussed in oneM2M TR-0012 [i.16].

The present document specifies the ESCertKE messages and associated processing for ESCertKE. The transport of ESCertKE messages is specified in oneM2M TS-0001 [1].

8.7.2
ESCertKE Architecture

8.7.2.1
ESCertKE Reference Model

The entities in the ESCertKE reference model are the ESCertKE Initiating End-Point which initiates the procedure and the single ESCertKE Terminating End-Point with which the ESCertKE Initiating End-Point intends to establish a pairwiseE2EKey.
NOTE:
Within the scope of clause 8.7, terms including the word "ESCertKE" can be shortened by removing "ESCertKE" to facilitate readability. For example, "ESCertKE Initiating End-Point" is often shortened to "Initiating End-Point".

The ESCertKE Procedure consists of the Initiating End-Point and Terminating End-Point exchanging a sequence of ESCertKE Messages and apply processing based on those ESCertKE Messages. If the ESCertKE Procedure is successful, then the Initiating End-Point and Terminating End-Point export a pairwise based on the parameters exchanged in the ESCertKE Messages.

There is no inherent restriction on which entities may be an Initiating End-point; these end-points may be entities inside a oneM2M system (that is, AEs and CSEs) or entities outside of a oneM2M system (for example, entities which are part of a system that interworks with oneM2M).

The only restriction on entities which may be Terminating End-Points is that the Terminating End-Point shall be able to receive the unsolicited ESCertKE Message initiating the ESCertKE Procedure. Since oneM2M TS-0001 [1] specifies the transport of ESCertKE messages, TS-0001 also specifies which entities may be Terminating End-Points.

8.7.2.2
ESCertKE Procedure Message Flow

The ESCertKE Messages shall be transported as specified in oneM2M TS-0001 [1]; for example, the <e2EKeyCSE> resource may be used.

The ESCertKE Messages shall contain the TLS v1.2 [5] messages defined in table 8.7.2.2-1 "ESCertKE Message definitions".

The ESCertKE Procedure message flow is shown in figure 8.7.2.2-1, and described in the following text.
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Figure 8.7.2.2-1: ESCertKE Procedure message flow

A.
Provisioning Certificates: The ESCertKE endpoints shall be provisioned with private key and certificates described in clause 8.1.2.3 "Credential Configuration for Certificate-Based Security Frameworks". The certificates of the Initiating End-Point and terminating End-Points shall conform to clause 10.1 "Certificate-Based Security Framework Details".

B.
Triggering: The Initiating End-Point and Terminating End-Point shall be configured with the information needed for the authentication and identification of the Terminating End-Point and Initiating End-Point respectively:


The Initiating End-Point is commanded to initiate the ESCertKE Procedure, and the command shall include the following arguments:

· The Terminating End-Point's certificate information: as described in clause 8.1.2.4 "Information Needed for Certificate Authentication of another Entity".

· The Terminating End-Point's identity. This identity is used for:

· determining where ESCertKE Message 1 is sent; and

· associating with the established pairwiseE2EKey.


The Terminating End-Point shall be configured with the following arguments describing Initiating Entity authorized to perform the ESCertKE Procedure:

· The Initiating End-Point's certificate information: as described in clause 8.1.2.4 "Information Needed for Certificate Authentication of another Entity":

· In the case where the Initiating End-Point's certificate is a raw public key certificate, the Terminating End-Point shall also be configured with an identity to associate with the established pairwiseE2EKey.


The End-Points may be configured in any order.

Editor's note: Clause 8.1.2.4 "Information Needed for Certificate Authentication of another Entity" currently addresses SAEFs only. Clause 8.1.2.4 requires changing to cover ESCertKE. These changes are mostly editorial.

C.
Establishing pairwiseE2EKey:

C.1
The Initiating End-Point and Terminating End-Point exchange the sequence of four ESCertKE Messages. The ESCertKE Messages shall be generated and processed according to the handshake protocol of TLS v1.2 [5]. The TLS ciphersuites used for the ESCertKE Procedure shall conform to clause 10.2.3 "TLS and DTLS Ciphersuites for Certificate-Based Security Frameworks":

C.1.a
The Initiating End-Point shall generate ESCertKE Message 1.

C.1.b
The Initiating End-Point shall send ESCertKE Message 1 to the Terminating End-Point identified in step 2.

C.1.c
The Terminating End-Point shall process ESCertKE Message 1, and generate ESCertKE Message 2.

C.1.d
The Terminating End-Point shall send ESCertKE Message 2 to the Initiating End-Point.

C.1.e
The Initiating End-Point shall process ESCertKE Message 2, and generate ESCertKE Message 3.

C.1.f
The Initiating End-Point shall send ESCertKE Message 3 to the Terminating End-Point.

C.1.g
The Terminating End-Point shall process ESCertKE Message 3, and generate ESCertKE Message 4.

C.1.h
The Terminating End-Point shall send ESCertKE Message 4 to the Initiating End-Point.

C.1.i
The Initiating End-Point shall process ESCertKE Message 4.

C.2
If the TLS handshake protocol is successful, then the Initiating and Terminating End-Points shall export and cache the pairwiseE2EKey using TLS Exporter specification (IETF RFC 5705 [18]) as described in clause 10.3.1 "TLS Key Export Details".

Editor's note: It will be necessary to add the TLS export details for ESCertKE in clause 10.3.2. This is a stage 3 detail.

Table 8.7.2.2-1: ESCertKE Message definitions
	ESCertKE Message
	Sending End-Point
	Possible TLS v1.2 Messages (success case) [5]
	Informative Description (normative description is in TLS v1.2 specification [5])

	1
	Initiating
	ClientHello
	List of allowed ciphersuites, random value, indicator to export pairwiseESCertKE.

	2
	Terminating
	ServerHello
	Selected ciphersuite, random value, indicator to export pairwiseESCertKE.

	
	
	Certificate*
	Terminating End-Point's certificate (and optionally certificate chain).

	
	
	ServerKeyExchange*
	Key exchange parameters generated by the Terminating End-Point. The content of this parameter is dependent on selected ciphersuite.

	
	
	CertificateRequest*
	Instructs the Initiating End-Point to authenticate itself with a certificate.

	
	
	ServerHelloDone
	Indicates the end of the message.

	3
	Initiating
	Certificate*
	Initiating End-Point's certificate (and optionally certificate chain).

	
	
	ClientKeyExchange*
	Key exchange parameters generated by the Initiating End-Point. The content of this parameter is dependent on selected ciphersuite.

	
	
	CertificateVerify
	Provides explicit verification of a Initiating End‑Point's certificate.

	
	
	[ChangeCipherSpec]
	Notifies the Receiving End-Point that subsequent records will be protected under the newly negotiated CipherSpec and keys.

	
	
	Finished
	MIC on all preceding parameters exchanged in the procedure. The MIC is generated using session secrets established using the preceding parameters.

	4
	Terminating
	[ChangeCipherSpec]
	See above.

	
	
	Finished
	MIC on all preceding parameters exchanged in the procedure. The MIC is generated using session secrets.

	NOTE:
The inclusion of the TLS messages marked with "*" is dependent on the chosen ciphersuite.


-----------------------End of change 5 -------------------------------------------
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