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Introduction
This contribution proposes the role based authorization architecture and procedures.
-----------------------Start of change 1-------------------------------------------

7.3.2.4
Token Structure

A token is used to carry authorization information that can be roles assigned to the token holder or access control policies applicable to the token holder. The structure of token is shown in figure 7.3.2.4-1, it contains the following data fields:

· version: version of the token.
· tokenID: unique ID of the token.

· issuer: ID of the token issuer.

· 
· holder: ID of the token holder.

· notBefore: token valid from this time.

· notAfter: token expired after this time.

· tokenName: optional, human readable name of the token.

· 
· audience: optional, list of CSE-IDs of the CSEs expected to accept the token.
· permissions: permissions associated with the token. Its format is specified in clause 9.6.39 of oneM2M TS-0001 [1].

· extension: used for store other information, e.g. application-specific information.
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Figure 7.3.2.4-1: Structure of token

A token shall be protected by the ESData security mechanism. A token shall be signed, encrypted or signed and encrypted.

-----------------------End of change 1-------------------------------------------
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