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Title (Acronym)
TEF Interface
2
Justification
The Security Solutions specification TS-0003 defines frameworks which require communication between oneM2M entities (AEs or CSEs) with a M2M Enrolment Function (MEF) and a M2M Authorisation Function (MAF). These are in particular the following frameworks:

· MEF-based Remote Security Provisioning Frameworks (RSPF)

· MAF-based Security Association Establishment Framework (MAF-based SAEF)

· End-to-End Security of Primitives (ESPrim) 

· End-to-End Security of Data (ESData)
Trust Enabling Function (TEF) is a generic term for either MEF or MAF. MEF-based RSPF additionally requires communication between a MEF and a MAF, i.e. between TEFs.
Each above security framework is specified in terms of a set of procedures which rely to large extent on (D)TLS handshake procedures. However, a number of parameters need to be exchanged between the oneM2M entities and the TEF which cannot be carried in (D)TLS messages and thus require a communication protocol other than (D)TLS.
The SEC WG has recognized that a simplified variant of the Mca/Mcc protocol would be very suitable to be used on a new reference point (Mtef ) and has started discussion of related proposals after TP#23 and at TP#24. However, it has been concluded that it is not possible to complete this work prior to ratification of the Release-2 set of oneM2M specifications.
It is important to complete the TEF interface specification work as soon as possible. Without availability of an interoperable Mtef reference point, it is not possible to define test procedures for any of the above listed security frameworks. 

It is expected that this work item will also produce substantial input to test specifications to be created under responsibility of the TST WG and Security-related guideline documents defined under WI-
3
Intended Output
	Tick all the appropriate cases 


	

	√
	Change request(s) to existing Technical Specification(s)

	
	Change request(s) to existing Technical Reports(s)

	√
	New Normative Technical Specifications(s)

	
	New Permanent Technical Reports(s)

	
	New Temporary Technical Reports(s)


4
Impact 
4.1
oneM2M Technical Specifications
The M2M Authentication Function (MEF) and the M2M Enrolment Function (MEF) are part of the oneM2M Trust Enabling Architecture, described in clause 11 of TS-0001. MAF and MEF are assumed to be operated by trusted parties (M2M Service Providers or other trusted third parties). Communication protocols between MAF, MEF and other oneM2M entities (AE, CSE) need to be interoperable. The oneM2M architecture specification TS-0001 should introduce this reference point in the architecture diagram (e.g. denoted “Mtef”). New resource types applicable to this reference point, resource-type specific procedures, and data types are planned to be specified in a new specification separate from TS-0001, TS-0003 and TS-0004. It is not expected that there is a significant impact on TS-0004. The new specification will cover both, the resource type specifications in scope of TS-0001 and the stage-3 details following the specification style applied in TS-0004.  In TS-0003, the mapping between messages defined in the current security procedures to request and response primitives will be added.

Separate specification to define resource types, resource-type specific procedures and datatypes
4.2
oneM2M Work Items

No change to existing WIs required.
5
Scope

The scope of the proposed WI includes:
· Definition of a new reference point Mtef, i.e. of the interface between oneM2M entities (AEs, CSEs) and TEF, as well as between two TEFs (i.e. between MEF and  MAF)
· Selection of Mca/Mca functionality to  be reused on the Mtef reference point

· Specification of a few new resource types, resource-type specific CRUD procedures, and datatypes of the resource attributes of the new resource types applicable to the TEF interface
· Detailed specification of request and response primitives exchanged on the TEF interface
· Updates to TS-0003 related to MAF and MEF procedures
· Updates to TS-0022 (Device Configuration) on information provisioned to oneM2M entities to enable RSPF 
The proposed WI will be under primary responsibility of the SEC working group, however, involvement of experts especially from the PRO working group is required.
6
Schedule and impacted specifications
Provide the schedule of tasks to be performed;
	New Specifications (if any)

	Document
Type
	Document
Number*
	Title
	
Schedule (TP No.)
	Lead WG
	Impacted WGs
	Comments

	
	
	
	Start 


	Change Control 
	Freeze


	Approval


	
	
	

	TS
	00yy
	TEF Interface Specification
	TP24
	TP 25
	TP25
	TP26
	SEC
	ARC

PRO

TST
	


* Optional for first versions (i.e. before it will be assigned by the secretariat)

	CRs to existing specifications (if any)

	Impacted
TS/TR
	CR number (when known)
	Subject of the CR
	Approved at plenary#
	Impacted WGs
	Comments

	TS-0003
	
	Mapping of MEF and MAF procedures to TEF interface
	TP 25, TP 26
	SEC
	

	TS-0004
	
	(possibly impacted) new data types in the m2m: namespace 
	TP 25
	PRO/SEC
	

	TS-0001
	1
	Introduction of Mtef reference point
	TP 25
	ARC/SEC/ PRO
	

	TS-0022
	
	Configuration parameters provisioned to Enrollees
	TP 25
	MAS/SEC
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