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Introduction
This CR cleans up the existing MAF text in clause 8.8 of TS-0003 v2.3.0.

1) General: 

a) Replaced “End-Point” with “MAF Client”, and added a definition to clause 2 “Definitions”
b) Replaced “MAF KmID Retrieval” with “MAF Client Registration” (see 2d).

c) Changed KmId to KmID (general rule seems to be that “ID” should be capitalized)

2) Clause 8.8.1 Introduction to the MAF Security Framework
a) NEW Added the concept of the administrating stakeholder (An administrating stakeholder authorizes the MAF’s services to MAF clients, and oversees authorizing the distribution of symmetric keys)
b) NEW Defined the scoped the MAF Security Framework details provided in clause 8.8

c) Integrated the list of MAF procedures into the general sequence of events, to avoid repeating descriptions of what the MAF procedures do.

d) NEW Added procedures enabling management of the MAF Client’s relationship with the MAF: MAF Client Registration, MAF Client Configuration Retrieval, MAF Client Registration Update, MAF Client De-Registration
e) NEW Added procedures providing the Source MAF Client with better control of the metadata associated with a key registration: MAF Key Registration Update, MAF Key De-Registration.

f) NEW Added description of organization of clause 8.8
3) Clause 8.8.2 MAF Security Framework Processing Details (was clauses 8.8.3, 8.8.4, 8.8.5, 8.8.6)

a) Moved all procedure descriptions into this clause – requiring renumbering clauses and references

b) NEW Included text on error handling.

c) Added new procedure discussed above in 2d and 2e.

4) Clause 8.8.3 MAF Configuration Details (New title and purpose for this clause number)

a) 8.3.3.1 MAF Client Credential Configuration (Was 8.8.2). Moved some details to “MAF Client Registration” Procedure
b) NEW 8.3.3.2 MAF Client Registration Configuration

c) NEW 8.3.3.2 MAF Key Registration Configuration

Revision R01:   editorial corrections
· Moved Figure 8.8.1-1 to correct place 
· Changed figure caption back to original version (since SEC-2016-0137 was not agreed, no need to change)

· Consistent terms: Administering Stakeholder ( Administrating Stakeholder
· Updated crosse-reference to sections introduced in SEC-2016-138.


-----------------------Start of change 1 --------------------------------

8.8
MAF Security Framework Details
8.8.1
Introduction to the MAF Security Framework Details
Clause 8.8 describes the common details and procedures used in the MAF-based Security Frameworks; in the present specification these frameworks include: 

· The MAF-based Security Association Establishment Framework (SAEF). 

· The MAF-based End-to-End Security of Primitives (ESPrim) Framework. 

· The MAF-based End-to-End Security of Data (ESData) Framework. 

These frameworks use a MAF to provide authentication and distribution of symmetric keys to MAF Clients. A Source MAF Client initiates establishing the output symmetric key, see Table 8.8.1-1. One or more authorized Target MAF Clients can retrieve the output symmetric key from the MAF. The MAF provides its services on behalf of administrating stakeholders such as M2M SPs or third party M2M Trust Enablers (MTE). An administrating stakeholder authorizes the MAF to provide services to MAF clients, and oversees authorizing the distribution of symmetric keys. Table 8.8.1-1 describes the mapping of Source MAF Client and Target MAF Client to roles in the specific MAF-Based Frameworks, and the allowed number of Target MAF Clients.

Table 8.8.1-1: Mapping to specific MAF-based Security Frameworks 
	MAF-Based Security Framework
	Source MAF Client
	Target MAF Client
	Number of Target MAF Clients
	Output Symmetric Key

	Security Association Establishment Framework (SAEF)
	Entity A
	Entity B
	1
	M2M Secure Connection Key (Kc)

	End-to-End Security of Primitives (ESPrim)
	Originator
	Receiver
	1
	pairwiseESPrimKey

	End-to-End Security of Data (ESData)
	Source ESData End-Point
	Target ESData End-Point
	1..n
	ESData Key 


This clause 8.8 specifies MAF Procedures between the MAF Clients and associated messages. The operation and management of the MAF, beyond the details provided for the MAF Procedures, are not specified in the present document. 
The general sequence for using the MAF procedures is shown in Figure 8.8.1-1 and described as follows:

1. Each MAF Client separately establishes credentials for mutual authentication with the MAF as described in MAF Client Credential Configuration (clause 8.8.3.1).
2. Each MAF client is separately configured to register on the MAF with a specific administrating stakeholder. MAF Client Registration Configuration (clause 8.8.3.2) provides the necessary parameters.
3. Each MAF Client performs a MAF Client Registration procedure with the MAF. This provides confirmation that the MAF Client is willing to use the services of the MAF, under the authorization of the administrating stakeholder. The MAF client registers separately for each administrating stakeholder, even when registering via a single MAF. If the MAF Client is remotely provisioned for mutual authentication with the MAF, then the MAF provides the MAF Client with the KmID to be used for subsequently authentication with the MAF. 
At a later time independent of this sequence of events, the MAF Client Registration Update procedure can be performed to confirm that the MAF Client is willing to use the services of the MAF and or establish a new Km and KmID, and the MAF Client De- Registration procedure can be performed to signal that the MAF Client is ceasing use the services of the MAF.
4. The Source MAF client is configured to establish secure communication using a security feature (SAEF, ESPrim,ESData) with symmetric keys established via the MAF.  The details of this configuration is specific to the security feature being invoked, but shall include the MAF Key Registration Configuration (clause 8.4.4.3)
5. 
6. The Source MAF Client performs a MAF Key Registration procedure to establish a symmetric key and corresponding identifier. The Source MAF Client also provides the Security Usage Identifier (SUID) limiting the scope of the credential by identifying the security feature (SAEF, ESPrim, ESData). This procedure includes the MAF Handshake procedure for mutual authentication of the Source MAF Client and MAF. 
At a later time independent of this sequence of events, the MAF Key Registration Update procedure can be performed to update the expiration of the registered key or update the list of Target MAF Clients, and the MAF Key De-Registration procedure can be performed to delete the key registration from the MAF.
7. The Source MAF Client provides, to the Target MAF Client(s), the symmetric key identifier established in the MAF Key Registration procedure. The details of this step depend on the security feature as identified by the SUID.

8. The Target MAF Client performs the MAF Key Retrieval procedure, to retrieve the symmetric key and corresponding information. This procedure includes the MAF Handshake procedure for mutual authentication of the Target MAF Client and MAF.

9. The symmetric key is used in the security protocol between the Source MAF Client and Target MAF Client. If the security protocol requires a single symmetric key, then the first half of the distributed symmetric key is used. If the security protocol requires two symmetric keys (for example, an encryption key and a separate integrity key), then the two halves of the distributed symmetric key are used as the two security protocol symmetric keys. The details of this step depend on the security feature. 
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Figure 8.8.1-1: The sequence of events when using the MAF Security Framework as part of a security feature
Clause 8.8 is organized as follows. Clause 8.8.2 describes the processing and information flows of the MAF Procedures. Clause 8.8.3 describes the information in the MAF Client Credential Configuration, MAF Client Registration Configuration and MAF Key Registration Configuration.
8.8.2
MAF Security Framework Processing and Information Flows
8.8.2.1
Introduction

Clause 8.8.2 specifies the processing and information flows of the MAF procedures.

8.8.2.2

MAF Handshake Procedure

Purpose: A MAF Handshake procedure establishes a mutually authenticated TLS or DTLS session for protecting the communication between an MAF Client and MAF. In the case of the MAF Key Registration procedure, the TLS or DTLS session may be used by the Source MAF Client and MAF to establish the Key Value.

Pre-Conditions: One of the following conditions shall hold:

· The MAF Client and MAF have been provisioned with certificates as described in the MAF Client Credential Configuration details in clause 8.8.3.1, and configured with CA certificates for validating certificates as described in the MAF Client Registration Configuration details in clause 8.8.3.2.

·  The MAF Client and MAF have established a symmetric Master Credential (Km) with corresponding Master Credential Identifier (KmID). The Km and KmID may be pre-provisioned, or Km may be established using Remote Security Provisioning Framework with KmID established using the MAF Client Registration procedure. 
NOTE: 
In the case of establishing Km via remote provisioning, MAF Handshake cannot be performed during MAF Client Registration because (a) the MAF does not know Km prior to MAF Client Registration and (b) KmID has not been assigned prior to MAF Client Registration.

Procedure description:

· If the MAF Client and MAF have established a symmetric Master Credential (Km) with corresponding Master Credential Identifier (KmID), then the MAF Client and MAF shall establish the TLS or DTLS session using the TLS-PSK handshake according to clause 10.2.2, with the following details:

· The "psk_identity" parameter [15] shall be set to the value of the Master Credential Identifier (KmID).

· The "psk" parameter [15] shall be set to the value of the Master Credential (Km).

· If the MAF Client and MAF are to authenticate using certificates, then the MAF Client and MAF shall establish the TLS or DTLS session using the certificate-based TLS handshake according to clause 10.2.2, with the following details:

· The TLS server certificate shall be the MAF’s certificate. The MAF Client shall verify the MAF’s certificate against the set of provisioned MAF certificate trust anchors as described in clause 8.1.2.5.

· The TLS client certificate shall be the MAF Client’s certificate. The MAF shall verify the MAF Client’s certificate against the provisioned MAF Client Certificate Information as described in clause 8.1.2.5.

8.8.2.3
MAF Client Registration Procedure
Purpose: The MAF Client registers with the MAF to confirm that it is willing to use the services of the MAF, under the authorization of the administrating stakeholder. If remote provisioning is used to establish a symmetric key between an MAF Client and the MAF, then the MAF Client triggers the MAF (in the TLS handshake) to retrieve Km from the MEF, and the MAF provides the MAF Client with the Master Credential Id (KmID) to use in subsequent MAF Handshake Procedures. 
NOTE:
The MAF Client Registration procedure is equivalent to CSE or AE registration, but in this case the MAF Client is “registering” to the MAF, and not the registrar CSE. 
Pre-Conditions: The MAF Client, MAF, and (where applicable) MEF have been provisioned with the parameters described in clause 8.8.3.1 “MAF Client Credential Configuration Details” and 8.8.3.2 “MAF Client Registration Configuration Details”. 
Procedure description:
1. The MAF Client shall establish a TLS (or DTLS) connection with the MAF.

· If remote provisioning is used, then steps (b) onwards in the “Use of Provisioned Credential” in clause 8.3.2.1 shall be performed by the MAF Client (assuming the role of Enrolee), MEF and MAF (assuming the role of Registration Target). The SUID of the remotely-provisioned key shall be 21 “A symmetric key, provisioned via a Remote Security Provisioning Framework (RSPF), and intended to be shared with a MAF” as specified in TS-0004 [4
]. The MAF retrieves Km from the MEF as part of this process.
· Otherwise, the MAF Client and MAF shall perform the MAF Handshake Procedures (clause 8.8.2.2).
This provides the MAF with an authenticated identity for the MAF Client.
2. The MAF Client shall send a MAF Client Registration request including the information shown in Table 8.8.2.3-1. 
Table 8.8.2.3-1: MAF Client Registration Request message information
	Parameter
	Description
	Multiplicity

	MAF-FQDN
	FQDN of the MAF, from  MAF Instruction Configuration 
	1

	expirationTime
	Proposed time when the registration shall expire.
	1

	labels
	Labels to aid discovery the record of the MAF Client’s registration.
	0..1

	adminFQDN
	FQDN of the administrating stakeholder, provided in the MAF Client Registration Configuration
	1


	
	

	
	


3. Upon receiving the request, the MAF shall process the request. If error cases are encountered, then the MAF shall send an error response. The MAF may assign different values for parameters received from the MAF Client, based on instruction from the administrating stakeholder. If the request is processed successfully, then the MAF shall compose a MAF Client Registration response request including the information shown in Table 8.8.2.3-2. 
Table 8.8.2.3-2: MAF Client Registration Response message information
	Parameter
	Description
	Multiplicity

	mafClientRegID
	An identifier for the new MAF Client Registration record.
	1

	labels
	Labels to aid discovery of the MAF Client Registration record
	0..1

	expirationTime
	Time when the MAF Client Registration record shall expire.
	1

	MAF Client ID
	Identifier of the MAF Client
	1

	adminFQDN
	FQDN of the administrating stakeholder
	1

	assignedSymmKeyID
	MAF-Assigned Master Credential ID (KmID), in cases where the Km is remotely provisioned.
	0..1


	
	

	
	

	
	


The MAF shall send the response to the MAF Client.

4. The MAF Client and MAF shall store the parameters. If assignedSymmKeyID was included, then the MAF Client uses this as Master Credential ID (KmID) hereafter when establishing TLS (or DTLS) sessions with the MAF. 

5. 
8.8.2.4
MAF Client Configuration Retrieval Procedure
Purpose: This procedure enables a MAF Client to retrieve MAF Client Configurations provided by the administrating stakeholder to the MAF.   

Pre-Conditions: 

· The MAF Client has previously performed the MAF Client Registration procedure to create the MAF Client Registration record.

· The MAF Client Registration record is not expired.
Procedure Description. The procedure comprises the following steps: 

1. The MAF Client shall establish a TLS (or DTLS) connection with the MAF as described in step 1 of clause 8.8.2.3.

2. The MAF Client shall send a MAF Client Configuration Retrieval request including the information shown in Table 8.8.2.4-1. 

Table 8.8.2.4-1: MAF Client Configuration Retrieval Request message information
	Parameter
	Description
	Multiplicity

	MAF-FQDN
	FQDN of the MAF, from  MAF Instruction Configuration 
	1

	mafClientRegID
	Identifier for the MAF Client registration record being updated
	1


3. Upon receiving the request, the MAF shall process the request. If error cases are encountered, including if there is no MAF Client Configuration currently associated with the identified MAF Client registration record, then the MAF shall send an error response. If the request is processed successfully, then the MAF shall attempt to retrieve the MAF Client Configuration currently associated with the identified MAF Client registration record.

4. The MAF shall compose a MAF Client Configuration Retrieval response a containing the following parameters. 

Table 8.8.2.4-2: MAF Client Configuration Retrieval Response message information
	Parameter
	Description
	Multiplicity

	mafClientCfg
	MAF Client Configuration currently associated with the identified MAF Client registration record
	1


The MAF shall send the response to the MAF Client.

5. The MAF shall apply the MAF Client Configuration.
8.8.2.5
MAF Client Registration Update Procedure
Purpose: This procedure enables a MAF Client to update the MAF Client registration by any combination of extending the expirationTime of the MAF Client Registration record, updating the labels or establish a new Km and KmID.   

Pre-Conditions: 

· The MAF Client has previously performed the MAF Client Registration procedure to create the MAF Client Registration record.

· The MAF Client Registration record is not expired.
Procedure Description. The procedure comprises the following steps: 

1. The MAF Client shall establish a TLS (or DTLS) connection with the MAF as described in step 1 of clause 8.8.2.3.
2. The MAF Client shall send a MAF Client Registration Update request including the information shown in Table 8.8.2.5-1. 

Table 8.8.2.5-1: MAF Client Registration Update Request message information
	Parameter
	Description
	Multiplicity

	MAF-FQDN
	FQDN of the MAF, from  MAF Instruction Configuration 
	1

	mafClientRegID
	Identifier for the MAF Client registration record being updated
	1

	expirationTime
	Proposed time when the MAF Client registration record shall expire.
	0..1

	labels
	Labels to aid discovery of the MAF Client registration record
	0..1

	NOTE 1: At least one of expirationTime and labels shall be included


3. Upon receiving the request, the MAF shall process the request. If error cases are encountered, then the MAF shall send an error response. If the request is processed successfully, then the MAF shall update the MAF Client Registration record with the proposed values if authorized by the administrating stakeholder. The MAF may assign different values for parameters received from the MAF Client, based on instruction from the administrating stakeholder.

4. The MAF shall compose a MAF Client Registration Update response a containing the following parameters. 

Table 8.8.2.5-2: MAF Client Registration Update Response message information
	Parameter
	Description
	Multiplicity

	expirationTime
	Updated time when the MAF Client Registration record shall expire.
	0..1

	labels
	Updated labels to aid discovery of the MAF Client Registration record
	0..1

	assignedSymmKeyID
	MAF-Assigned Master Credential ID (KmID), in cases where a new Km is remotely provisioned.
	0..1

	NOTE 2: The response only includes expirationTime and/or labels if those parametrs were present in the corresponding request.


The MEF shall send the response to the MAF Client.

5. The MAF Client and MAF shall store the parameters. If assignedSymmKeyID was included, then the MAF Client uses this as Master Credential ID hereafter when establishing TLS (or DTLS) sessions with the MAF.
8.8.2.6
MAF Client De-Registration Procedure
Purpose: This procedure enables a MAF Client to end its registration with the MAF.   

Pre-Conditions: 

· The MAF Client has previously performed the MAF Client Registration procedure to create the MAF Client Registration record.

· The MAF Client Registration record is not expired.
Procedure Description. The procedure comprises the following steps: 

1. The MAF Client shall establish a TLS (or DTLS) connection with the MAF as described in step 1 of clause 8.8.2.3. 
2. The MAF Client shall send a MAF Client De-Registration request including the information shown in Table 8.8.2.6-1. 

Table 8.8.2.6-1: MAF Client De-Registration Request message information
	Parameter
	Description
	Multiplicity

	MAF-FQDN
	FQDN of the MAF, from  MAF Instruction Configuration 
	1

	mafClientRegID
	Identifier for the MAF Client Registration record being ended
	1


3. Upon receiving the request, the MAF shall process the request. If error cases are encountered, then the MAF shall send an error response. If the request is processed successfully, then the MAF shall delete the information associated with the identified MAF Client Registration record.

4. The MAF shall compose a MAF Client Registration Update response indicating the success of the operation.  The MEF shall send the response to the MAF Client. 



· 
· 


· 
· 
· 
· 
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· 
8.8.2.7
MAF Key Registration Procedure
Purpose: This procedure enables a Source MAF Client to establish a symmetric key with the MAF which can be retrieved for use by one or more Target MAF Clients.   

This procedure is performed between the Source MAF Client and the MAF. 

Pre-Conditions: 

· The Source MAF Client is provided with (or has otherwise determined) the information in the MAF Key Registration Configuration (clause 8.8.3.3).  

· The Source MAF Client has performed the MAF Client Registration Procedure (clause 8.8.2.3) with the MAF for the administrating stakeholder identified in the MAF Key Registration Configuration.

· 
· 
Procedure Description. The procedure comprises the following steps: 

1. The Source MAF Client shall establish a TLS or DTLS session with the MAF using the MAF Handshake procedure, described in clause 8.8.2.2. A by-product of the MAF Handshake procedure is that the MAF establishes an authenticated identity for the Source MAF Client.
2. The Source MAF Client selects the value of the M2M Secure Connection Key (Kc) to be distributed by the MAF.  The value shall be one of the following:

· The Source MAF Client generates M2M Security Connection Key (Kc) and RelativeKcId from the (D)TLS session secrets using TLS Key Export (RFC 5705) [18], as described in clause 10.3.1  “TLS Key Export Details”.
· The value of Kc is self-generated by the Source MAF Client, independently of the (D)TLS session secrets.

3. The Source MAF Client shall compose a list of Target MAF Clients to whom the MAF is authorized to provide Kc: 

· In the case of MAF-Based SAEF or MAF-Based ESPrim: The list shall contain exactly one Absolute AE-ID or Absolute CSE-ID.

· In the case of MAF-Based ESData: The list shall contain any non-zero number of Absolute AE-ID or Absolute CSE-IDs. 

NOTE 1: The present specifications do not provide any details about how the Source MAF Client selects the list of Target MAF Clients. 

4. The Source MAF Client shall send a MAF Key Registration request, including the information shown in Table 8.8.2.7-1. 
Table 8.8.2.7-1: MAF Key Registration Request message information

	Parameter
	Description
	Multiplicity

	MAF-FQDN
	FQDN of the MAF, from  MAF Instruction Configuration 
	1

	expirationTime
	Proposed time when the Key Registration shall expire.
	1

	labels
	Labels to aid discovery of the Key Registration
	0..1

	adminFQDN
	Identifier for the administrating stakeholder
	1

	SUID
	The Security Usage Identifier limiting the security feature in which the symmetric key may be used.
	1

	targetIDs
	(Optional) list of identifiers for the initial set of Target MAF Clients authorized to retrieve the symmetric key.
	0..1

	Key Value
	(Optional) If present, this parameter contains a value for Kc which is self-generated by the Source MAF Client. If this parameter is not present, then the Source MAF Client and MAF will generate Kc using TLS Exporter
	0..1


	
	
	

	
	

	
	
	

	
	
	

	
	
	



5. The MAF processes the request. MAF shall process the request. If error cases are encountered, then the MAF shall send an error response. If the request is processed successfully, then the MAF shall authorize establishing a Key Value, based on the authenticated identity for the Source MAF Client.

NOTE 2: The present specification provides no details for the authorization of this request. 

6. If the request included a value in the Key Value parameter, then the MAF shall store this value . Otherwise, the MAF shall generate Key Value from the (D)TLS session using TLS Key Export (RFC 5705) [18], as described in clause 10.3.1  “TLS Key Export Details”.
7. The MAF shall initialize the list of authorized Target MAF Clients (those MAF Clients which may to retrieve this credential) to the list provided in the request.

· In the case of MAF-Based ESData: This list may be further updated by administrating stakeholders during or after the MAF Key Registration procedure.

NOTE 3: 
The present specifications do not provide any details about administrating stakeholders updating the list of authorized Target MAF Clients on the MAF. The MAF could provide its own logic and interface allowing administrating stakeholders to manage this list. 
8. The MAF shall select a previously-unused value of RelativeKeyId.
9. The MAF may assign different values for parameters received from the MAF Client, based on instruction from the administrating stakeholder. 

10. The MAF shall send a response, to the Source MAF Client, including the information shown in Table 8.8.2.7-2. 
Table 8.8.2.7-2: MAF Key Registration response message information
	Parameter
	Description
	Multiplicity

	RelKeyID
	The relative part of the symmetric key identifier associated with the Key Registration
	1

	expirationTime
	Time when the Key Registration shall expire.
	1

	Source MAF Client ID
	Identifier of the Source MAF Client
	1

	labels
	Labels to aid discovery of the Key Registration
	0..1

	adminFQDN
	Identifier for the administrating stakeholder
	1

	SUID
	The Security Usage Identifier limiting the security feature in which the symmetric key may be used.
	

	targetIDs
	List of identifiers for the initial set of Target MAF Clients authorized to retrieve the symmetric key. This list may have been modified from the list provided by the MAF Client, or created by the MAF (if the MAF Client did not provide a list).
	1


	
	

	
	



11. The Source MAF Client and MAF shall store the M2M Secure Connection Key (Kc) and M2M Secure Connection Key Identifier (KcId). 
· The M2M Secure Connection Key Identifier (KcId) is generated from the RelativeKcId and the M2M Authentication Function’s FQDN by the Source MAF Client and MAF, as described in clause 10.3.5 “Generating KcId”.

12. 
8.8.2.8
MAF Key Retrieval Procedure
Purpose: This procedure enables a Target MAF Client to retrieve the Key Value from a MAF corresponding to a RelativeKeyID received by the Target MAF Client.

Pre-Conditions: 

· The Target MAF Client has performed the MAF Client Credential Configuration (clause 8.8.2.1) with the MAF, including configuration of the MAF Key Retrieval URI.

· The Source MAF Client has performed the MAF Key Registration Procedure (clause 8.8.2.2) with the MAF, resulting in an registered Key Value and assigned RelativeKeyID for a specific administrating stakeholder and Security Usage Identifier (SUID).
· The Target MAF Client received an Key Identifier from the Initiating-MAF Client in a security feature with the SUID which the Source MAF Client provided to the MAF during the MAF Key Registration Procedure (clause 8.8.2.7). The Key Identifier is composed of the FQDN of the MAF and the RelativeKeyID assigned to the registered key.
· The Target MAF Client may expect that it is authorized to obtain the corresponding M2M Secure Connection Key (Kc), and

NOTE: 
The Target MAF Client should not repeat this procedure if the Target MAF Client is already in possession of the corresponding Key Value.

Procedure Description. The procedure comprises the following steps: 
1. The Target MAF Client shall establish a TLS or DTLS session with the MAF using the MAF Handshake procedure, described in clause 8.8.2.2. A by-product of the MAF Handshake procedures is that the MAF establishes an authenticated identity for the Target MAF Client.
2. The Target MAF Client shall send a MAF Key Retrieval request to the MAF including the information shown in Table 8.8.2.8-1.
Table 8.8.2.8-1: MAF Key Retrieval Request message information
	Parameter
	Description
	Multiplicity

	RelativeKeyId
	The relative part of the symmetric key identifier received from the Source MAF Client in a security feature
	1



	
	

	
	

	
	

	
	



3. The MAF shall process the request. If error cases are encountered, then the MAF shall send an error response. If the request is processed successfully, then the MAF shall identify the key registration using the RelativeKeyId.

4. The MAF shall determine if the Target MAF Client is authorized to retrieve the registered key and metadata by comparing the authenticated identifier for Target MAF Client against the list of identifiers for authorized Target MAF Clients. If the Target MAF Client is not authorized, then the MAF shall send, to the Target MAF Client, an error message. Otherwise, the MAF shall proceed to the next step.

5. The MAF shall send a response, to the Target MAF Client, including the information shown in Table 8.8.2.8-2. 
Table 8.8.2.8-2: MAF Key Registration response message information
	Parameter
	Description
	Multiplicity

	expirationTime
	Time when the Key Registration shall expire.
	1

	Source MAF Client ID
	Identifier of the Source MAF Client
	1

	labels
	Labels to aid discovery of the Key Registration
	0..1

	adminFQDN
	Identifier for the administrating stakeholder
	1

	SUID
	The Security Usage Identifier limiting the security feature in which the symmetric key may be used.
	

	Key Value
	The registered value of the key
	1



	
	

	
	

	
	

	
	

	
	



6. The Target MAF Client shall associate the parameters with the key identifier.

8.8.2.9
MAF Key Registration Update Procedure
Purpose: This procedure enables a Source MAF Client to update the metadata associated with a registered key.   

This procedure is performed between the Source MAF Client and the MAF. 

Pre-Conditions: 

· The MAF Client has previously performed the MAF Key Registration procedure to create the key registration.

· The key registration is not expired.

Procedure Description. The procedure comprises the following steps: 

1. The MAF Client shall establish a TLS (or DTLS) connection with the MAF as described in step 1 of clause 8.8.2.7. 

2. The Source MAF Client shall compose a list of Target MAF Clients to whom the MAF is authorized to provide Kc: 

· In the case of MAF-Based SAEF or MAF-Based ESPrim: The list shall contain exactly one Absolute AE-ID or Absolute CSE-ID.

· In the case of MAF-Based ESData: The list shall contain any non-zero number of Absolute AE-ID or Absolute CSE-IDs. 

NOTE 1: The present specifications do not provide any details about how the Source MAF Client selects the list of Target MAF Clients. 

3. The Source MAF Client shall send a MAF Key Registration Update request, including the updated information shown in Table 8.8.2.9-1. 

Table 8.8.2.9-1: MAF Key Registration Update Request message information

	Parameter
	Description
	Multiplicity

	MAF-FQDN
	FQDN of the MAF, from  MAF Instruction Configuration 
	1

	RelKeyID
	The relative part of the symmetric key identifier associated with the Key Registration
	1

	expirationTime
	Proposed time when the Key Registration shall expire.
	0..1

	labels
	Proposed Labels to aid discovery of the registered key
	0..1

	targetIDs
	(Optional) proposed list of identifiers for the set of Target MAF Clients authorized to retrieve the symmetric key.
	0..1

	NOTE 1: At least one of expirationTime, labels or targetIDs shall be provided


4. The MAF processes the request. MAF shall process the request. If error cases are encountered, then the MAF shall send an appropriate error response. If the request is processed successfully, then the MAF shall update the metadata with the proposed values if authorized by the administrating stakeholder. The MAF may assign different values for parameters received from the MAF Client, based on instruction from the administrating stakeholder.
5. The MAF shall send a response, to the Source MAF Client, including the information shown in Table 8.8.2.9-2. 

Table 8.8.2.9-2: MAF Key Registration Update response message information
	Parameter
	Description
	Multiplicity

	expirationTime
	Current time when the key registration shall expire, if changed since the last time the MAF Client was provided with the expiration time.
	0..1

	labels
	Updated list of labels to aid discovery of the Key Registration, if any
	0..1

	targetIDs
	Current list of identifiers for the initial set of Target MAF Clients authorized to retrieve the symmetric key. This list may have been modified from the list provided by the MAF Client.
	0..1

	NOTE 2: The response includes only those parameters that were present in the corresponding request.


8.8.2.10
MAF Key De-Registration Procedure
Purpose: This procedure enables a Source MAF Client to request the MAF to stop distributing the registered key.   

This procedure is performed between the Source MAF Client and the MAF. 

Pre-Conditions: 

· The MAF Client has previously performed the MAF Key Registration procedure to create the key registration.

· The key registration is not expired.

Procedure Description. The procedure comprises the following steps: 

1. The MAF Client shall establish a TLS (or DTLS) connection with the MAF as described in step 1 of clause 8.8.2.7. 

2. The MAF Client shall send MAF Key De-Registration request including the information shown in Table 8.8.2.10-1. 

Table 8.8.2.10-1: MAF Client De-Registration Request message information
	Parameter
	Description
	Multiplicity

	MAF-FQDN
	FQDN of the MAF, from  MAF Instruction Configuration 
	1

	RelKeyID
	The relative part of the symmetric key identifier associated with the Key Registration
	1


3. Upon receiving the request, the MAF shall process the request. If error cases are encountered, then the MAF shall send an error response. If the request is processed successfully, then the MAF shall delete the information associated with the identified key registration.

4. The MAF shall compose MAF Client De-Registration response indicating the success of the operation.  The MEF shall send the response to the MAF Client. 
7. 
8.8.3
MAF Client Configuration Details

8.8.3.1
MAF Client Credential Configuration Details

The MAF Client and MAF needs to be configured with 
· credentials for mutual authentication of the MAF Client and MAF.

· 
The credentials for mutual authentication shall be either pre-provisioned or remotely provisioned thanks to Remote Security Provisioning Frameworks. Either symmetric key credentials or certificate credentials maybe provisioned. Symmetric key credentials may be for authenticating some MAF Clients and use certificate credentials for authenticating other MAF Clients. The selection may be based on the capabilities of the MAF Client.

The details depend on the type of credential (symmetric key or certificates) and, in the case of symmetric keys, the type of provisioning (pre-provisioning or remote provisioning).
· Details specific to Pre-Provisioned Symmetric Keys (PPSKs): the Master Credential (Km) and corresponding Master Credential Identifier (KmID) shall be provisioned to the MAF Client (assuming the role of Enrolee) and the MAF. The format of KmID is defined in clause 10.6 “KmID Format”. 

· Details specific to Remotely-Provisioned Symmetric Keys (RPSKs): The MAF Client and an M2M Enrolment Function (MEF) shall be provisioned with credentials for performing a Remote Security Provisioning (RSPF) Framework. The MAF Client shall be authorized to use the services of the MEF. For more details, see clause 8.3. 
NOTE 1: 
In this case, the Master Credential (Km) and Master Credential Identifier (KmID) are established during the MAF Client Registration procedure.


· 
1. 
2. 
· Details specific to Certificates (whether pre-provisioned or remotely provisioned): The MAF Client shall be provisioned with an MAF Client certificate with optional certificate chain. The MAF Client certificate shall be a device certificate, AE-ID certificate or CSE certificate. 
· NOTE 2: 
The configuration of MAF trust anchor CA certificates is addressed in MAF Client Registration Configuration, and can occur separately from MAF Client Credential Configuration.

· The present document does not specify how this information is represented.

8.8.3.2
MAF Client Registration Configuration Details
Purpose: The MAF Client Registration Configuration describes the information provisioned to a MAF Client to enable it to perform MAF procedures authorized by an administrating stakeholder. The administrating stakeholder arranges for the MAF Client Registration Configuration to be provided to the MAF Client.

Pre-conditions:

· The MAF Client and MAF have been configured with credentials which can be used for mutual authentication: see MAF Client Credential Configuration in clause 8.8.3.1.

· If the MAF Client and MAF will use certificates for mutual authentication, then 

· The administrating stakeholder (or another stakeholder acting on behalf of the administrating stakeholder) possesses a copy of the MAF Client’s Certificate Information as defined in clause 8.1.2.4. The MAF is provided with a copy of the MAF Client’s Certificate Information. The present document does not specify how this information is provided to the MAF.

· The administrating stakeholder (or another stakeholder acting on behalf of the administrating stakeholder) possesses a copy of the MAF Trust Anchor CA Certificates.

· The administrating stakeholder arranges for the MAF to allow the MAF Client to perform MAF Client Registration. This could involve pre-authorization or real-time authorization.

Details:
The MAF Client Registration Configuration includes the information shown in Table 8.8.3.2-1, and has data type sec:tefClientRegCfg (see clause Y.4.2).
Table 8.8.3.2-1: Information in the MAF Client Registration Configuration. 
	Element Path
	Multiplicity
	Notes

	expirationTime
	0..1
	Time when the configuration expires

	labels
	0..1
	List of labels to enable discovery of the MAF Client registration record

	adminFQDN
	1
	FQDN of the administrating stakeholder

	URI
	1
	Address for sending the MAF Client Registration request

	httpPort
	0..1
	Port number when using the HTTP binding [i.RFC7230] for the TEF Interface to the MAF.

	coapPort
	0..1
	Port number when using the CoAP binding [i.RFC7252] for the TEF Interface to the MAF.

	websocketPort
	0..1
	Port number when using the WebSocket binding [i.RFC6455] for the TEF Interface to the MAF.

	ppsk
	0..1
	This element contains information identifying a pre-provisioned symmetric key (PPSK) to be used for mutual authentication with the MAF. The PPSK may be identified using its unique Credential-ID, or using the MAF-ID  

	ppsk/credID
	0..1
	The unique credential-ID of the PPSK shared with the MAF. 

	ppsk/fqdn
	0..1
	The MAF FQDN which should be matched against the MAF-ID in a MAF Client Credential Configuration containing a PPSK. This option does not require knowledge of the specific unique credential-ID of the PPSK shared with the MAF.

	rpsk
	0..1
	This information is included when a Remotely Provisioned Symmetric Key (RPSK) is to be used for mutual authentication with the MAF. The MEF Key Registration Configuration instructs the MAF Client to register a key with a MEF for mutual authentication with the MAF. 

	certAuth
	0..1
	This element is included if certificates are to be used for mutual authentication 

	certAuth/credID
	1
	The unique credential-ID of the certificate which the MAF Client is to use for authenticating itself to the MAF

	certAuth/caCerts
	1
	CA Certificates for validating the MAF’s certificate. The CA Certificates shall be formatted in CMS [CMS] (formerly known as PKCS # 7) and encoded using base64.


8.8.3.3
MAF Key Registration Configuration Details
Purpose: The MAF Key Registration Configuration describes the information provisioned to a MAF Client to enable it to perform MAF procedures authorized by an administrating stakeholder. The administrating stakeholder arranges for the MAF Client Registration Configuration to be provided to the MAF Client.

Pre-conditions:

· The MAF Client has performed the MAF Client Registration procedure with the MAF for the administrating stakeholder.

· The MAF Client has currently-valid credentials for mutual authentication with the MAF.

Details:
The MAF Key Registration Configuration includes the information shown in Table 8.8.3.3-1, and has data type m2m:tefKeyRegCfg (see clause Y.4.3).
Table 8.8.3.3-1: Information in the MAF Key Registration Configuration. 

	Element Path
	Multiplicity
	Notes

	expirationTime
	0..1
	Expiration time

	labels
	0..1
	List of labels to enable discovery of the key registration

	adminFQDN
	1
	FQDN of the administrating stakeholder

	SUID
	1
	SUID constraining the usage of the Key Value established during the MAF Key Registration procedure.

	targetIDs
	0..1
	List of identifiers for authorized target MAF Clients


-----------------------End of change  1 -------------------------------------------

Add the following references to Clause 2.1 Normative references
-----------------------Start of changes to Normative references------------------------
[RFC5652]
IETF RFC 5652: "Cryptographic Message Syntax (CMS)", September 2009.
-----------------------End of changes to Normative references------------------------

Add the following references to Clause 2.2 Informative references
-----------------------Start of changes to Informative references------------------------

[i.RFC6455]
IETF RFC 6455: "The Web Socket Protocol", December 2011.
[i.RFC7230]
IETF RFC 7230: "Hypertext Transfer Protocol (HTTP/1.1): Message Syntax and Routing".

[i.RFC7252]
IETF RFC 7252 "The Constrained Application Protocol (CoAP)".

-----------------------End of changes to Informative references------------------------

Add the following definitions
-----------------------Start of new definitions ------------------------

MAF client: A CSE or AE configured to use the services of an M2M Authentication Function.

-----------------------End of new definitions ------------------------

�This clause was previously numbered 8.8.4


�This reference is not a field value


�Unclear if this is needed. The MAF Client is likely to perform additional procedures (e.g. Key Registration). 


�This table mostly copies the text from the existing table – but has been updated with table form used elsewhere in the document. The adminFQDN is a new row in the table


�This table mostly copies the text from the existing table – but has been updated with table form used elsewhere in the document. The adminFQDN is a new row in the table


�This text is now applicable toe MAF Client Registration Configuration and has been deleted from here.


�Redundant – copies the first line of the description for MAF Key Registration Procedure above.
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