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Introduction
TS-0003 annex H (informative) aims at providing an index of security options supported by TS-0003. It needs to be updated to capture new release 2 features, esp. Dynamic Authorization and End-to-end security,  
-----------------------Start of change 1-------------------------------------------
Annex H (informative):
Implementation Guidance and index of solutions

The use of the present document involves a context-specific risk assessment process from which relevant security solutions are identified.

Clause 6 provides an overview of oneM2M security procedures. Clause 6.1.1 presents the interactions between layers, clause 6.1.2 introduces the sequence of events, and clause 6.2 provides further background especially for authorization (clause 6.2.2).

Clause 7 on Authorization and Access Control applies regardless of the type of credentials used. Clause 7.1 describes the general oneM2M Access Control Policy management framework, which can be further enhanced by supporting frameworks for Role-based Access Control (Clause 7.4), Dynamic Authorization (clause 7.3). In addition, Chapter 11 leverages on the above to provide a Privacy Protection Architecture that facilitates the setting and management of user’s privacy profiles.
The present annex provides a table to assist implementers in identifying which clauses of the present document are relevant for a given type of credential. Specific clauses that apply for supporting End-to-end security are listed in italic characters.
Table H.1: Index of clauses specifying procedures per credential types
	Procedure/Solution
	PSK
	Certificates
	TEF (GBA, MEF, MAF)

	Remote security provisioning
	8.3.2.1
	8.3.2.2, 8.7
	8.3.2.3 (GBA)

	
	9.2.1.1
	9.2.1.2, 9.2.2.3, 9.2.2.4 (GBA), 9.2.3

	Security Association Establishment
	8.2.1, 8.4 (ESPrim), 8.5.2.3 (ESData Sign), 8.5.2.4 (ESData Sign+Encrypt)

	
	9.1.1.1, 9.1.2.1
	9.1.1.2, 9.1.2.2 (MAF)

	
	8.1.1, 8.2.2.1, 8.5.2.2.2 (ESData Encrypt)
	8.1.2, 8.2.2.2, 8.5.2.2.4 (ESData Encrypt)
	8.1.3, 8.2.2.3 (MAF), 8.8, 8.5.2.2.3 (ESData Encrypt)

	Algorithm details
	10.2.1, 10.3.6

	
	10.2.2, 10.3
	10.1, 10.2.3, 10.3
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