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5
Security Architecture
5.1
Overview

Figure 5.1-1 provides a high level overview of the Security architecture.

The architecture consists of following layers:

· Security Functions layer:
· This layer contains a set of security functions that are exposed at reference point Mca and Mcc. These security functions can be classified into six categories; they are Identification, Authentication, Authorization, Security Association, Sensitive Data Handling and Security Administration.
· Security Environment Abstraction Layer:
· This layer implements various security capabilities such as key derivation, data encryption/decryption, signature generation/verification, security credential read/write from/to the Secure Environments, and so on. The security functions in the Security Functions Layer invoke these functions in order to do the operations related to the Secure Environments. In addition this layer also provides physical access to the Secure Environments. Implementation of this is out of scope of the present document. This layer is not specified in the initial release but is expected to be considered in future releases.
· Secure Environment layer:

· This layer contains one or multiple secure environments that provide various security services related to sensitive data storage and sensitive function execution. The sensitive data includes SE capability, security keys, local credentials, security policies, identity information, subscription information, and so on. The sensitive functions include data encryption, data decryption, and so on. Implementation of secure environments is out of scope of the present document.
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Figure 5.1-1: High level overview of the Security architecture

Design principles:

· Security Services are modular and configurable according to the needs of the hosting CSE, its supported reference points and its purpose.

· The architecture is split into several components and sub-components providing a modular design. With this design, mapping of the architecture to different nodes and entities is enabled.
· Depending on the requirements of each entity, Security consists of components relevant to fulfil the requirements of the respective node or entity and the intended use case.
· The architecture needs to be adapted to be suitable for implementation in different entities. For example, the architecture can be mapped to different device classes.

· The security administration component is supposed to enable administration of all sensitive resources (data and functions) andalso allow configuration and extension of Security services itself.
· The Secure Environment within the CSE is accessed via the Secure Environment Abstraction layer and shall provide adequate level of protection to the sensitive information listed in clause 6.2.3.2.
5.1.1
Identification and Authentication
The Identification and Authentication function is in charge of identification and mutual authentication of CSEs and AEs.
Identification is the process of checking if the identity provided for authentication is valid. How to perform an identification process will depend on the purpose of authentication. For example, in the case of resource access, the authentication function can require the identification to check if the AE or CSE has registered with the local CSE; in the case of AE or CSE registration, the authentication function can require the identification to check if the identity provided by an AE or CSE fits a certificate. Once passing this checking process, the AE or CSE is identified, and the identified identity will be supplied to authentication process.
Authentication is the process of validating if the identity supplied in the identification step is associated with a trustworthy credential. How to perform an authentication process will depend on using which mutual authentication mechanism. For example, in the case of using certificate based authentication mechanism, the authentication function can require the authentication to verify a digital signature; in the case of using symmetric key based authentication mechanism, the authentication function can require the authentication to verify a Message Integrity Code (MIC). When this validating process has been completed, the AE or CSE is authenticated.
5.1.2
Authorization
The Authorization function is responsible for authorizing services and data access to authenticated entities according to provisioned Access Control Policies (ACPs) and assigned roles.

Access control policy is defined as sets of conditions that define whether entities are permitted access to a protected resource. The authorization function can support different authorization mechanisms, such as Access Control List (ACL), Role Based Access Control (RBAC), etc. The Authorization function could need to evaluate multiple access control policies in an authorization process in order to get a finial access control decision. This process is further described in clause 7 "Authorization".
Authorization evaluation process is based on the Service Subscription resource which specifies what M2M Services and M2M Service roles the authenticated entity has subscribed to and the access control policies associated with the protected resource. The authorization evaluation process can also consider contextual attributes such as time or geographic location.

Prior to authorization, mutual authentication between the originator CSE or AE and hosting CSE shall be performed as specified in clause 8.

5.1.3
Identity Management
The Identity Management function provides oneM2M identities/identifiers to the requesting entity in case those identities are stored within the secure environment. oneM2M identifiers as defined in the oneM2M Architecture [1] can also be treated as sensitive data that are accessible to AEs or CSEs and used independently of Authentication or Authorization functions.
5.2
Security Layers
5.2.1
Security Service Layer

The security service layer provides the following services:

· Access Management:
· Authorization.
· Authentication.
· Access Control.
· Sensitive Data Handling:
· Sensitive Functions protection.
· Secure Storage.
· Security Association Establishment:
· Secure Connection via secure session establishment.
· Secure Connection via object security.
· Security Administration (including remote security provisioning).
· Identity Protection.
Each of these services provides functions and resources on the Security Service and Administration API.

5.2.2
Secure Environment Abstraction Layer

The Secure Environment Abstraction Layer (not specified in the present document) provides access to the Secure Environment via a general Security Transport API. A Plug-in associated to the type of Secure Environmentprovides physical/logical connectivity to the secure environment. The Secure Environment Abstraction Layer also has to be accessible on the Service Layer.

5.3
Integration within overall oneM2M architecture

Security services are provided within the following architectural components and interact on the different reference points as described in oneM2M TS-0001 [1].
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Figure 5.3-1: oneM2M Functional Architecture

The present document addresses the security over Mcc and Mca in hop-by hop scenario.
6
Security Services and Interactions
6.1
Security Integration in oneM2M flow of events

This clause specifies the integration of security process and procedures during deplotyment and operation of a oneM2M solution.
6.1.1
Interactions between layers

Before any M2M Common Services layer procedure can take place, connectivity has to be established in the underlying Network Services Layer, which may involve independent provisioning and service registration procedures specified by the underlying network.

The Service Layer Security provisioning (security pre-provisioning or security bootstrapping) and Security Association Establishment procedures specified in the present document can take place independently (and generally consecutively) from any required Network Service Layer connectivity establishment procedures.
Finally, the security provisioning and security association establishment requirements imposed by M2M Application Service Providers have to be accounted for. At the service layer level, the security association establishment results in a TLS or DTLS session which protects messages being exchanged between adjacent AE/CSE, i.e. hop-by-hop. AEs that need to preserve the privacy of their information exchange from untrusted intermediate nodes can be provisioned to support a direct security association between them. Such security associations enable to encrypt the content of resources exchanged between AEs through the service layer.

6.1.2
High level sequence of events

6.1.2.1
Enrolment phase

M2M equipments typically require provisioning and configuration phases before being put in actual operation. This can be performed by a pre-provisioning that can be integrated in the manufacturing or product deployment phase, or by means of a security bootstrapping procedure (i.e. remote security provisioning) that takes place before the equipment starts actual operation.

At the service layer level, such provisioning and configuration requires  selection of the stakeholder that will provide services through the equipment, especially the M2M Service Provider. This Enrolment phase requires contractual agreements between the stakeholders.

Enrolment phase may occur several times during the lifecycle of an M2M equipment, but is only repeated when a change in the Service Provider affects the provisioning or configuration of the equipment. 

The security provisioning phase for the different layers can be combined using a common method of  security pre-provisioning.
Remote Security Provisioning Frameworks (RSPF) provide post-provisioning of the essential information to establish a security association between a Field Domain entity and the M2M Authentication Function of a chosen M2M Service Provider. The essential security information includes the security credentials and identifiers. Remote Security Provisioning procedures rely on an M2M Enrolment Function which can be external to the M2M Service Provider to establish appropriate credentials.

· Pre-Provisioned Symmetric Enrolee Key Remote Security Provisioning Framework: A symmetric key is pre-provisioned to the Enrolee and M2M Enrolment Function for the mutual authentication of those entities. For more details, see clause 8.3.2.1.

· Certificate-Based Remote Security Provisioning Framework: The Enrolee and M2M Enrolment Function are each issued and authenticate themselves with private signing keys and Certificates containing the corresponding Public Verification Key. For more details see clause 8.3.2.2.

· GBA-based Remote Security Provisioning Framework. In this case, the M2M Enrolment Function includes the functionality of a GBA Bootstrap Server Function. This framework uses 3GPP or 3GPP2 symmetric keys to authenticate the Enrolee and the M2M Enrolment Function (which is also a GBA BSF). The details are specified by 3GPP TS 33.220 [13] and 3GPP2 S.S0109-A [14]. For more details see clause 8.3.2.3.

Figure 6.1.2.1-1 illustrates the different Remote Security Provisioning Frameworks. Note there is no communication between M2M Entities A and B in the Remote Security Provioning procedure. After successful completion of the Remote Security Provisioning procedure, a Security Association Establishment procedure is applied.
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Figure 6.1.2.1-1: Entities involved in Remote Security Provisioning
6.1.2.2
Operational phase

6.1.2.2.1
M2M Service Access

M2M services are offered by CSEs to AEs and/or other CSEs. To be able to use M2M services offered by one CSE,  the AEs and/or CSEs need to be mutually identified and authenticated with that CSE, in order to provide protection from unauthorized access and Denial of Service attacks. This mutual authentication enables to additionally provide encryption and integrity protection for the exchange of messages across a single Mca, Mcc or Mcc' reference point. In addition, communicating AEs that require similar protection for their own information exchanges can be provisioned to apply the same security method to their communications.
This is the purpose of the Security Association Establishment procedure, which  needs to be excuted before the service related procedures specified in oneM2M TS-0001 [1] for the corresponding reference point.

On the Mca and Mcc reference points, security association establishment between a field domain AE or CSE, respectively,  and an IN-CSE is mandatory.

On the Mcc' reference point, security association establishment between IN-CSE and IN-CSE is mandatory.

On the Mca reference point, security association establishment between AE and the CSE in the field domain is strongly recommended.
The security association establishment phase of the M2M Service Layer and M2M Application Layer are generally independent from similar procedures possibly required by the Network Layer, though they can rely on the security services provided by the Network Layer.
The oneM2M system supports the following authentication mechanisms for Security Association Establishment, described in more detail in clause 8.2.1 "Overview on Security Association Establishment Frameworks":

· Provisioned Symmetric Key Security Association Establishment Framework: A symmetric key is pre-provisioned to the Security Association end-points. For more details see clause 8.2.2.1.
· Certificate-Based Security Association Establishment Framework: Security Association end-points authenticate themselves using private signing keys and Certificates containing the corresponding Public Verification Key. For more details see clause 8.2.2.2.

· M2M Authentication Function (MAF) Security Association Establishment Framework: For MAF-based SAEF, the centralized key distribution server is a MAF hosted either by a 3rd party service provider which has a service relationship with the M2M Service Provider (M2M-SP), or hosted by the M2M-SP itself. The MAF authenticates a Field Domain entitiy on behalf of an IN-CSE using a symmetric key. For more details see clause 8.2.2.3.
Figure 6.1.2.2-1 illustrates the different use cases and entities involved in the various Security Association Establishment Frameworks (SAEF) considered in the present document.
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Figure 6.1.2.2-1: Entities involved in Security Association Establishment
6.1.2.2.2
Authorization to access M2M resources

Once an AE or CSE has been granted access to M2M services, the Access Control decision procedure specified in clause 7.1.5 of the present document shall be executed before accessing an M2M resource, as specified in oneM2M TS-0001 [1].

6.2
Security Service Layer

6.2.1
Access Management

6.2.1.1
Authentication
This component provides authentication services to the Application Layer. Annex B provides a general description of  Authentication mechanisms.
6.2.2
Authorization Architecture
Figure 6.2.2-1 provides a high level overview of a generic authorization architecture. This architecture comprises four subcomponents that are described as follows:

· Policy Enforcement Point (PEP):
· PEP intercepts resource access requests, makes access control decision requests, and enforces access control decisions. The PEP coexists with the entity that need authorization services.

· Policy Decision Point (PDP):
· PDP interacts with the PRP and PIP to get applicable authorization polices and attributes needed for evaluating authorization policies respectively, and then evaluates access request using authorization policies for rendering an access control decision. The PDP is located in the Authorization service.
· Policy Retrieval Point (PRP):
· PRP obtains applicable authorization policies according to an access control decision request. These applicable policies should be combined in order to get a finial access control decision. The PRP is located in the Authorization service.
· Policy Information Point (PIP):
· PIP provides attributes that are needed for evaluating authorization policies, for example the IP address of the requester, creation time of the resource, current time or location information of the requester. The PIP is located in the Authorization service.

The Authorization service can comprise any of the subcomponents: PDP, PRP and/or PIP. This means that the subcomponents PEP, PRP, PDP and PIP could be distributed across different nodes. For example the PEP is located in an ASN/MN and the PDP is located in the IN.

The present release 1 does not support separation of PRP and PIP on different CSE from PDP. The generic procedure described below is provided for information and to support further extensions, while clause 7 provides the details of authorization mechanisms in the current release.
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Figure 6.2.2-1: Overview of the authorization architecture

The generic authorization procedure is shown in figure 6.2.2-2.
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Figure 6.2.2-2: Authorization Procedure

Step 001:
Mutual authentication (Pre-requisite).
Step 002:
Access Requester sends an Access Request to the PEP.

Step 003:
PEP makes an Access Control Decision Request according to the requester's Access Request, and sends the Access Control Decision Request to the PDP.
Step 004: 
PDP sends an Access Control Policy Request that is generated based on the Access Control Decision Request to the PRP.

Step 005:
PRP finds all applicable access control policies to the access request and sends them back to the PDP. When multiple access control polices are involved, the PRP also provides a policy combination algorithm for combining multiple evaluation results into one finial result.
Step 006
PDP sends Attribute Request to the PIP if any attributes are required for evaluating these access control policies.

Step 007:
PIP gets required attributes and sends them back to the PDP.

Step 008:
PDP evaluates Access Request using access control policies. When there are multiple applicable access control policies, the PEP needs to calculate a final Access Control Decision using the policy combination algorithm.

Step 009:
PDP returns the Access Control Decision back to the PEP.

Step 010:
PEP enforces the access control decision, i.e. either forwards the Access Request to the resource or denies this access.

Step 011:
PEP returns access result back to the Access Requester.

6.2.3
Security Administration

The Security Administration service provide the capabilityto manage the Security functions, resources and attributes. This sincludes management of resources provided via the secure environment. In addition it can provide functions to manage sensitive data with their associated identifiers and subscriptions on behalf of other entities. Security administration is therefore dependent upon the type of secure environment being used (independent hardware module, integrated trusted execution environment or software protection). Depending on the type of Secure Environment, distinct existing standards can be used for remote administration of those SEs.

6.2.3.1
Security Pre-Provisioning of SE
Several sensitive data and associated objects are often configured by pre-provisioning of a secure environment (see clause 6.3.1 “Secure Environment”) prior to deploying the M2M device it is associated with. 

UICCs specified in ETSI TS 102 671 [23] and ETSI TS 102 221 [24] are comonly used for such purpose because their use is required to access some underlying networks, they provide a high security level, and they offer an interoperable transport interface specified in ETSI TS 102 221 [24]. UICC-based oneM2M pre-provisioning shall follow the framework specified in annex D to ensure interoperability.
6.2.3.2
Remote security administration of SE
Security sensitive data and functions that are protected and isolated within the SE may remain remotely accessible to legitimate security admistrators after deployment. Remote security administration differs from standard device management by the requirement that the secure channel established with the administration server shall be established with the Secure Environment of the M2M Node (i.e., the secret used to secure the connection is not available in the M2M node outside of the Secure Environment). Applicable remote security administration protocols are dependent on the risk level of each M2M application and not just on the underlying network technologies. Widespread technologies that enable remote security administration for the different security levels distinguished in oneM2M TR-0008 [i.4] are considered in annex C.
Since remote security administration requires the target sensitive information to be remotely modifiable, protection of  such sensitive information from remote software hacking of the device is particularly critical. In case the Secure Environment relies on software protection only, remote security administration of the following data should be allowed only where remote access by potential attackers can be mitigated:
· Private key and associated identifiers.
· Long-term shared symmetric key (compared to expected lifetime of the M2M node) and associated identifiers.
· Any process and parameters thereof that manipulates the above information, i.e. security functions.
6.2.4
Identity Protection

Identity Protection provides services to the Application Layer such as pseudonyms and protecting the anonymity of transactions.

6.2.5
Sensitive Data Handling

The Sensitive Data Handling service provides certain Sensitive Functions to the Application Layer. 

Sensitive Functions comprise the following functions:

· Secure Storage.

· Cryptographic operations.
· Methods for bootstrapping initial secrets (e.g. GBA).
6.2.5.1
Sensitive Functions

This service provides AEs and CSEs with access to Sensitive Functions of the SE.

6.2.5.2
Secure Storage

This service provides AEs and CSEs with access to the secure storage capability of the SE. Data securely stored by the AE or CSE shall only be accessible through the Security API and by authorized entities. Secure Storage should be managed by the Secure Environment. Stored data shall be under the control of the stakeholder owning the data, i.e. the entity that requested the data to be stored within the secure storage, independently of other stakeholders.

------------------- END CHANGES 1 -----------------------------------------

------------------- START CHANGES 2 -------------------------------
6.3.1
Secure Environment

The Secure Environment component is a logical entity that provides Sensitive Functions operating on Sensitive Data, Secure Storage and other resources/functions.
The security sensitive data and security functions contained in M2M field domain nodes shall be protected from unauthorized access or alteration, as determined by risk analysis. Sensitive data and functions include security credentials and algorithms that manipulate them. The purpose of the Secure Environment is to provide the required protection level (see  Table 6.3.1-1) and isolation of security sensitive data and functions within an M2M node. This is especially critical for M2M Nodes that can be remotely or physically accessed by potential attackers.   

The choice of a Secure Environment is guided by a risk analysis considering all layers of an M2M application, though it should leverage where possible on capabilities provided by the M2M Service Layer or the Underlying Network, e.g. UICC in 3GPP and 3GPP2 networks, or Trusted Execution Environment requirements.
There is no assumption made on the particular implementation of the Secure Environment. A SE may be implemented as an independent HW Security Element or as an integrated SW function. Each Secure Environment can be associated with one certain Security Level depending on the particular implementation of the SE. Different Secure Environments provide different Security Levels and protection levels as indicated in table 6.3.1-1.

Table 6.3.1-1: Classification of Protection levels

	Protection Level
	Description

	0
	No protection. The data are exposed even without active attacks.

	1
	Low protection, data are protected from passive observers but could be exposed by active attacks, be they local or remote.
E.g. software solutions exist that rely on general purpose processing hardware of the supporting equipment.

	2
	Medium protection, protection of the data from remote attacks is addressed, but local attacks, especially physical attacks, remain possible, ie. Medium protection provides countermeasures against software attacks only
E.g. Software solutions to protect data and sensitive functions rely on specific processing providing enforced isolation and enables sensitive code and data to be kept away from an unprotected operating environment, software and memory. The code running in the protected environment is cryptographically verified for integrity assurance.

	3
	High protection, addressing both remote and local attacks to access the data, including attacks involving physical access. This includes strong counter measures against software and hardware attacks, such as detection of abnormal operating conditions and scrambling plus hardware masking of the memory and side channel analysis of operations involving sensitive data.


There shall be at least one Secure Environment in each M2M node providing secure storage to the local CSEs and AEs, however there may be multiple.

6.3.2
SE Plug-in

The SE Plug-in enables physical access to the respective Secure Environment. Depending on the type of Secure Environment, the SE Plug-in can be implemented differently for each Secure Environment.

NOTE:
Specification of the SE Plug-in is out of scope of the present document.

6.3.3
Secure Environment Abstraction
This component is not specified in the present document.
------------------- END CHANGES 2 -----------------------------------------

------------------- START CHANGES 3 -------------------------------
7.2
AE Impersonation Prevention

Since several AEs can behave maliciously and pretend to be another AE with their ID changed, the Hosting CSE needs prevention mechanism for AE impersonation. This mechanism works at Registrar CSE since Registrar CSE is an entry point of M2M system.
When the Registrar CSE receives a request,the Registrar CSE shall perform the following procedure.
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Figure 7.2-1: AE impersonation checking procedure
 0.
Security association establishment shall be performed.
1.
The AE shall send a request to Hosting CSE via its Registrar CSE (Hosting CSE is not represented on this figure and can either be the Registrar CSE or another CSE).

2.
The Registrar CSE shall check if the value in the From parameter is the same as the ID associated in security association.

3.
If the value is not the same, the Registrar CSE shall send a response with error response code ‘6101’(Security error – impersonation error).

4.
If the value is the same, the Registrar CSE performs procedures specified in clause 8.2 of oneM2M TS-0001 [1]. Depending on the number of Transit CSEs, the Registrar CSE shall either process the request or forward it to the Hosting CSE or to another Transit CSE.
------------------- END CHANGES 3 -----------------------------------------

------------------- START CHANGES 4 -------------------------------
8.1.2.2
Path Validation and Certificate Status Verification

If an entity is to authenticate another entity using a device certificate, CSE-ID certificate, AE-ID certificate or FQDN certificate, then the entity shall perform basic path validation (section 6.1of IETF RFC 5280 [34]) as part of verifying the other entity's certificate (see clause 8.1.2.4 "Certificate Verification").
CA certificates shall include the name constraint extensions (clause 4.2.1.10 "Name Constraints" of IETF RFC 5280 [34]) and shall constrain the names (object identifier M2M Device IDs from Annex H "Object Identifier Based M2M Device Identifier" oneM2M TS-0001 [1], public domain name representation of the CSE-ID, Absolute AE-ID or FQDNs) which may be in the subsequent certificate used to authenticate the entity (device certificate, CSE-ID certificate, AE-ID certificate or FQDN certificate respectively).
· Clause 4.2.1.10 "Name Constraints" in IETF RFC 5280 [34] describes how the name constraint extension is used for constraining URIs and FQDNs.
· Clause 10.4.1.4.2 "Profile for Certificate Authority Certificates for Device Certificates" describes how the name constraint extension is used for constraining object identifier M2M Device IDs.

The trust anchor information (section 6.1.1 of IETF RFC 5280 [34]) is provided to the entity during Credential Configuration, Association Configuration, Bootstrap Credential Configuration or Bootstrap Instruction Configuration.

NOTE 1:
Section 6.1.1 of IETF RFC 5280 [34] states "The trust anchor information is trusted because it was delivered to the path processing procedure by some trustworthy out-of-band procedure". Credential Configuration, Association Configuration, Bootstrap Credential Configuration and Bootstrap Instruction Configuration satisfy the requirements of being trustworthy out-of-band procedures.

Certificate status verification: In the case of an Infrastructure  Domain entity receiving an MEF certificate, the entity shall verify the status of the certificate using a Certificate Revocation List as described in IETF RFC 5280 [34].. A mapping of the Online Certificate Status Protocol (OCSP) onto HTTP may be used, as described in Appendix A of IETF RFC 6960 [35], however a mapping of OCSP onto CoAP is not currently defined. Furthermore, OCSP may also not be easily applicable in all environments. An alternative approach may be using the TLS Certificate Status Request extension (section 8 of IETF RFC 6066 [44]; also known as "OCSP stapling") or preferably the Multiple Certificate Status Extension (IETF RFC 6961 [36]), if available.
NOTE 2:
Most of the above paragraph is based on almost identical text in the CoAP specification IETF RFC 7252 [38], a protocol with similar (if not identical) considerations to oneM2M deployments.

------------------- END CHANGES 4 -----------------------------------------

------------------- START CHANGES 5 -------------------------------
C.1
UICC

In case of UICC (SE compliant with ETSI TS 102 671 [23]), OTA mechanisms as specified in [7] and [8], and its extensions [9], [10] for 3GPP underlying networks or [11] and [12] for 3GPP2 underlying networks shall be supported to enable security administration of the sensitive data of the M2M Service Layer. UICC provides the  highest  protection level 3 against attacks according the Classification of Protection levels table 6.2.1-1 in clause 6.2.1.
C.2
Other secure element and embedded secure element with ISO 7816 interface

In case the Secure Environment is implemented as a security element or as an embedded security element supporting an ISO/IEC 7816 interface [26], example of remote administration can be according to GlobalPlatform Remote Administration [47]. An embedded secure element  provides the highest  protection level 3 against attacks according the Classification of Protection levels table 6.2.1-1 in clause 6.2.1.
C.3
Trusted Execution Environment

In case the secure environment is implemented as a Trusted Execution Environment (TEE) according to GlobalPlatform [22], remote administration shall be supported as specified in GlobalPlatform Remote Administration [21]. TEE provides the  medium protection level 2 against attacks according the Classification of Protection levels table 6.2.1-1 in clause 6.2.1.
C.4
SE to CSE binding

In case the SE is implemented as an independent security element supporting ETSI TS 102 221 [24], the platform-to-platform secure channel specified in ETSI TS 102 484 [25] provides logical binding of the SE to a specific CSE or AE. This also protects the information exhanged between the SE and the associated entity on physically exposed interfaces, and is therefore recommended for devices that are physically exposed to attackers.
------------------- END CHANGES 5 -----------------------------------------

------------------- START CHANGES 6 -------------------------------
Annex F (normative):
Acquisition of Location Information for Location based Access Control

F.0
Introduction

When a request (resource access) is evaluated by a Hosting CSE and an accessControlLocationRegions parameter is defined in the privileges attribute of the <accessControlPolicy> resources, the Hosting CSE shall check whether the location of the Originator of a request is in the specified regions or not. Therefore, the Hosting CSE shall retain the location of the Originator, or acquire the location, or deny the access. This annex indicates how to describe the location regions and obtain the location of the Originator.

F.1
Description of Region

F.1.1
Circular Description

The practical way of describing the region or area is the circular presentation and generally the circle is characterized by the co-ordinates of a center point of the circle and a radius. Geographically, the center point and radius is described as longitude and latitude, and meter respectively. For this description, the accessControlLocationRegions parameter shall be represented as a circle.
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Figure F.1
F.1.2
Country Description

Another simple way of describing the region or area is the country presentation. ISO-3166-1 alpha 2 codes [i.10] are two-letter country codes to represent countries and special regions of geographical interest. For example, KR is a code for Korea, Republic of.
F.2
Acquisition of Location Information

F.2.0
Introduction

As mentioned above, when accessControlLocationRegions parameter is defined, the Hosting CSE shall check the location of the Originator for access control. This clause describes how the Hosting CSE checks or obtains the location. The procedures may vary based on the region description, circle and country.
F.2.1
Circular Description

If the circular description is used as the location context constraints, the Hosting CSE shall check whether it has the current location of Originator or not. If not, it shall obtain the location of Originator. TS-0001 [1] defines a resource type for acquisition of location of a Target Node, <locationPolicy>. In order to , therefore, obtain the location of Originator, the Hosting CSE shall create <locationPolicy> and set the relevant attributes as follows:
· locationSource: Reliability of the location information is crucial so the location shall be obtained from trusted network. If the location is obtained by the other sources, the location information can be easily masqueraded. (i.e. GPS spoofing). Therefore, the locationSource attribute shall be set to ‘network-based'.
· locationTargetID: The Target Node shall be the Originator that needs to authorize the sent requests. The locationTargetID attribute shall be set to identifier of the Originator.
Note that the other attributes are determined by local policies of Hosting CSE as described in clause 9.6.9 of oneM2M TS-0001 [1]. In order to obtain the location from the network, the Hosting CSE shall transform the oneM2M specified location request into network specified request.

NOTE 1:
oneM2M TS-0004 [4] describes how to convert the oneM2M-specified request to ‘OMA RESTful NetAPI for Terminal Location' specified request, in Annex F.

Since the region information (circular description) is defined by the accessControlLocationRegions parameter, the Hosting CSE can utilize the circular region information when it requests the location information from the network. OMA RESTful NetAPI for Terminal Location specification [i.9] specifies resource types as an area (region)-based location notification service, ‘CircleNotificationSubscription'. If therefore the Hosting CSE subscribes to the notification service with circular region defined as acccessControlLocationRegions parameter, the Hosting CSE can always determine whether the Originator is in the regions or not. The figure below demonstrates how to acquire the location of the Originator when the accessControlLocationRegions parameter is defined.
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Figure F.2
1.
The Originator sends a request to access a resource.
2.
The Hosting CSE shall evaluate the received request against the linked <accessControlPolicy> resource. If one of the rule tuples that is about the request originator contains the accessControlLocationRegions parameter (circular description) and the Hosting CSE does not store the location of the Originator, the Hosting CSE shall either continue to the next step or deny the access.
If the Hosting CSE has the location of the Originator, it is used for applying access control policy.

The Hosting CSE may deny the access due to the fact that the Originator is not subscriber of the network or any other reasons (e.g. connection lost, server malfunction).
3.
The Hosting CSE shall create the <locationPolicy> resource and set relevant attributes as mentioned above. 

4.
The Hosting CSE shall subscribe to a new area location notification service toward Location Server in the Network. The area information shall be based on the area defined by the accessControlLocationRegions parameters. If multiple regions are defined, multiple subscriptions shall be set.
5.
The Location Server immediately obtains the location of the Originator.

NOTE 3:
After the immediate location acquisition, the Location Server periodically obtains the location of the Originator to check whether the Originator is in the area or not. The frequency and duration can be defined by local policies. 

6.
The Location Server responds with the immediate location information of the Originator toward Hosting CSE.

7.
Based on the received location of the Originator and other access control policies the request is evaluated and can be either granted or denied. The Hosting CSE responds regarding the request (step 1).

8.
When the Originator crosses in (enter) or out of (leave) the area, the Location Server shall notify of the Hosting CSE of the location change. Thus, the Hosting CSE can keep track of the location of the Originator and easily evaluate the access against location context constraint.

9.
The Hosting CSE responds to the notification.
F.2.2
Country Description

Generally, the Originator's country-scale location can be determined by the Originator's IP address. If the Hosting CSE can distinguish the country using the Originator's IP address and it is also matched with the defined acccessControlLocationRegions parameter, the Hosting CSE may grant the request subject to evaluation of the full access control policy. 
NOTE:How to transform the IP address into country is out of scope of the present specification.
However, if Hosting CSE cannot distinguish the country using the Originator's IP address, the Hosting CSE shall obtain the location coordinate (i.e., longitude and latitude) of the Originator from the network and the Hosting CSE can distinguish the country using the location if available. The way of obtaining the location coordinate is defined in annex F of oneM2M TS-0004 [4]. 
NOTE: How to transform the location into country is out of scope of the present specification..
--------------------------------- END OF CHANGES 6 --------------
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