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Introduction
This CR provides data type definitions and short name assignments for resources and complex data types which are used only within the scope of security specifications (which currently include only TS-0003).
Revision R01:

· Correction of heading numbers and cross-references

· Rearranged text which cross-references to parts of SEC-2016-136

· Removal of proposed clause Z with short names. These become applicable only when the resource types are defined.

· Removal of reference to clause X since this clause I not agreed yet.
-----------------------Start of change 1 ------------------------

10.4
Credential-ID Details

The Credential-ID has two parts: 

· A type-ID part. The type-ID part is a positive integer defined by datatype sec:credIDTypeID.

· A value part which contains a globally-unique identifier for the entity's credential. The value part may use the Roman alphabet, numerals, '.', '_', '-', and '@'. 

The Credential-ID is formed by concatenating the type part, the character '-' and the value part. 

NOTE:
A Credential-ID is a globally unique identifier used to identify serviceSubscribedAppRule resources (oneM2M TS‑0001[1]) and identify credentials in security configuration information.



	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


-----------------------End of change 1 ------------------------

-----------------------Start of change 2 ------------------------

Y
Security-Specific oneM2M Data Type Definitions 
Y.1 Introduction

Clause Y contains data type definitions used only within the oneM2M security specifications.  
Any data types of XML elements defined for use only within oneM2M security specifications shall use the namespace:

· http://www.onem2m.org/xml/securityProtocols.

The present document, and any XML or XML Schema Documents produced by oneM2M shall use the prefix “sec:” to refer to that namespace

Y.2 Simple Security-Specific oneM2M Data Types
Table Y.2-1 describes simple data type definitions specific to security. The types in table Y.2-1 are either:

· Atomic data types derived from XML Schema data types by restrictions other than enumeration

· List data types constructed from other XML Schema or oneM2M-defined atomic data types.

Table Y.2-1: Security-specific oneM2M simple data types
	XSD type name
	Used for
	Examples
	Description

	sec:relKeyID
	Relative part of symmetric key Identifiers
	1he83he, 
my-key_name,

firstname.lastname
	Any combination of the Roman alphabet, numerals, '.', '_' and '-' characters

	sec:credentialID
	Credential Identifier
	10-thiskey@mymef.com
	A sec:credIDTypeID and a xs:anyURI separated by the ‘-‘ character. See clause 10.4. The xs:anyURI is the value part of the credential-lD


Y.3 Enumerated Security-Specific oneM2M Data Types
Y.3.1
Introduction
The enumerated security-specific oneM2M data types are treated identically to the enumerated oneM2M data types defined in clause 6.3.4 of TS-0004 [4
]. These data types are based on <xs:integer>, with the numeric values interpreted as specified in clause Y.3.2
Y.3.2
Enumeration type definitions
Y.3.2.1
sec:credIDTypeID
The sec:credIDTypeID enumeration type is used in sec:credentialID to identify the type of the identified credential. 
Table Y.3.2.1-1: Interpretation of the sec:credIDTypeID enumeration type. 
	Value
	Interpretation
	Note

	10
	Symmetric key used to authenticate to a MEF (KpmID)
	See clause 8.3.2.1

	11
	Symmetric key used to authenticate to a MAF (KmID)
	See clause 8.8.3.1

	12
	Symmetric key used to authenticate in an SAEF (KpsaID or KcID)
	See clauses 8.2.2.1, 8.2.2.3

	13
	Symmetric key used to authenticate in ESPrim (pairwiseESPrimKeyID)
	See clauses 8.4.2

	14
	Symmetric key used for direct encryption in the ESData Encryption-only or Nested-Sign-then-encrypt security classes (generic symmetric key identifier format)
	See clause 8.5.2

	15
	Symmetric key used for symmetric key wrap  in the ESData Encryption-only or Nested-Sign-then-encrypt security classes (generic symmetric key identifier format)
	See clause 8.5.2

	16
	Symmetric key used for HMAC  in the ESData Signature-only security class (generic symmetric key identifier format)
	See clause 8.5.2

	30
	Raw Public Key Certificate used in TLS: (Public Key Identifier) 
	10.1.2

	31
	Device Certificate used in TLS (globally unique hardware instance identifier)
	10.1.1.4

	32
	CSE-ID Certificate used in TLS (CSE-ID) 
	oneM2M TS-0001 [1
]

	33
	AE-ID Certificate used in TLS (AE-ID) 
	oneM2M TS-0001 [1
]

	41
	Raw Public Key Certificate used for RSA or ECDH Key management in the ESData Encryption-only or Nested-Sign-then-encrypt security classes: (Public Key Identifier) 
	10.1.2

	42
	Device Certificate used for RSA or ECDH Key management in the ESData Encryption-only or Nested-Sign-then-encrypt security classes (globally unique hardware instance identifier)
	10.1.1.4

	43
	CSE-ID Certificate used for RSA or ECDH Key management in the ESData Encryption-only or Nested-Sign-then-encrypt security classes (CSE-ID) 
	oneM2M TS-0001 [1
]

	44
	AE-ID Certificate used for RSA or ECDH Key management in the ESData Encryption-only or Nested-Sign-then-encrypt security classes (AE-ID) 
	oneM2M TS-0001 [1
]

	51
	Raw Public Key Certificate used for RSA or ECDH Key management in the ESData Signature-only security class: (Public Key Identifier) 
	10.1.2

	52
	Device Certificate used for RSA or ECDSA signatures in the ESData Signature-only security class (globally unique hardware instance identifier)
	10.1.1.4

	53
	CSE-ID Certificate used for RSA or ECDH Key management in the ESData Signature-only security class (CSE-ID) 
	oneM2M TS-0001 [1
]

	54
	AE-ID Certificate used for RSA or ECDH Key management in the ESData Signature-only security class (AE-ID) 
	oneM2M TS-0001 [1
]

	NOTE: The form of the identifier for the credential type is described in brackets.


Y.4
Complex Security-Specific oneM2M Data Types
Y.4.1
sec:tefClientCfg

Used for the tefClientCfg data element of the registration information of the MAF Client, see clause 8.8.2.
Table Y.4.1-1: Type definition of sec:tefClientCfg. 

	Element Path
	Element Type
	Multiplicity
	Notes

	tefClientRegCfg
	sec:tefClientRegCfg
	0..1
	See clause Y.4.2

	tefKeyRegCfg
	sec:tefKeyRegCfg
	0..1
	See clause Y.4.3

	NOTE 1: Only one element shall be present


Y.4.2
sec:tefClientRegCfg

Data type for the tefClientRegCfg element of sec:tefClientCfg. Used for MAF Client Registration Configuration, see clause 8.8.3.2. 
Table Y.4.2-1: Type definition of sec:tefClientRegCfg. 

	Element Path
	Element Type
	Multiplicity
	Notes

	expirationTime
	m2m:timestamp
	0..1
	oneM2M TS-0004 [4
]

	Labels
	m2m:labels
	0..1
	oneM2M TS-0004 [4
]

	adminFQDN
	xs:anyURI
	1
	

	URI
	xs:anyURI
	1
	

	httpPort
	xs:unsignedByte
	0..1
	

	coapPort
	xs:unsignedByte
	0..1
	

	websocketPort
	xs:unsignedByte
	0..1
	

	Ppsk
	Anonymous
	0..1
	

	ppsk/credID
	sec:credentialID 
	0..1
	See Note 1. See clause Y.2

	ppsk/fqdn
	xs:anyURI
	0..1
	See Note 1

	Rpsk
	sec:tefKeyRegCfg
	0..1
	See clause Y.4.3

	certAuth
	Anonymous
	0..1
	

	certAuth/credID
	sec:credentialID 
	1
	See clause Y.2

	certAuth/caCerts
	xs:base64binary
	1
	

	NOTE 1: If the ppsk element is present, then exactly one of ppsk/credID and ppsk/mafID shall be present


Y.4.3
sec:tefKeyRegCfg

Data type of the tefKeyRegCfg element in sec:tefClientCfg. Used for MAF Key Registration Configuration, see clause 8.8.3.3
Table Y.4.3-1: Type definition of sec:tefKeyRegCfg. 
	Element Path
	Element Type
	Multiplicity
	Notes

	expirationTime
	m2m:timestamp
	0..1
	oneM2M TS-0004 [4
]

	Labels
	m2m:labels
	0..1
	oneM2M TS-0004 [4
]

	adminFQDN
	xs:anyURI
	1
	

	SUID
	m2m:suid
	1
	oneM2M TS-0004 [4
]

	targetIDs
	m2m:listOfM2MIDs
	0..1
	oneM2M TS-0004 [4
]


-----------------------End of change 2 -------------------------
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