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8.3
Remote Security Provisioning Frameworks

8.3.1
Overview on Remote Security Provisioning Frameworks

8.3.1.1
Purpose of Remote Security Provisioning Frameworks

Remote Security Provisioning Frameworks (RSPFs) provision credentials to an Enrolee, which is a security principal in a Node or CSE or AE, as part of the Enrolment of the Enrolee to an M2M SP or M2M Trust Enabler. The MEF provides its services on behalf of administrating stakeholders such as M2M SPs or third party M2M Trust Enablers (MTE). An administrating stakeholder authorizes the MEF Service Provider to provide services to MEF clients, and oversees authorizing the management of credentials. 
The credentials are either:

· A symmetric key shared by the Enrolee and an Enrolment Target, which may be a MAF or Node or CSE or AE:

· If the Enrolment target is an MAF, then the credential can be used for MAF-based SAEF, MAF-based ESPrim and MAF-based ESData Protection Options, with the provisioned symmetric key used for mutual authentication of the Enrolee and the MAF.

· If the Enrolment target is a Node or CSE or AE, then the credential can be used for only one of PSK-based SAEF or PSK- based ESPrim or PSK-based ESData Protection Options. The provisioned symmetric key used for mutual authentication of the Enrolee and the other Node or CSE or AE.

NOTE:
This case should be employed only in cases where the Enrolee is expected to require a symmetric key with relatively few CSE or AE. 

· Certificate(s) for which the Enrolee knows the corresponding private key, and a set of trust anchors for authenticating the M2M SP or MTE's MAF or other entities enrolled with the M2M SP or MTE. These credentials can be used for:

· Securing communication directly with other Nodes or CSEs or AEs using Certificate-Based SAEF, Direct End-to-End Key Establishment using Certificates (ESCertKE), and certificate-based ESData protection options. The other Nodes or CSEs or AEs would authenticate themselves using their own certificate(s), chaining to a provisioned trust anchor CA certificate, in these security frameworks.

· MAF-based SAEF, MAF-based ESPrim, and MAF-based ESData protection options, with the certificate used for authentication of the Enrolee to the MAF. The MAF would authenticate using its own certificate chaining to a provisioned trust anchor CA certificate.

The oneM2M specifications also support provisioning of credentials using the device configuration mechanisms specified in oneM2M TS-0022 [TS-0022], and pre-provisioning; that is, provisioning using means other than a Remote Security Provisioning Framework. The method for pre-provisioning can be deployment dependent. An interoperable pre-provisioning framework based on UICC is described in annex D.
NOTE: 
The RSPFs are specified to provide an interoperable interface for Field Domain entities to interact with an MEF. Use of the specified RSPFs are recommended for use by Field Domain entities because they have been reviewed by the security experts of oneM2M. The RSPFs can also be used by Infrastructure Domain entities (Nodes, AEs, CSEs and MAFs) for interacting with an MEF. It is expected that the MEF may include additional “backend” interfaces, not specified by oneM2M, for coordination of information with administrating stakeholders and MAF Service Providers.
8.3.1.2
High Level Flow
A security principal in a Node or AE or CSE that requires remote provisioning is called an Enrolee or Source MEF Client. When a  key is being provisioned, then the Nodes or AEs or CSEs or M2M Authentication Function with whom the Enrolee is to establish the symmetric key is called an Enrolment Target or Target MEF Client.

The oneM2M system supports the following authentication methods for Remote Security Provisioning Frameworks:

· Pre-Provisioned Symmetric Enrolee Key Remote Security Provisioning Framework: A symmetric key is pre-provisioned to the Enrolee and M2M Enrolment Function for the mutual authentication of those entities. For more details, see clause 8.3.2.1.

NOTE 1:
The present version of this specification supports only pre-provisioned symmetric keys. Future versions intend to add support for authentication using symmetric keys provisioned by other MEF using an RSPFs, or other mechanisms. 
· Certificate-Based Remote Security Provisioning Framework: The Enrolee and M2M Enrolment Function are each issued with:

· a Private Signing Key that is known only to that entity;

· a Certificate containing the corresponding Public Verification Key; and

· (In the case of a device certificate, CSE-ID certificate or AE-ID certificate) a Certificate Chain from the entity's Certificate to a Trust Anchor Certificate.


The Certificate may be pre-provisioned or provisioned within an RSPF using the Certificate Provisioning procedures specified in clause 8.3.Z. If an MEF provisions an MEF Client then the MEF Client shall authenticate itself to the MEF using the latest provisioned certificate from the MEF. 
The Enrolee and M2M Enrolment Function shall validate each other's Certificate before trusting the Public Verification Keys in the Certificate. Within the Security Handshake, the M2M Enrolment Function creates a digital signature of the session parameters using its private signing key and the Enrolee verifies the digital signature using the M2M Enrolment Function's public verification key. Then the roles are reversed: the Enrolee creates a digital signature and the M2M Enrolment Function verifies it. 
For more details see clause 8.3.2.2.

· GBA-based Remote Security Provisioning Framework. In this case, the role of the M2M Enrolment Function is performed by a GBA Bootstrap Server Function. This framework uses 3GPP or 3GPP2 symmetric keys to authenticate the Enrolee and the M2M Enrolment Function (which is also a GBA BSF). The details are specified by 3GPP TS 33.220 [13] and 3GPP2 S.S0109-A [14]. For more details see clause 8.3.2.3.

For a more detailed description of the above Remote Security Provisioning Frameworks, it is useful to compare the following aspects of the Remote Security Provisioning Frameworks:

· MEF Client Credential Configuration: The MEF Client and M2M Enrolment Function are provisioned with the Bootstrap Credential that the entity will use to authenticate itself to the other entity.  
· Frequency: If the credential is a symmetric key, then this occurs once per association between the MEF Client and MEF. If the credential is a certificate, then this occurs once per MEF Client. 

· MEF Client Service Configuration: 

· The MEF Client is configured with the M2M Enrolment Function URI (for the purpose of routing the (D)TLS messages to the M2M Enrolment Function).

· 
· 
· 


· 
· 
· 

Additionally, in the case of Certificate-Based Remote Security Provisioning Framework:

· The MEF Client is configured with the M2M Enrolment Function Trust Anchor CA Certificates that the MEF Client will use to verify the M2M Enrolment Function.

· The M2M Enrolment Function is configured with the MEF Client's certificate information that the M2M Enrolment Function will use to verify the MEF Client’s certificate. The necessary certificate information is dependent on the MEF Client's certificate's flavour, with details provided in clause 8.1.2.4 "Information Needed for Certificate Authentication of another Entity".
· Frequency: This occurs once per association between the MEF Client and MEF.
NOTE 2:
In the case of the PPSK RSPF and GBA-Based RSPF, the MEF Client Credential Configuration and MEF Client Assignment would typically occur simultaneously. In the case of the Certificate-based RSPF, the MEF Client Assignment can separately from MEF Client Credential Configuration.
· Administrating Stakeholder coordination with MEF (not details are not described in this specification). An Administrating Stakeholder authorizes the MEF to provide services to MEF clients, oversees authorizing the distribution of symmetric keys, and oversees management of security-related MOs on the MEF Client. This typically occurs prior to the MEF Handshake.
· Frequency: This occurs as requested by the Administrating Stakeholder.
· Provisioning Procedure Instructions: The MEF Client either implicitly determines that it is to perform specific provisioning procedures, or is provided with explicit instructions. This triggers the MEF Client to perform the MEF Handshake and initiate provisioning procedures in the Enrolment Exchange.
· Frequency: This occurs whenever the MEF Client is to initiate a set of provisioning procedures.
[Editor’s note: The details are to be provided in an upcoming CR.]
· MEF Handshake: Identification, authentication and security context establishment between the MEF Client and M2M Enrolment Function.
· Frequency: This occurs whenever triggered by Provisioning Procedure Instructions.
· Enrolment Exchange: 
After a successful MEF Handshake in the GBA-Based RSPF, the MEF Client and MEF have established a symmetric key from which keys can be derived for use with other AEs, CSEs or MAF. There is no further interaction between the MEF Client and MEF until the established symmetric key expires, at which point a new handshake is performed. 
After a MEF Handshake in a PPSK-based and Certificate-based RSPFs, the MEF Client and MEF have established a secure channel which is used to protect the Enrolment Exchange used to provision credentials. The Enrolment Exchange is specified in clause 8.3.x. The Enrolment Exchange can include three types of procedures: Symmetric Key Provisioning procedures; Certificate Provisioning procedures; and Management-Based Provisioning procedures. 
Frequency: This occurs whenever triggered by Provisioning Procedure Instructions.
· Usage of Provisioned Credentials 

· 
· 
· 
· The provisioned credentials can then be used in the following types of security frameworks: 
· Certificate-Based SAEF, ESPrim and ESData: Certificates and configured trust anchors, are used directly in certificate-based security frameworks with the other Nodes, AEs or CSEs. Trust Anchors can also be configured separately, for example, using oneM2M TS-0022 [xx].
· PSK-Based SAEF, ESPrim and ESData: The Source MEF Client and MEF have established a usage-constrained symmetric key, corresponding key identifier and a list of authorized Target MEF Client(s). The Source MEF Client provides the key identifier to Target MEF Client(s) in the security protocol. The Target MEF Client(s) establishes a secure connection to the MEF, and performs the MEF Key Retrieval Procedure (clause 8.3.Y.2.8) to retrieve the symmetric key subject to authorization at the MEF. 

· MAF-Based SAEF, ESPrim and ESData:  If certificates are to be used for authentication to the MAF, then the certificate and trust anchors provisioned during Certificate Enrolment are used for mutual authentication of the MEF Client and MAF. If a symmetric key is used for mutual authentication, then the MEF Client and MEF have established a symmetric key and corresponding key identifier, with contained for use with a specific MAF. The MEF Client (now acting as a MAF Client) performs the MAF Client Registration procedure, during which the MEF Client/MAF Client provides the key identifier to the MAF. The MAF establishes a secure connection to the MEF, and performs the MEF Key Retrieval Procedure (clause 8.3.Y.2.8) to retrieve the symmetric key subject to authorization at the MAF. The MAF provides a KmID for the MEF Client/MAF Client to use in subsequent MAF Handshake procedures. 
NOTE 3:
If the Enrolment Target hosts a <ServiceSubscribedAppRule> resource, then the fetched credentials from the M2M Enrolment Function or the M2M Authentication Function needs to be stored after the Enrolment Target establishes a secured connection with the Enrolee. A Credential ID value in the format as mentioned in section 10.4 is generated using the credential used for the secured connection establishment and is added into the applicableCredIDs attribute of the <ServiceSubscribedAppRule> resource.

NOTE 4:
If the Enrolee-ID of the Enrolee is retrieved from the M2M Enrolment Function or the M2M Authentication Function, then the same is saved in the allowedAEs attribute of the <ServiceSubscribedAppRule> resource. 

Figure 8.3.1.2-1 provides a summary of the above defined Remote Security Provisioning Frameworks.
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Figure 8.3.1.2-1: Overview of the Remote Security Provisioning Frameworks supported by oneM2M
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---------------------- Start of change 2-------------------------------------------
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---------------------- End of change 2---------------------------------------------

----------------------Start of change 3 -------------------------------------------

8.3.x
Enrolment Exchange 
Editor’s Note: Input for this clause will be supplied with a separate CR
8.3.Y
Symmetric Key Provisioning Details

8.3.Y.1 Introduction 

· Clause 8.3.Y describes the common details and procedures for using an RSPF to provision symmetric keys. 

These frameworks use a MEF to provide authentication and distribution of symmetric key for use by a Source End-Point initiating establishing the symmetric key, and one or more Target End-Points. Table 8.3.Y.1-1 "Mapping of Generic MEF Framework Roles to specific MEF-Based Framework Roles" MEF Clients can retrieve the output symmetric key from the MEF. The MEF provides its services on behalf of administrating stakeholders such as M2M SPs or third party M2M Trust Enablers (MTE). An administrating stakeholder authorizes the MEF to provide services to MEF clients, and oversees authorizing the distribution of symmetric keys. Table 8.3.Y.1-1 describes the mapping of Source MEF Client and Target MEF Client to roles in the specific MEF-Based Frameworks, and the allowed number of Target MEF Clients.

Table 8.3.Y.1-1: Mapping to specific Security Frameworks 

	MEF-Based Security Framework
	Source MEF Client
	Target MEF Client
	Number of Target MEF Clients
	Output Symmetric Key

	MAF Security Frameworks
	MAF Client
	MAF
	1
	M2M Master Key (Km)

	Security Association Establishment Framework (SAEF)
	Entity A
	Entity B
	1
	M2M Secure Connection Key (Kc)

	End-to-End Security of Primitives (ESPrim)
	Originator
	Receiver
	1
	pairwiseESPrimKey

	End-to-End Security of Data (ESData)
	Source ESData End-Point
	Target ESData End-Point
	1..n
	ESData Key 


This clause 8.3.Y specifies MEF Procedures between the MEF Clients and associated messages. The operation and management of the MEF, beyond the details provided for the MEF Procedures, are not specified in the present document. 

The general sequence for using the MEF procedures is shown in Figure 8.3.Y.1-1 and described as follows:

1. Each MEF Client shall separately establish credentials for mutual authentication with the MEF as described in MEF Client Credential Configuration (clause 8.3.Y.3.1).

2. Each MEF client shall be separately configured to register on the MEF with a specific administrating stakeholder. MEF Client Registration Configuration (clause 8.3.Y.3.2) provides the necessary parameters.

3. Each MEF Client shall perform a MEF Client Registration procedure with the MEF. This provides confirmation that the MEF Client is willing to use the services of the MEF, under the authorization of the administrating stakeholder. The MEF client shall register separately for each administrating stakeholder, even when registering via a single MEF. If the MEF Client is remotely provisioned for mutual authentication with the MEF, then the MEF shall provide the MEF Client with the KmID to be used for subsequently authentication with the MEF. 

At a later time independent of this sequence of events, the MEF Client Registration Update procedure may be performed to confirm that the MEF Client is willing to use the services of the MEF and or establish a new Km and KmID, and the MEF Client De- Registration procedure may be performed to signal that the MEF Client is ceasing use the services of the MEF.

4. 'The Source MEF client shall be configured to establish secure communication using a security feature (SAEF, ESPrim or ESData) with symmetric keys established via the MEF.  The details of this configuration is specific to the security feature being invoked, but shall include the MEF Key Registration Configuration (clause 8.4.4.3).
5. The Source MEF Client shall perform a MEF Key Registration procedure to establish a symmetric key and corresponding identifier. The Source MEF Client shall also provide the Security Usage Identifier (SUID) limiting the scope of the credential by identifying the security feature (SAEF, ESPrim or ESData). This procedure shall include the MEF Handshake procedure for mutual authentication of the Source MEF Client and MEF. 

At a later time independent of this sequence of events, the MEF Key Registration Update procedure may be performed to update the expiration of the registered key or update the list of Target MEF Clients, and the MEF Key De-Registration procedure may be performed to delete the key registration from the MEF.

6. The Source MEF Client shall provide, to the Target MEF Client(s), the symmetric key identifier established in the MEF Key Registration procedure. The details of this step depend on the security feature as identified by the SUID.

7. The Target MEF Client shall perform the MEF Key Retrieval procedure, to retrieve the symmetric key and corresponding information. This procedure shall include the MEF Handshake procedure for mutual authentication of the Target MEF Client and MEF.

8. The symmetric key shall be used in the security protocol between the Source MEF Client and Target MEF Client. If the security protocol requires a single symmetric key, then the first half of the distributed symmetric key shall be used. If the security protocol requires two symmetric keys (for example, an encryption key and a separate integrity key), then the two halves of the distributed symmetric key shall be used as the two security protocol symmetric keys. The details of this step depend on the security feature. 
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Figure 8.3.Y.1-1: The sequence of events when using the MEF Security Framework as
part of a security feature

Editor’s Note: Additional text is required to explain how the above sequence of events might be effected by certificate provisioning and management of security MOs. 
Clause 8.3.Y is organized as follows. Clause 8.3.Y.2 describes the processing and information flows of the MEF Procedures. Clause 8.3.Y.3 describes the information in the MEF Client Credential Configuration, MEF Client Registration Configuration and MEF Key Registration Configuration.

8.3.Y.2
MEF Security Framework Processing and Information Flows
8.3.Y.2.1
Introduction

Clause 8.3.Y.2 specifies the processing and information flows of the MEF procedures.
8.3.Y.2.2
MEF Handshake Procedure    
Purpose: A MEF Handshake procedure establishes a mutually authenticated TLS or DTLS session for protecting the communication between an MEF Client and MEF. In the case of the MEF Key Registration procedure, the TLS or DTLS session may be used by the Source MEF Client and MEF to establish the Key Value.

Pre-Conditions: One of the following conditions shall hold:

· The MEF Client and MEF have been provisioned with certificates as described in the MEF Client Credential Configuration details in clause 8.8.3.1, and configured with CA certificates for validating certificates as described in the MEF Client Registration Configuration details in clause 8.8.3.2.

· The MEF Client and MEF have established a symmetric Master Credential (Kpm) with corresponding Master Credential Identifier (KpmID). The Kpm and KpmID may be pre-provisioned, or Kpm may be established using Remote Security Provisioning Framework with KpmID established using the MEF Client Registration procedure. 

NOTE: 
In the case of establishing Kpm via remote provisioning, MEF Handshake cannot be performed during MEF Client Registration because (a) the MEF does not know Kpm prior to MEF Client Registration and (b) KpmID has not been assigned prior to MEF Client Registration.

Procedure description:

· If the MEF Client and MEF have established a symmetric Master Credential (Kpm) with corresponding Master Credential Identifier (KpmID), then the MEF Client and MEF shall establish the TLS or DTLS session using the TLS-PSK handshake according to clause 10.2.2, with the following details:

· The "psk_identity" parameter [15] shall be set to the value of the Master Credential Identifier (KpmID).

· The "psk" parameter [15] shall be set to the value of the Master Credential (Kpm).

· If the MEF Client and MEF are to authenticate using certificates, then the MEF Client and MEF shall establish the TLS or DTLS session using the certificate-based TLS handshake according to clause 10.2.2, with the following details:

· The TLS server certificate shall be the MEF's certificate. The MEF Client shall verify the MEF's certificate against the set of provisioned MEF certificate trust anchors as described in clause 8.1.2.5.

· The TLS client certificate shall be the 'MEF Client's certificate. The MEF shall verify the 'MEF Client's certificate against the provisioned MEF Client Certificate Information as described in clause 8.1.2.5.

8.3.Y.2.3
MEF Client Registration Procedure
Purpose: The MEF Client registers with the MEF to confirm that it is willing to use the services of the MEF, under the authorization of the administrating stakeholder. 

NOTE:
The MEF Client Registration procedure is equivalent to CSE or AE registration, but in this case the MEF Client is "registering" to the MEF, and not the registrar CSE. 

Pre-Conditions: The MEF Client, MEF, and (where applicable) MEF have been provisioned with the parameters described in clause 8.3.Y.3.1 and 8.3.Y.3.2. 
Procedure description:
1. The MEF Client shall establish a TLS (or DTLS) connection with the MEF by performing the MEF Handshake procedure (clause 8.3.Y.2.2). This provides the MEF with an authenticated identity for the MEF Client.
2. The MEF Client shall send a MEF Client Registration request including the information shown in Table 8.3.Y.2.3-1. 

Table 8.3.Y.2.3-1: MEF Client Registration Request message information
	Parameter
	Description
	Multiplicity

	MEF-FQDN
	FQDN of the MEF, from  MEF Instruction Configuration 
	1

	expirationTime
	Proposed time when the registration shall expire.
	1

	labels
	Labels to aid discovery the record of the MEF Client's registration.
	0..1

	adminFQDN
	FQDN of the administrating stakeholder, provided in the MEF Client Registration Configuration
	1


3. Upon receiving the request, the MEF shall process the request. If error cases are encountered, then the MEF shall send an error response. The MEF may assign different values for parameters received from the MEF Client, based on instruction from the administrating stakeholder. If the request is processed successfully, then the MEF shall compose a MEF Client Registration response request including the information shown in Table 8.3.Y.2.3-2. 

Table 8.3.Y.2.3-2: MEF Client Registration Response message information
	Parameter
	Description
	Multiplicity

	MEFClientRegID
	An identifier for the new MEF Client Registration record.
	1

	labels
	Labels to aid discovery of the MEF Client Registration record
	0..1

	expirationTime
	Time when the MEF Client Registration record shall expire.
	1

	MEF Client ID
	Identifier of the MEF Client
	1

	adminFQDN
	FQDN of the administrating stakeholder
	1


The MEF shall send the response to the MEF Client.

4. The MEF Client and MEF shall store the parameters. 

8.3.Y.2.4
MEF Client Configuration Retrieval Procedure
Purpose: This procedure enables a MEF Client to retrieve MEF Client Configurations provided by the administrating stakeholder to the MEF.   

Pre-Conditions: 

· The MEF Client has previously performed the MEF Client Registration procedure to create the MEF Client Registration record.

· The MEF Client Registration record is not expired.
Procedure Description. The procedure comprises the following steps: 

1. The MEF Client shall establish a TLS (or DTLS) connection with the MEF as described in step 1 of clause 8.3.Y.2.3.

2. The MEF Client shall send a MEF Client Configuration Retrieval request including the information shown in Table 8.3.Y.2.4-1. 
Table 8.3.Y.2.4-1: MEF Client Configuration Retrieval Request message information

	Parameter
	Description
	Multiplicity

	MEF-FQDN
	FQDN of the MEF, from  MEF Instruction Configuration 
	1

	MEFClientRegID
	Identifier for the MEF Client registration record being updated
	1


3. Upon receiving the request, the MEF shall process the request. If error cases are encountered, including if there is no MEF Client Configuration currently associated with the identified MEF Client registration record, then the MEF shall send an error response. If the request is processed successfully, then the MEF shall attempt to retrieve the MEF Client Configuration currently associated with the identified MEF Client registration record.

4. The MEF shall compose a MEF Client Configuration Retrieval response a containing the following parameters. 

Table 8.3.Y.2.4-2: MEF Client Configuration Retrieval Response message information

	Parameter
	Description
	Multiplicity

	MEFClientCfg
	MEF Client Configuration currently associated with the identified MEF Client registration record
	1


The MEF shall send the response to the MEF Client.

5. The MEF Client shall apply the MEF Client Configuration.

8.3.Y.2.5
MEF Client Registration Update Procedure
Purpose: This procedure enables a MEF Client to update the MEF Client registration by any combination of extending the expirationTime of the MEF Client Registration record or updating the labels.   

Pre-Conditions: 

· The MEF Client has previously performed the MEF Client Registration procedure to create the MEF Client Registration record.

· The MEF Client Registration record is not expired.
Procedure Description. The procedure comprises the following steps: 

1. The MEF Client shall establish a TLS (or DTLS) connection with the MEF as described in step 1 of clause 8.3.Y.2.3.

2. The MEF Client shall send a MEF Client Registration Update request including the information shown in Table 8.3.Y.2.5-1. 

Table 8.3.Y.2.5-1: MEF Client Registration Update Request message information
	Parameter
	Description
	Multiplicity

	MEF-FQDN
	FQDN of the MEF, from  MEF Instruction Configuration 
	1

	MEFClientRegID
	Identifier for the MEF Client registration record being updated
	1

	expirationTime
	Proposed time when the MEF Client registration record shall expire.
	0..1

	labels
	Labels to aid discovery of the MEF Client registration record
	0..1

	NOTE 1: At least one of expirationTime and labels shall be included


3. Upon receiving the request, the MEF shall process the request. If error cases are encountered, then the MEF shall send an error response. If the request is processed successfully, then the MEF shall update the MEF Client Registration record with the proposed values if authorized by the administrating stakeholder. The MEF may assign different values for parameters received from the MEF Client, based on instruction from the administrating stakeholder.

4. The MEF shall compose a MEF Client Registration Update response a containing the following parameters. 

Table 8.3.Y.2.5-2: MEF Client Registration Update Response message information
	Parameter
	Description
	Multiplicity

	expirationTime
	Updated time when the MEF Client Registration record shall expire.
	0..1

	labels
	Updated labels to aid discovery of the MEF Client Registration record
	0..1

	NOTE 2: The response only includes expirationTime and/or labels if those parameters were present in the corresponding request.


The MEF shall send the response to the MEF Client.

5. The MEF Client and MEF shall store the parameters. 
8.3.Y.2.6
MEF Client De-Registration Procedure
Purpose: This procedure enables a MEF Client to end its registration with the MEF.   

Pre-Conditions: 

· The MEF Client has previously performed the MEF Client Registration procedure to create the MEF Client Registration record.

· The MEF Client Registration record is not expired.
Procedure Description. The procedure comprises the following steps: 

1. The MEF Client shall establish a TLS (or DTLS) connection with the MEF as described in step 1 of clause 8.3.Y.2.3. 

2. The MEF Client shall send a MEF Client De-Registration request including the information shown in Table 8.3.Y.2.6-1. 

Table 8.3.Y.2.6-1: MEF Client De-Registration Request message information

	Parameter
	Description
	Multiplicity

	MEF-FQDN
	FQDN of the MEF, from  MEF Instruction Configuration 
	1

	MEFClientRegID
	Identifier for the MEF Client Registration record being ended
	1


3. Upon receiving the request, the MEF shall process the request. If error cases are encountered, then the MEF shall send an error response. If the request is processed successfully, then the MEF shall delete the information associated with the identified MEF Client Registration record.

4. The MEF shall compose a MEF Client Registration Update response indicating the success of the operation.  The MEF shall send the response to the MEF Client. 
8.3.Y.2.7
MEF Key Registration Procedure
Purpose: This procedure enables a Source MEF Client to establish a symmetric key with the MEF which can be retrieved for use by one or more Target MEF Clients.   

This procedure is performed between the Source MEF Client and the MEF. 

Pre-Conditions: 

· The Source MEF Client is provided with (or has otherwise determined) the information in the MEF Key Registration Configuration (clause 8.3.Y.3.3).  

· The Source MEF Client has performed the MEF Client Registration procedure (clause 8.3.Y.2.3) with the MEF for the administrating stakeholder identified in the MEF Key Registration Configuration.

Procedure Description. The procedure comprises the following steps: 

1. The Source MEF Client shall establish a TLS or DTLS session with the MEF using the MEF Handshake procedure, described in clause 8.3.Y.2.2. A by-product of the MEF Handshake procedure is that the MEF establishes an authenticated identity for the Source MEF Client.
2. The Source MEF Client selects the value of the M2M Secure Connection Key (Kc) to be distributed by the MEF. The value shall be one of the following:

· The Source MEF Client generates the output symmetric key value  from the (D)TLS session secrets using TLS Key Export (IETF RFC 5705 [18]), as described in clause 10.3.1 "TLS Key Export Details".
· The output symmetric key value is self-generated by the Source MEF Client, independently of the (D)TLS session secrets.

3. The Source MEF Client shall compose a list of Target MEF Clients to whom the MEF is authorized to provide the output symmetric key value: 

· In the case of MEF-Based SAEF or MEF-Based ESPrim: The list shall contain exactly one Absolute AE-ID or Absolute CSE-ID.

· In the case of MEF-Based ESData: The list shall contain any non-zero number of Absolute AE-ID or Absolute CSE-IDs. 

NOTE 1:
How the Source MEF Client selects the list of Target MEF Clients is application dependent. 

4. The Source MEF Client shall send a MEF Key Registration request, including the information shown in Table 8.3.Y.2.7-1. 

Table 8.3.Y.2.7-1: MEF Key Registration Request message information
	Parameter
	Description
	Multiplicity

	MEF-FQDN
	FQDN of the MEF, from  MEF Instruction Configuration 
	1

	expirationTime
	Proposed time when the Key Registration shall expire.
	1

	labels
	Labels to aid discovery of the Key Registration
	0..1

	adminFQDN
	Identifier for the administrating stakeholder
	1

	SUID
	The Security Usage Identifier limiting the security feature in which the symmetric key may be used.
	1

	targetIDs
	(Optional) list of identifiers for the initial set of Target MEF Clients authorized to retrieve the symmetric key.
	0..1

	Key Value
	(Optional) If present, this parameter contains an output symmetric key value which is self-generated by the Source MEF Client. If this parameter is not present, then the Source MEF Client and MEF will generate the output symmetric key value using TLS Exporter
	0..1


5. The MEF shall process the request. If error cases are encountered, then the MEF shall send an error response. If the request is processed successfully, then the MEF shall authorize establishing a Key Value, based on the authenticated identity for the Source MEF Client.

NOTE 2:
The present specification provides no details for the authorization of this request. 

6. If the request included a value in the Key Value parameter, then the MEF shall store this value. Otherwise, the MEF shall generate Key Value from the (D)TLS session using TLS Key Export (IETF RFC 5705 [18]), as described in clause 10.3.1 "TLS Key Export Details".
7. The MEF shall initialize the list of authorized Target MEF Clients (those MEF Clients which may to retrieve this credential) to the list provided in the request.

· In the case of MEF-Based ESData: This list may be further updated by administrating stakeholders during or after the MEF Key Registration procedure.

NOTE 3: 
The present specifications does not provide any details about administrating stakeholders updating the list of authorized Target MEF Clients on the MEF. The MEF could provide its own logic and interface allowing administrating stakeholders to manage this list. 
8. The MEF shall select a previously-unused value of RelativeKeyID.
9. The MEF may assign different values for parameters received from the MEF Client, based on instruction from the administrating stakeholder. 

10. The MEF shall send a response, to the Source MEF Client, including the information shown in Table 8.3.Y.2.7‑2. 

Table 8.3.Y.2.7-2: MEF Key Registration response message information
	Parameter
	Description
	Multiplicity

	RelativeKeyID
	The relative part of the Key Identifier associated with the Key Registration
	1

	expirationTime
	Time when the Key Registration shall expire.
	1

	Source MEF Client ID
	Identifier of the Source MEF Client
	1

	labels
	Labels to aid discovery of the Key Registration
	0..1

	adminFQDN
	Identifier for the administrating stakeholder
	1

	SUID
	The Security Usage Identifier limiting the security feature in which the symmetric key may be used.
	

	targetIDs
	List of identifiers for the initial set of Target MEF Clients authorized to retrieve the symmetric key. This list may have been modified from the list provided by the MEF Client, or created by the MEF (if the MEF Client did not provide a list).
	1


11. The Source MEF Client and MEF shall store the output symmetric key value and corresponding Key Identifier. 
· The Key Identifier is generated from the RelativeKeyID and the M2M Authentication Function's FQDN by the Source MEF Client and MEF, as described in clause 10.3.5 "Generating KcID".

8.3.Y.2.8
MEF Key Retrieval Procedure
Purpose: This procedure enables a Target MEF Client to retrieve the Key Value from a MEF corresponding to a RelativeKeyID received by the Target MEF Client.

Pre-Conditions: 

· The Target MEF Client has performed the MEF Client Credential Configuration (clause 8.3.Y.2.1) with the MEF, including configuration of the MEF Key Retrieval URI.

· The Source MEF Client has performed the MEF Key Registration procedure (clause 8.3.Y.2.2) with the MEF, resulting in a registered Key Value and assigned RelativeKeyID for a specific administrating stakeholder and Security Usage Identifier (SUID).
· The Target MEF Client received a Key Identifier from the Initiating-MEF Client in a security feature with the SUID which the Source MEF Client provided to the MEF during the MEF Key Registration procedure (clause 8.3.Y.2.7). The Key Identifier shall be composed of the FQDN of the MEF and the RelativeKeyID assigned to the registered key.
· The Target MEF Client may expect that it is authorized to obtain the corresponding output symmetric key value.

NOTE: 
The Target MEF Client should not repeat this procedure if the Target MEF Client is already in possession of the corresponding Key Value.

Procedure Description. The procedure comprises the following steps: 
1. The Target MEF Client shall establish a TLS or DTLS session with the MEF using the MEF Handshake procedure, described in clause 8.3.Y.2.2. A by-product of the MEF Handshake procedures is that the MEF establishes an authenticated identity for the Target MEF Client.
2. The Target MEF Client shall send a MEF Key Retrieval request to the MEF including the information shown in Table 8.3.Y.2.8-1.

Table 8.3.Y.2.8-1: MEF Key Retrieval Request message information
	Parameter
	Description
	Multiplicity

	RelativeKeyID
	The relative part of the Key Identifier received from the Source MEF Client in a security feature
	1


3. The MEF shall process the request. If error cases are encountered, then the MEF shall send an error response. If the request is processed successfully, then the MEF shall identify the key registration using the RelativeKeyID.

4. The MEF shall determine if the Target MEF Client is authorized to retrieve the registered key and metadata by comparing the authenticated identifier for Target MEF Client against the list of identifiers for authorized Target MEF Clients. If the Target MEF Client is not authorized, then the MEF shall send, to the Target MEF Client, an error message. Otherwise, the MEF shall proceed to the next step.

5. The MEF shall send a response, to the Target MEF Client, including the information shown in Table 8.3.Y.2.8‑2. 

Table 8.3.Y.2.8-2: MEF Key Registration response message information
	Parameter
	Description
	Multiplicity

	expirationTime
	Time when the Key Registration shall expire.
	1

	Source MEF Client ID
	Identifier of the Source MEF Client
	1

	labels
	Labels to aid discovery of the Key Registration
	0..1

	adminFQDN
	Identifier for the administrating stakeholder
	1

	SUID
	The Security Usage Identifier limiting the security feature in which the symmetric key may be used.
	

	Key Value
	The registered value of the output symmetric key
	1


6. The Target MEF Client shall associate the parameters with the key identifier.

8.3.Y.2.9
MEF Key Registration Update Procedure
Purpose: This procedure enables a Source MEF Client to update the metadata associated with a registered key.   

This procedure is performed between the Source MEF Client and the MEF. 

Pre-Conditions: 

· The MEF Client has previously performed the MEF Key Registration procedure to create the key registration.

· The key registration is not expired.

Procedure Description. The procedure comprises the following steps: 

1. The MEF Client shall establish a TLS (or DTLS) connection with the MEF as described in step 1 of clause 8.3.Y.2.7. 

2. The Source MEF Client shall compose a list of Target MEF Clients to whom the MEF is authorized to provide Kc: 

· In the case of MEF-Based SAEF or MEF-Based ESPrim: The list shall contain exactly one Absolute AE-ID or Absolute CSE-ID.

· In the case of MEF-Based ESData: The list shall contain any non-zero number of Absolute AE-ID or Absolute CSE-IDs. 

NOTE 1:
The present specifications do not provide any details about how the Source MEF Client selects the list of Target MEF Clients. 

3. The Source MEF Client shall send a MEF Key Registration Update request, including the updated information shown in Table 8.3.Y.2.9-1. 

Table 8.3.Y.2.9-1: MEF Key Registration Update Request message information
	Parameter
	Description
	Multiplicity

	MEF-FQDN
	FQDN of the MEF, from  MEF Instruction Configuration 
	1

	RelativeKeyID
	The relative part of the Key Identifier associated with the Key Registration
	1

	expirationTime
	Proposed time when the Key Registration shall expire.
	0..1

	labels
	Proposed Labels to aid discovery of the registered key
	0..1

	targetIDs
	(Optional) proposed list of identifiers for the set of Target MEF Clients authorized to retrieve the symmetric key.
	0..1

	NOTE 1: At least one of expirationTime, labels or targetIDs shall be provided


4. The MEF shall process the request. If error cases are encountered, then the MEF shall send an appropriate error response. If the request is processed successfully, then the MEF shall update the metadata with the proposed values if authorized by the administrating stakeholder. The MEF may assign different values for parameters received from the MEF Client, based on instruction from the administrating stakeholder.
5. The MEF shall send a response, to the Source MEF Client, including the information shown in Table 8.3.Y.2.9‑2. 

Table 8.3.Y.2.9-2: MEF Key Registration Update response message information
	Parameter
	Description
	Multiplicity

	expirationTime
	Current time when the key registration shall expire, if changed since the last time the MEF Client was provided with the expiration time.
	0..1

	labels
	Updated list of labels to aid discovery of the Key Registration, if any
	0..1

	targetIDs
	Current list of identifiers for the initial set of Target MEF Clients authorized to retrieve the symmetric key. This list may have been modified from the list provided by the MEF Client.
	0..1

	NOTE:
The response includes only those parameters that were present in the corresponding request.


8.3.Y.2.10
MEF Key De-Registration Procedure
Purpose: This procedure enables a Source MEF Client to request the MEF to stop distributing the registered key.   

This procedure is performed between the Source MEF Client and the MEF. 

Pre-Conditions: 

· The MEF Client has previously performed the MEF Key Registration procedure to create the key registration.

· The key registration is not expired.

Procedure Description. The procedure comprises the following steps: 

1. The MEF Client shall establish a TLS (or DTLS) connection with the MEF as described in step 1 of clause 8.3.Y.2.7. 

2. The MEF Client shall send MEF Key De-Registration request including the information shown in Table 8.3.Y.2.10-1. 

Table 8.3.Y.2.10-1: MEF Client De-Registration Request message information

	Parameter
	Description
	Multiplicity

	MEF-FQDN
	FQDN of the MEF, from  MEF Instruction Configuration 
	1

	RelativeKeyID
	The relative part of the Key Identifier associated with the Key Registration
	1


3. Upon receiving the request, the MEF shall process the request. If error cases are encountered, then the MEF shall send an error response. If the request is processed successfully, then the MEF shall delete the information associated with the identified key registration.

4. The MEF shall compose MEF Client De-Registration response indicating the success of the operation.  The MEF shall send the response to the MEF Client. 
8.3.Y.3
Mapping to Protocol in TS-0032

The Mmef Interface defined in TS-0032 [yy] shall be used for symmetric key provisioning procedures. The mapping from MEF Procedures to the Mmef interface is described in TS-0032 [yy].
8.3.Z
Certificate Provisioning Details
Editor’s Note: Input for this clause will be supplied with a separate CR
-----------------------End of change 3 ---------------------------------------------

-----------------------Start of Changes to References Section -------------

2.1
Normative references

The following referenced documents are necessary for the application of the present document.
[xx]      
oneM2M TS-0022: "Field Device Configuration”.
[yy]      oneM2M TS-0032: "MAF and MEF Interface Specification”.
-----------------------End of Changes to References  -------------

-Start of changes to Definitions Symbols Abbreviations Acronyms -

3
Definitions, symbols, abbreviations  and acronyms
3.1
Definitions

MEF Client: functionality for performing MEF procedures on behalf of an associated CSE or AE, or on behalf of CSE or AE(s) present on an associated Node, or an associated MAF.

3.2
Symbols

<symbol>
<Explanation>

---End of changes to Definitions, Symbols, Abbreviations, Acronyms ---

CHECK LIST

· Does this Change Request include an informative introduction containing the problem(s) being solved, and a summary list of proposals.?
· Does this CR contain changes related to only one particular issue/problem?
· Have any mirror CRs been posted?
· Does this Change Request  make all the changes necessary to address the issue or problem?  E.g. A change impacting 5 tables should not include a proposal to change only 3 tables?Does this Change Request follow the drafting rules?
· Are all pictures editable?
· Have you checked the spelling and grammar?
· Have you used change bars for all modifications?
· Does the change include the current and surrounding clauses to clearly show where a change is located and to provide technical context of the proposed change? (Additions of complete clauses need not show surrounding clauses as long as the proposed clause number clearly shows where the new clause is proposed to be located.)
· Are multiple changes in this CR clearly separated by horizontal lines with embedded text such as, start of change 1, end of change 1, start of new clause, end of new clause.?
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