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Introduction
Provides the text describing Certificate Provisioning Procedure, and the details for the Certificate Provisioning Procedure using EST. Two procedures are defined: Initial Certificate Provisioning and Certificate Re-Provisioning Procedure.
-----------------------Start of new clause-------------------------------------------
8.3.Z
Certificate Provisioning Procedure Details

8.3.Z.1
Introduction

The Certificate Provisioning procedure includes the following actors:
· MEF Client:  a Security Principal requesting provisioning of an MEF-Provisioned Certificate. The MEF Client uses the MEF-Provisioned Certificate for subsequent authentication of itself to the MEF. The Security Principal can use the MEF-Provisioned Certificate for subsequent authentication of itself in other oneM2M Security Protocols.

· MEF CA: issuing MEF-Provisioned Certificates.

· MEF: serving requests from the MEF Client, and acting as a Registration Authority (RA) to forward Certificate Signing Requests (CSRs) towards the MEF CA. The MEF can request the MEF CA to add attributes to those attributes already present in the CSR, and can request deletion or modification of attributes present in the CSR.

The Certificate Provisioning Procedure only specifies the interaction between the MEF Client and the MEF. 

NOTE 1: The present specification does not describe the interaction between the MEF and MEF CA.

The Certificate Provisioning Procedure achieve the following outcomes:

· The MEF Client obtains MEF-Provisioned Certificate.

· The MEF Client obtains the MEF CA’s Certificate(s). This certificate(s) shall be used by the MEF Client for subsequent validation of certificates authenticating the MEF. This certificate(s) may be used by the Security Principal for subsequent validation of certificates authenticating other Security Principals and MAFs.

NOTE 2: 
Additional trust anchor CA certificates for validation of other Security Principals and MAFs can also be provisioned by configuration of MOs based on the [trustAnchorCred] resource.
The Certificate Provisioning Procedure comprises two procedures:

· Initial Certificate Provisioning Procedure: used when the MEF Client does not possess a valid MEF-Provisioned Certificate that was previously provisioned by the MEF. 

· Certificate Re- Provisioning Procedure: used by a MEF Client to renew/rekey its existing valid MEF-Provisioned Certificate that was previously provisioned by the MEF.

This specification describes use of the following protocol for the Certificate Provisioning Procedure:

· Enrolment over Secure Transport (EST), specified in IETF RFC 7030 [xx]. The use of this protocol is described in clause 8.3.Z.2. 
Editor’s note: other contribution(s) introducing SCEP is expected.

8.3.Z.2
Certificate Provisioning procedures using EST

8.3.Z.2.1
Introduction 
The Enrolment over Secure Transport (EST) protocol is specified in IETF RFC 7030 [xx]. When EST is used for Certificate Provisioning procedures, then the following mapping of concepts shall be applied.

· The MEF Client acts as the EST Client.
· The MEF acts as the EST Server.

· The MEF CA acts as the EST CA.

· The MEF-Provisioned Certificate is equivalent to the EST Client Certificate.
If a MEF or MEF Client claiming support of the Certificate Provisioning Procedure using EST, then:

· The MEF or MEF Client shall support the mandatory EST operations and the optional “CSR Attributes” operations (see Figure 5 [xx]). 

· The MEF or MEF Client shall support TLS server authentication with certificates and TLS client authentication with certificates as specified for EST in sections 3.3.1 and 3.3.2 [xx]. 
· NOTE 1: 
This is used when a Certificate-based RSPF is used. The Certificate-based RSPF mandates that the MEF Client and MEF use only trust anchor CA certificates which have been explicitly identified for use for validating MEF Certificates and MEF Client Certificates. These correspond to the Explicit Trust Anchors (TAs) as defined in section 1.1 [xx]. Consequently, the MEF Client/EST Client uses an EST Client Explicit TA database, and the MEF/EST Client uses an EST Client Explicit TA database, where these databases are defined in figure 4 [xx].
· If the MEF or MEF Client supports PPSK-based RSPF, then the MEF or MEF Client shall support EST Certificate-Less TLS Mutual Authentication (section 3.3.3 [xx]).

· The MEF or MEF Client may support linking identity and Proof-of-Possession information (section 3.5 [xx]). 
· NOTE 2:
Until widely-used cryptographic libraries are available which support this functionality, it is unlikely that this functionality would be supported by the MEF or MEF Client.
· The MEF or MEF Client shall not use the HTTP-based client authentication feature of EST (section 3.2.3 [xx]). 
NOTE 3:
HTTP-based client authentication in EST can be used in scenarios where the MEF Client is authorized using user authentication as discussed in 2.2.3 [xx]. These scenarios have not yet been considered by the present specification. These scenarios can be supported in the future by adding support for HTTP-based client authentication. 

· The MEF Client shall support generation of private/public key pairs. The MEF Client and MEF shall use server-side key generation feature of EST (section 2.4, 4.4 [xx]).
8.3.Z.2.2
Initial Certificate Provisioning procedure using EST

Purpose: Enabling an MEF Client to request its first certificate from the MEF. See also the initial enrolment operational scenarios in section 2.2 of IETF RFC 7030 [xx], noting the supported authentication methods listed in clause 8.3.Z.2.1.
Pre-Conditions:

A. Common Pre-conditions for all Certificate Provisioning Procedures

i. The MEF Client and MEF support EST. 
ii. The MEF Client is provided with the estBaseURI whose FQDN shall match the FQDN of the MEF. 
iii. The MEF Client is triggered to perform EST.
NOTE 1: 
The estBaseURI in pre-condition A.ii  can be provided in the message triggering EST in pre-condition A.iii.
B. The MEF Client and MEF have successfully performed a MEF Handshake and the MEF associates an identifier with the MEF Client. For the Initial Certificate Provisioning procedure, one of the following RSPFs shall be used.
i. PPSK-Based RSPF (clause 8.3.2.1) corresponding to certificate-less TLS authentication in EST, described in section 3.3.3 [xx].

ii. Certificate-Based RSPF (clause 8.3.2.2) corresponding to mutual, certificate-based TLS authentication in EST.

1) The certificate used to authenticate the MEF/EST Server corresponds to the EST Server certificate (defined in Figure 3 [xx]) which the MEF Client/ EST Client validates against the EST Client Explicit Trust Anchor database (see Note 1 in clause 8.3.Z.2.1). EST describes the EST Server authentication in section 3.3.1 [xx], which mandates the EST Client perform EST Server authorization checks in section 3.6 [xx] with details specific to authorization checks for an EST Client Explicit TA database in section 3.6.1 [xx].
2) The certificate used to authenticate the MEF Client/EST Client corresponds to a Third-Party EST Client certificate, (defined in Figure 3 [xx]) which the MEF/ EST Server validates against the EST Server Explicit Trust Anchor database (see Note 1 in clause 8.3.Z.2.1). EST describes the EST Client authentication in section 3.3.2 [xx], which mandates the EST Server perform authorization checks in section 3.7 of [xx]. 
NOTE 2:
HTTP-based client authentication of the user or EST Client is not supported by the Initial Certificate Provisioning procedure. See Note 3 in clause 8.3.Z.2.1.
Procedure Description:
1. Obtaining trust anchor CA certificates. See section 4.1 [xx].

a. The MEF Client shall request the set of trust anchor CA certificates as described in section 4.1.2 [xx].

b. The MEF shall respond a set of trust anchor CA certificates as described in see section 4.1.3 [xx].

c. The MEF Client is expected to install the trust anchor CA certificates.

2. Obtaining the set of CSR attributes. See section 4.5 [xx].

a. The MEF Client shall request the set of CSR attributes from the MEF as described in section 4.5.1 [xx].

b. The MEF shall respond with the set of required CSR attributes as described in section 4.5.2 [xx]. The set of required CSR attributes shall comply with the CSR Profile in clause 10.1.4. This set includes a challengePassword and an identity attribute for the type of identifier which the MEF associates with the MEF Client (see pre-conditions).

3. Obtaining a Certificate.

a. The MEF Client shall either generate a public/private key pair of suitable key length, or select an existing public/private key pair of suitable key length.

b. The MEF Client shall generate a CSR with the requested CSR attributes using the key pair. 

c. The MEF Client shall request a EST Client certificate using “Simple Enrolment of Clients” as described in section 4.2.1 of IETF RFC 7030 [xx].

d. The MEF shall validate the attributes, including the challengePassword, against those provided in step 5. The MEF shall validate the identity attribute against the authenticated identity associated with the MEF Client (see precondition B). 

NOTE 3: 
The MEF, acting as a Registration Authority (RA), forwards the CSR to a Certificate Authority (CA). The CA issues the EST Client certificate (defined in Figure 3 [xx]) and returns the certificate to the MEF.

e. The MEF shall send the EST Client certificate (defined in Figure 3 [xx]) to the MEF Client in the response as described in section 4.2.3 [xx].
f. The MEF Client is expected to install the EST Client certificate and associates it with the corresponding private key. The EST Client certificate shall be used for subsequent authentication with the MEF. The EST Client certificate may also be used as an end-entity certificate in other security protocols.
8.3.Z.2.3
Certificate Re-Provisioning procedure using EST

Purpose: Enabling an MEF Client to renew/rekey a currently valid Enrolled Certificate. See also the client certificate reissuance operational scenario in section 2.3. of IETF RFC 7030 [xx].
Pre-Conditions:

A. Common Pre-conditions for all Certificate Provisioning Procedures: see pre-condition A in clause 8.3.Z.2.2.

B. The MEF Client has previously performed the Initial Certificate Provisioning procedure or Certificate Re-Provisioning Procedure with the MEF, and the MEF Client has installed its EST Client certificate and EST Client Explicit Trust Anchor database from the most recent such procedure.
C. The MEF Client and MEF have performed a MEF Handshake for the Certificate-Based RSPF (clause 8.3.2.2) with the MEF Client using its EST Client certificate and EST Client Explicit Trust Anchor database as discussed in precondition B. The details are identical to pre-condition B.ii in clause 8.3.Z.2.2, with the difference that the MEF Client/EST Client authenticates itself with an EST Client Certificate (defined in Figure 4 [xx]) rather than the  EST Third-Party EST Client certificate in pre-condition B.ii.2.
Procedure Description:
1. Obtaining trust anchor CA certificates. As for step 1 in clause 8.3.Z.2.2.
2. Obtaining the set of CSR attributes. As for step 2 in clause 8.3.Z.2.2.
3. Obtaining a Certificate. As for step 3 in clause 8.3.Z.2.2, except step 3.c and 3.d are replaced with the following:

c.
The MEF Client shall request the renewal/rekeying of its EST Client certificate using “Simple Re-Enrolment of Clients” as described in section 4.2.2 [xx].
d.
The MEF shall validate the challengePassword and EKU(s) against those provided in step 5. The MEF validates the provided identity against the identity associated with the MEF Client (see precondition C).

-----------------------End of new clause ---------------------------------------------

-----------------------Start of change 2-------------------------------------------

10.1.4 Certificate Signing Request Profile

Editor’s note: this clause will be provided in forthcoming CRs.

-----------------------End of change 2---------------------------------------------

-----------------------Start of Changes to References Section -------------

2.1
Normative references

The following referenced documents are necessary for the application of the present document.
[xx]
IETC RFC 7030, “Enrollment over Secure Transport”.

[yy]
IRTF RFC 2617, “HTTP Authentication: Basic and Digest Access Authentication”.

2.2
Informative references
 [i.1]
oneM2M Drafting Rules (http://www.onem2m.org/images/files/oneM2M-Drafting-Rules.pdf) 
-----------------------End of Changes to References  -------------

-Start of changes to Definitions Symbols Abbreviations Acronyms -

3
Definitions, symbols, abbreviations  and acronyms
3.1
Definitions

certificate authority: Certification Authority

certificate provisioning (procedure): procedure performed by a Security Principal and a MEF for provisioning the Security Principal with an MEF-Provisioned Certificate and Certificate(s) of the MEF Certificate Authority
NOTE: 
Additional Certificate Authority Certificates can also be provisioned via other means such as pre-provisioning or oneM2M TS-0022 [TS-0022].
certificate re-provisioning (procedure): Certificate Provisioning procedure performed when the Security Principal can authenticate itself with a valid Enrolled Certificate

certificate signing request: message used to request a Public Key Certificate
initial certificate provisioning (procedure): Certificate Provisioning procedure performed when the Security Principal cannot authenticate itself with a valid Enrolled Certificate
MEF certificate authority: role of a Certificate Authority which issues MEF-Provisioned Certificates to a Security Principal through the MEF

NOTE: 
The term is relative to the MEF, so an MEF Certificate Authority with respect to one MEF is not an MEF Certificate Authority with respect to another MEF.
MEF-provisioned certificate: certificate issued by a Certificate Authority, via an MEF, for authenticating the Security Principal

NOTE: 
The term is relative to the MEF, so a MEF-Provisioned Certificate with respect to one MEF is not a MEF-Provisioned Certificate with respect to another MEF.

(oneM2M) security principal: CSE or AE or Node or M2M Device which can be authenticated

NOTE: 
When the Security Principal is a Node or M2M Device, then Node or M2M Device is acting on behalf of the CSE and/or AE executing on the Node or M2M Device.
registration authority: functional entity responsible for verifying Certificate Signing Requests and authorizing a Certification Authority to issue a corresponding Certificate
3.2
Symbols

<symbol>
<Explanation>

3.3
Abbreviations and Acronyms
CA
Certification Authority or Certificate Authority
CSR
Certificate Signing Request
RA
Registration Authority
---End of changes to Definitions, Symbols, Abbreviations, Acronyms ---
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