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7.3.2.2
Direct Dynamic Authorization

The present document specifies the exchanged parameters and associated processing at the Hosting CSE. The transport of parameters is specified in clause 11.5.2, oneM2M TS-0001 [1].

The message flow for the Direct Dynamic Authorization is shown in figure 7.3.2.2-1, and described in the following text.
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Figure 7.3.2.2-1: Message flow for Direct Dynamic Authorization

1.
The Originator sends request (called the request from the Originator for this message flow) to the Hosting CSE. This request may include Tokens or Token-IDs; see the clause 7.3.2.3 "Indirect Dynamic Authorization".

2.
Initial Hosting CSE processing:

2.1
If the request from the Originator includes Tokens or Token-IDs then these are processed as described in clause 7.3.2.3 "Indirect Dynamic Authorization". The Hosting CSE evaluates the access decision algorithm, but is unable to grant access for the request from the Originator based on configured access control policies.

2.2
The Hosting HCSE determines the set of DAS Server with which Direct Dynamic Authorization may be performed:

2.2.1
The HCSE examines all accessControlRules for which request satisfies the accessControlOperations and accessControlContexts in the <accessControlPolicy> resources linked to the requested resource. The HCSE collects the set of all Role-IDs in the accessControlOperators of these accessControlRules. This Role-IDs are grouped according to the DAS Server AE-ID identified by the Role-ID.

NOTE 1:
Regarding the Role-ID(s) parameter: The Originator would be granted access if a Token(s) is issued which associates the Originator with one or more of the Role-ID(s). Providing this list to the DAS Server allows the DAS Server to select a suitable set of one or more Role-ID(s) to associate with the Originator in Token(s), thereby authorizing the Originator to access the requested resources. The policies configured to the DAS Server would dictate which Role-ID(s) (if any) are included in Token(s) issued to the Originator.

2.2.2
The HCSE shall also collect the set of <dynamicAuthorizationConsultation> resources linked to the requested resource, and group these according to the DAS Server's dynamicAuthorizationPoA attribute of the <dynamicAuthorizationConsultation> resource.

2.3
The Hosting CSE selects a DAS Server (from the set determined in step 2.2) and sends a oneM2M request message containing the information described in table 7.3.2.2-1. The transport of parameters is specified in step 2.3, clause 11.5.2, oneM2M TS-0001 [1].

Table 7.3.2.2-1: Information sent from Hosting CSE to DAS Server
during the Direct Dynamic Authorization

	Parameter
	Description
	Mandatory/Optional

	Originator
	Identifier of the Originator of the request received by the Receiver
	M

	Originator Resource Type
	Type of resource targeted by originated request received by Receiver
	M

	Operation
	Type of operation specified in originated request received by the Receiver
	M

	Originator IP Address
	IP address of Originator of request received by Receiver
	O

	Originator Location
	Location of Originator of request received by Receiver
	O

	Originator Role IDs
	Role IDs of Originator of request received by Receiver
	O

	Request Timestamp
	Timestamp when originated request was received by Receiver
	O

	Targeted Resource ID
	Resource ID targeted by originated request received by Receiver
	O

	Proposed Privileges Lifetime 
	Proposed lifetime of authorization privileges requested by the Receiver
	O

	Role IDs From ACPs
	The set of Dynamic Access Roles in the accessControlDynAuthRole parameters associated with the DAS Server AE-ID.
	O

	Token IDs
	The set of token identifiers associated with the Originator
	O

	AuthorSignIndicator
	An indicator included in the request received by Receiver to indicate the capability to sign for creating AuthorRelMapRecord when Originator is an AE. It is used in the case that the AE-ID-Stem is assigned by the Registrar CSE of the AE so that the AE-ID may change in a new registration (see clause 7.3.2.7.1). If the Hosting CSE does not support this parameter, then the Hosting CSE shall ignore it.

	O




3.
DAS Server processing:

3.1
The DAS Server processes the received parameters. The DAS Server may decide to provide Token(s) and/or dynamicACPInfo which will be used by the Hosting CSE to create a dynamic <accessControlPolicy> resource. The DAS Server applies the policies with which it is configured to decide on the appropriate actions.

NOTE 2:
The details of this decision are specific to the Dynamic Authorization System being employed; these details are not visible to the oneM2M system, and are not addressed in the present document.


The Token(s) (if any) shall conform to clause 7.3.3.1 "Token Structure", with the following profile:

· The "holder" parameter shall contain the Originator's Absolute CSE-ID or AE-ID received from the HCSE, and may contain other CSE-IDs and AE-IDS.

· The "audience" parameter shall contain only the HCSEs CSE-ID.


The DAS Server shall apply a ESData protection option to the individual Tokens with the following requirements

· The DAS Server may encrypt the Token such that the Token can be decrypted by the Hosting CSE.

· The Hosting CSE shall be able to verify that the DAS Server issued the token.


The ESData processing results in an ESData envelope which is called the ESData-protected Token for the purposes of this message flow.


If the DAS Server decides to authorize the Hosting CSE to create a dynamic <accessControlPolicy> resource, then the DAS Server shall form a dynamicACPInfo parameter containing the following information are listed in table 7.3.2.2-2.

Table 7.3.2.2-2: Information included in the dynamicACPInfo parameter

	Parameter
	Description
	Mandatory/Optional

	Granted Privileges
	List of granted privileges
	O

	Privileges Lifetime
	Lifetime of granted privileges
	O

	Tokens
	List of issued tokens
	O


3.2
The DAS Server shall send the ESData-protected Token(s) (if any) and (optional) dynamicACPInfo parameter via the DAS Server AE to the Hosting CSE. The transport of parameters is specified in step 2.3, clause 11.5.2, oneM2M TS-0001 [1]. If the DAS Server receives the AuthorSignIndicator from the Hosting CSE and the DAS server itself also supports to trigger creating the authorization relationship mapping record, then the DAS Server shall send an AuthorSignReqInfo to the Hosting CSE to request the AE to create the authorization relationship mapping record.
4.
HCSE Processing:

4.1
The HCSE processes the ESData-protected Token(s) (if present) and dynamicACPInfo parameter (if present):

4.1.1
The HCSE shall perform the following verifications for each ESData-protected Token:

4.1.1.1
The HCSE shall apply ESData processing to the ESData-protected Token to extract the authenticated Token.

4.1.1.2
The HCSE shall perform the following verifications:

4.1.1.2.1
The "issuer" parameter in the Token shall exactly match the identity of the DAS Server.

4.1.1.2.2
The HCSE's CSE-ID shall match the CSE-ID in the "audience" parameter in the Token.

4.1.1.2.3
The "holder" parameter in the Token shall exactly matches the Absolute CSE-ID or AE-ID of the Originator from whom the request was received.

4.1.1.2.4
The HCSE shall verify that the Token has not expired, by comparing the current time to the "notAfter" parameter in the Token. 

4.1.1.3
The HCSE shall cache the verified Token, and may later delete the verified Token when the Token expires (as defined in step 4.1.2.4). If the Hosting CSE receives a AuthorSignReqInfo from DAS Server AE, then the Hosting CSE must make sure the Absolute AE-ID of the Originator shall be assigned to the holder attribute of the cached token.

4.1.2
If dynamicACPInfo is provided by the DAS Server, then the Hosting CSE shall create a dynamic <accessControlPolicy> resource matching the dynamicACPInfo.

4.2
The Hosting CSE repeats the access decision mechanism in clause 7.1.4 "Access Control Decision".

4.3
If access is granted, then the Hosting CSE performs the operation requested in the request from the Originator, resulting in the Hosting CSE sending a request to the Originator.
5.
The Hosting CSE shall send a response message containing the ESData-protected Token(s) (if present) or TokenID(s), and AuthorSignReqInfo if the Hosting CSE receives and supports the AuthorSignReqInfo from DAS Server AE. If the AuthorSignReqInfo is not included in the response, then the steps 6-8 will not be applied.

6.
Originator processing:

6.1
If the Originator receives AuthorSignReqInfo, then the Originator shall generate AuthorSign(s) on Token(s) or TokenID(s) for each Token.

NOTE 3:
AuthorSign is a signature generated using the certificate of the AE or a MIC generated using a symmetric key shared between the AE and Hosing CSE. How a symmetric key is distributed to the AE and DAS server is not specified in this document. 

NOTE 4:
If the Originator includes the AuthorSignIndicator in step 1, but there is no AuthorSignReqInfo included in the response in step 5, then it indicates that the Hosting CSE or the DAS server doesn’t support creating the authorization relationship mapping record.
6.2
The Originator sends the AuthorSign(s) with the corresponding Token(s) or TokenID(s) to the Hosting CSE.

7. 
The Hosting CSE forwards the parameters from the Originator to the DAS server AE.

8.
DAS server AE shall create AuthorRelMapRecord(s) containing the following information listed in table 7.3.2.2-3 for each Token:

Table 7.3.2.2-3: Information included in the AuthorRelMapRecord 

	Parameter
	Description
	Mandatory/Optional

	SubjectID
	Absolute AE-ID of the AE
	O

	Token
	The token issued for the AE
	M

	SignatureAuthorSign
	generated from Token or TokenID 
	M

	ResourceID
	the resource ID of the resource AE requests to access
	O


7.3.2.3
Indirect Dynamic Authorization

The present document specifies the exchanged parameters and associated processing at the Originator and Hosting CSE. The transport of parameters is specified in clause 11.5.3, oneM2M TS-0001 [1].

The message flow for Indirect Dynamic Authorization is shown in figure 7.3.2.3-1, and described in the following text.
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Figure 7.3.2.3-1: Message flow for Indirect Dynamic Authorization

1.
(Optional) The Originator sends request to the Hosting CSE. The Originator includes an indication that the Originator is prepared to request Tokens from DAS Servers for this request. This request may include a combination of Tokens, tokenIDs, Local-Token-IDs but this message flow assumes that these do not provide sufficient permissions for accessing the requested resource.

2.
(Optional) Initial Hosting CSE processing:

2.1
Hosting CSE performs the access decision for the request from the Originator. This call flow assumes that the request from the Originator is denied as a result of the access decision. The Hosting CSE observes the indication that the Originator prepared to request Tokens from DAS Servers for this request.

2.2
The Hosting CSE forms a list of DAS Server's and associated Role-ID(s) (if any) as described in step 2.2.1 of the Direct Dynamic Authorization in clause 7.3.2.3 "Direct Dynamic Authorization". 


For each DAS Server, then Hosting CSE may apply ESData to the set of Role-IDs for decryption by the DAS Server. For example, the ESData may encrypt the set of Role-IDs so they are not visible to the Originator.

2.3
The Hosting CSE shall send an unsuccessful response to the Originator, including the list of DAS Servers and associated set of optionally-ESData-protected Role-IDs.

2.4
The Originator selects a DAS Server identified in the response.

3.
The Originator shall interact with the DAS Server to request the issuance of a Token. The Originator can provide the optionally-ESData-protected set of Role-IDS to the DAS Server, and parameters from the original resource access request. If the Originator is an AE and the AE-ID-Stem is assigned by the Registrar CSE of the AE, and the Originator supports to create the authorization relationship mapping record, then the Originator shall provide the AuthorSignIndicator parameter in order to ask the DAS server to maintain the authorization relationship (see clause 7.3.2.7.2) in case the AE-ID of the Originator may change in a new registration. If the set of Role-IDS is protected using ESData, the DAS Server applies ESData to extract the set of Role-IDS. The DAS Server issues a Token(s) and provides the tokenID(s) and optionally the ESData-protected Token(s) to the Originator. The DAS Server can also provide the Originator with other parameters from the Token; for example, the time window in which the Token is valid. If the DAS Server receiving the AuthorSignIndicator from the Originator, and the DAS server supports creating the authorization relationship mapping record, then the DAS server shall provide the Originator with a AuthorSignReqInfo to request the Originator to return AuthorSign(s) for each Token. This interaction is specific to the Dynamic Authorization System technology being used.

4.
If the Originator receives an AuthorSignReqInfo from DAS server, then the Originator shall return the AuthorSign(s) to DAS server:

4.1
The Originator generates AuthorSign(s) on Token(s) or TokenID(s) for each Token.

NOTE 1:
AuthorSign are a signature generated using the certificate of the AE or a MIC generated using a symmetric key shared between the AE and DAS server. How a symmetric key is distributed to AE and DAS server is not specified in this document.

4.2
The Originator sends the AuthorSign(s) to DAS server with the corresponding Token(s) or TokenID(s). 

4.3
The DAS server shall create AuthorRelMapRecord(s) containing the information listed in table 7.3.2.2-3 for each Token.

5.
For request that the Originator wishes to have authorized using an issued Token, the Originator shall add ESData-protected Token provided by the DAS Server or tokenID (if no ESData-protected Token was provided) if the corresponding ESData-protected Token(s) was not provided by the DAS Server. In particular, if the request at step 1 was unsuccessful at step 2.3, then the Originator may repeat the request with new Token(s) and/or tokenID(s). A token may be used in multiple request. If step 4 is performed, then the request shall contain the AuthorRelIndicator to indicate to the Hosting CSE that the relationship between the AE and the Token(s) are maintained in the DAS server.

The Originator shall send the request to the Hosting CSE.

6.
(Optional) If the request includes tokenID(s), then for each tokenID the Hosting CSE identifies the corresponding DAS Server AE from which to request the corresponding Token:

6.1
The Hosting CSE sends the tokenID(s) to the DAS Server via a DAS Server AE.

6.2
The DAS Server shall return the corresponding valid ESData-protected Token(s) to the Hosting CSE via the DAS Server AE. 

7.
Hosting CSE Processing:

7.1
Token Processing:

7.1.1
The Hosting CSE shall apply ESData to the ESData-protected Token(s), either provided in the request or retrieved form the DAS Server, to extract the authenticated Token(s). 

7.1.2
If a Local-Token-ID was provided in the request, then the Hosting CSE attempts to retrieve the cached token.

7.1.3
The HCSE shall perform the following verifications for each authenticated and cached token associated with the request:

-
The HCSE's CSE-ID shall match one of the Absolute CSE-IDs (optionally including wildcards) in the "audience" parameter in the Token.

-
The "holder" parameter in the Token shall exactly match the Absolute CSE-ID or AE-ID of the Originator from whom the request was received.

-
The HCSE shall verify that the Token is currently valid and not expired, by comparing the current time to the "notBefore" and "notAfter" parameter in the Token. If a cached Token has expired, then the Token may be removed from the cache.

7.1.4
If any identified Token could not be retrieved in steps 6 or 7.1.2, or if any ESData-protected Token-ID failed verification at step 7.1.1, or if any Token failed the verification at step 7.1.3, then the Hosting CSE shall respond with an error.

7.1.5
The Hosting CSE may cache any new Token(s). If the Hosting CSE receives the AuthorRelIndicator in step 5, then the Hosting CSE must make sure the Absolute AE-ID of the Originator should be assigned to the holder attribute of the cached token. 

7.2
The Hosting CSE may assign Local-Token-ID(s) to cached Token(s).

7.3
The Hosting CSE shall perform the access decision as described in clause 7.1.4, including the information in the Token(s) identified in the request. If access is granted, then the requested operation shall be performed.

8.
Response:

8.1
The Hosting CSE sends a response to the Originator. For each new Local-Token-ID(s) that has been assigned, the Hosting CSE provides the Local-Token-ID and corresponding tokenID in the response parameters.

8.2
The Originator associates the Local-Token-ID with tokenID. In subsequent requests, the Originator may use the Local-Token-ID instead of the Token or tokenID.

-----------------------End of change 1---------------------------------------------

-----------------------Start of change 2-------------------------------------------
7.3.2.7
AE Authorization Relationship Update
7.3.2.7.1
AE Direct Authorization Relationship Update
This clause specifies the exchanged parameters and associated processing at AE and Hosting CSE.

The message flow for the Direct Authorization Relationship Update is shown in the figure 7.3.2.7-1, which is described in the following text.
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Figure 7.3.2.7-1: AE Direct Authorization Relationship Update 
1． An AE sends a resource access request message to a Hosting CSE, which carries the new AE-ID, and the Token or the TokenID issued for it.

2． The Hosting CSE shall verify the Token or TokenID: 

2.1
The Hosting CSE shall verify whether this Token or the Token identified by this TokenID is valid, in this document one way is provided to verify the Token, but there is no limitation on how to verify the Token. the Hosting CSE can search whether there is a cached Token which has the same TokenID as the TokenID received from the AE. If the holder attribute of the cached Token is not equal to the AE-ID of the originator, then the Hosting CSE performs the following steps to verify whether the AE has the possession of the Token. 

2.2
The Hosting CSE sends a request message to DAS Server AE to get the value of AuthorSign for this Token, which containing the information: AuthorSignReqInfo, the corresponding Token or TokenID received from the AE.

3． The DAS Server AE examines its AuthorRelMapRecord list to find if there is the record whose Token parameter or TokenID of the Token parameter is equal to the Token or TokenID in the request message. If a record exists, then the DAS Server AE returns the Signature parameter to the Hosting CSE.
4． The Hosting CSE rejects the request to access the resource, including a AuthorSignReqInfo in the response message to indicate AE to return the AuthorSign for this Token.

5． The AE sends the resource access request message again including the information: AuthorSign, resourceID and Token.

6． After receiving the AuthorSign, the Hosting CSE shall check whether the AuthorSign is equal to the value of Signature returned from DAS Server AE. If the signatures are identical, then the Hosting CSE shall update the value of the holder attribute of the cached Token on the Hosting CSE to the new AE-ID.

If DAS Server AE doesn’t return a Signature value in step 3 or the result of the comparison in step 6 determines that the signatures are not identical, then the Hosting CSE shall refuse the request with no further process.

7.3.2.7.2
AE Indirect Authorization Relationship Update

This clause specifies the exchanged parameters and associated processing at AE and Hosting CSE.

The message flow for the Indirect Authorization Relationship Update is shown in the figure 7.3.2.7-1, which is described in the following text.
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Figure 7.3.2.7-2: AE Indirect Authorization Relationship Update 
1． The AE sends a resource access request message to the Hosting CSE, which carries the new AE-ID, and the Token or the TokenID issued for it.

2． The Hosting CSE verifies the Token or TokenID.
3． If the holder attribute of the cached Token is not equal to the AE-ID of the originator, then the Hosting CSE refuses the request to access the resource.

4． The AE requests the DAS Server to update the authorization relationship using the Token or TokenID, and the DAS server shall search if there is an AuthorRelMapRecord whose value of the Token parameter or TokenID of the Token parameter is the same with the Token or TokenID received from AE. If the result is ok, then the DAS server shall return an AuthorSignReqInfo to AE to request the AuthorSign of the Token.

5． The AE provides the AuthorSign to prove the possession of the Token:

5.1
The AE sends the update request containing Hosting CSE ID, AuthorSign, resourceID and Token.

5.2
After receiving the AuthorSign, the DAS Server shall check if this AuthorSign is equal to the value of   Signature parameter in the AuthorRelMapRecord corresponding to this Token. 

5.3
If the check result in step 5.2 is true, then the DAS Server AE shall send a request message to the Hosting CSE to update the authorization relationship.
5.4
The Hosting CSE updates the value of the holder attribute of the cached Token locally stored to the new AE-ID.
-----------------------End of change 2---------------------------------------------
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