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1
Introduction
This contribution introduces KEPCO’s experience on the deployment of IoT system in the field of elecriticy and energy management. KEPCO, Korea Electric Power Cooperation (http://www.kepco.co.kr), has been working for the development of energy IoT (e-IoT) specification for its own implementation, based on oneM2M specification. The e-IoT specification has been used for the development of e-IoT Platform, gateways, and devices, for those entities applied for the experimental services. This contribution briefs the e-IoT applications, architecture, protocol, identification system, data modelling, services and testbed with a number of use cases. 
1.1
e-IoT Applications 

KEPCO's business areas are transmission, transformation, transformation, customer, and renewable energy. KEPCO is applying the e-IoT technology to all power and energy fields including power generation as shown below. Ultimately, KEPCO combines e-IoT technologies in the processes of producing, transporting and consuming electricity to improve its efficiency and create new business value.
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Figure 1. KEPCO business areas and its e-IoT application scope in electricity and energy domain
Specifically, in the distribution area, it is important to efficiently monitor the distribution lines constructed nationwide and to quickly detect faults and faults. Since human access is difficult in the transmission area, human interference should be minimized and monitored. Underground facilities such as underground communal areas should be periodically monitored for people to be monitored, people should be prohibited from accessing the area, and unmanned.
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(a) Distribution line
	[image: image3.jpg]



(b) Transmission line
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(c) Undergound culvert
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(d) Substation


Figure 2.  KEPCO power facilities 
Korea's electricity quality is the highest in the world. Nevertheless, due to various causes, power distribution failure has occurred, resulting in power outages. For example, collision with a construction vehicle often causes collapse of the distribution pole, as shown in Figure 3. Current method to find the location of the collapse is the way people look for it, and thus it is to find its location that spends the most of time for recovering the broken distribution pole. e-IoT technology is expected as the best alternative to reduce this recovery time. In addition, we expect to create new future-oriented value by combining e-IoT technology.
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Figure 3. The example of distribution poll collision with a construction vehicle
2
e-IoT Architecture
The e-IoT system consists of an e-IoT device, an e-IoT gateway and e-IoT platform as shown in Figure 4.  The e-IoT devices will be attached to the power energy facility and be connected to an e-IoT plat form throught an e-IoT gateway. An e-IoT platform collects all the information form the devices, manages the devices through e-IoT gateway, and enables various e-IoT services.
The netwrk topology for e-IoT system is as follows. The gateways are connected to the platform by wired connection such as Ethernet or by wireless communication technology such as D-TRS. The gateway and the device are connected by Wi-SUN or LPWA communication technology. In some cases, it can be connected via serial or BLE communication.

Major technologies of e-IoT are classified into device identification, authentication and security, e-IoT standard specification and data modeling. This Contribution introduces key features about device identifiers, data modeling, and standards.
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Figure 4. KEPCO e-IoT system architecture
2.1
e-IoT Protocols 

Two communication interfaces are defined in the e-IoT standard specification. They are called “IFpg” between the platform and the gateway, and “IFgd” between the gateway and the device. The e-IoT standard is based on the oneM2M standard and is modified to meet the KEPCO environment. It also supports the LWM2M standard to accommodate a variety of devices. So the IFpg interface supports both the oneM2M standard and the LWM2M standard. On the other hand, since KEPCO requires constrained sensors as an e-IoT device, the devices only support LWM2M.
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Figure 5. KEPCO e-IoT protocol stacks
2.2
e-IoT Platform System

The e-IoT platform system consists of Connectivity, Goverance, and eco-system as shown in Figure 6. The function that connects the sensors based e-IoT standards and collects information is condunced in Connectivity. Based on the collected data, the Governance acquires meaningful information through analysis, efficiently stores it in order to search in real time. The Eco-system is responsible for providing an open development environment to enable various e-IoT services.
[image: image9.emf]
Figure 6. eIoT Platform system configuration
2.2.1 
Connectivity
The Connectivity connects and controls various devices based on oneM2M/LWM2M standards. It conducts data flow control based on machine learning technology and continuous quality improvement base on sensing data classification and re-inforcement. For example, the KEPCO e-IoT platform (connectivity) web-page is shown in Figure 7. 
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Figure 7. KEPCO e-IoT paltform web page
2.2.2 
Governance
The Governance supports the various standard protocols for data collection to discover new value. It provides a high performance collection / storage / indexing / retrieval architecture to provide power services requiring real-time performance. 
2.2.3 
Eco-system
The Eco-system provides the various environments for data utilization (e.g., open API, LOD, visualization, … etc.). It optimizes services and tasks based on real-time information gathering.
3
Identification
It follows the OID scheme that can guarantee uniqueness for the purpose of identifying KEPCO e-IoT devices. OID-based identifiers consist of KEPCO e-IoT identification, device identification, and Resource profile identification as shown in Figure 8. KEPCO e-IoT identification is a high-level (root Arc ~ 4th Arc) basic identification system that is commonly applied in the device identification and resource identification. The device identification is used to identify gateways and devices. The resource profile identification is used to represent the used resource in the KEPCO e-IoT device. KEPCO e-IoT Identification, Device Identification, and Resource Profile Identification system are represented by one tree as follows.
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Figure 8. KEPCO e-IoT identification (OID) structure
3.1
Device Identification
The hierarchical structure of e-IoT device identifier is as follows. 

5th Arc means a number that refers to KEPCO e-IoT devices (KEPCO IoT gateways and KEPCO IoT devices), whose purpose we assigned number ‘1’. Overall, '1.2.410.200073.1' means “KEPCO e-IoT Indication ID”. 
6th Arc means KEPCO Service ID. In the e-IoT device ID scheme, Kepco Service ID is the service area provided by KEPCO. For example, distribution, transmission, power generation, substation, telecommunications, and public services.

7th Arc means the types of standard. In the e-IoT device ID scheme, the Standard ID is an ID that distinguishes oneM2M, LWM2M, and OCF. 
8th Arc means Manufacturer ID. The manufacturer ID is an identifier of the company that delivers its products to the e-IoT service and is assigned by KEPCO and managed to ensure uniqueness within KEPCO. It should be managed using a separate system or DB.

9th ~ 10th Arc means Model ID and Serial No, respectively. The model ID and the serial ID are numbers given by the manufacturer. 

For example, the OID for e-IoT platform is as follows. Kepco Service ID is '0' for KEPCO general purpose. Basically KEPCO adopts oneM2M standard as a default, then Standard ID is ‘0’. Model ID, and serial ID are supposed to be '1' and '1', respectively. Thus, the OID of the KEPCO e-IoT platform can be expressed as '1.2.410.200073.1.0.0.0.1.1'.
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Figure 9. Device identification structure
3.2
Resource Profile Identification 

In this specification, the ID that can describe the characteristics of the resource is described in the OID system and included in the oneM2M-based resource model.  

For example, the meaning of the <container> Resource's actual data is displayed using the ontologyRef attribute, which displays the resource profile ID in this information. The setting information for the reporting period is defined as container-period <container>, and the e-IoT Resource Profile OID '1.2.410.200073.2.3.100' is assigned to the ontologyRef here to indicate that this Resource is reporting period setting information. In this OID, '3.100' is a newly defined reporting cycle Resource(100) in Device Object(3).
The hierarchical structure of resource profile identifier is as follows. 

5th Arc is e-IoT Resource Profile. This number indicating the KEPCO IoT Resource Profile ID. Overall, KEPCO IoT Resource Profile ID is '1.2.410.200073.2'.

6th Arc means Object ID. For the sake of uniformity of the standard, OMNA's system of managing OMA Object numbers is succeeded.

7th Arc means Resource ID. The unity of the standard succeeds the system of OMNA.
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Figure 10. Resource profile identification structure 
4
Data Modeling 
We describe the data (data resource) model of e-IoT gateway and e-IoT device based on both oneM2M and LWM2M standards. The IFpg interface supports both oneM2M-based LWM2M-based data model. The data model of IFgd interface follows only the LWM2M-based information model.
4.1
oneM2M-based Data Model 
To facilitate understanding, the data model of the e-IoT gateway is illustrated using the example of Figure 11. The main data model of an e-IoT gateway is configured as follows: 

- Basically <CSEBase> Resource is located at the top level, and under <CSEBase> Resoruce, the following Resources are defined.
- nod-e-IoTgw1 <node> Resource which contains e-IoT gateway's own information under <CSEBase> Resource, 
- cnt-locationData1 <container> Resource which contains location information, 
- lcp-location1 <locationPolicy> Resource meaning a method of obtaining location information, 
- cnt-period1 <container> Resource that stores the reporting period value, and finally
- ae-C00-1.0.23.2345.78910 <AE> Resource for any applciation.
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Figure 11. oneM2M-based e-IoT gateway modelling example
The data model of the e-IoT device connected to the e-IoT gateway is described as <AE> Resource. First, nod-dev1 <node> Resource is plased as a child resource of <CSEBase> Resource to represent e-IoT device node. ae-S01-1.0.23.2344.10111 <AE> Resource is created under <CSEBase> for representing e-IoT device funcitons such as sensing values, and has three <container> Resources in this example. cnt-sensorData1 <container> Resource is for sensor value, cnt-locationData1 <container> resource is for location information. cnt-yyy1 <container>  Resource may be used to represent any value of this sensor.  
The <locationPolicy> Resource containing information on how to obtain the location information of each device is registered as a <CSEBase> Resource’s child Resource. In order to refer to the <locationPolicy> Resource, we use the locationID property value of the <Container> Resource that contains the actual location information.
[deviceInfo], [battery], [reboot], [software], [memory], [firmware] Resources are created for device management purpose under <node> Resource of e-IoT gateway and e-IoT device.
The names and identifiers of the resources are assigned by the e-IoT gateway.

4.2
LWM2M-based Data Model 

The LWM2M-based information model structure consists of objects and resources as shown in Figure 12, and has four hierarchical structures as follows.

·  {Object-id} / {Object Instance} / {Resource-id} / {Resource Instance}
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Figure 12. LWM2M-based e-IoT gate modeling example
The data model of the e-IoT device connected to the e-IoT gateway has the same hierarchical structure, but its basic position is as follows:
-  dev/{random number assigned by e-IoT gateway at registration step}. 
The data model for the e-IoT device connected to the e-IoT gateway consists of the Object Resource model under “dev / #### /” as shown in Figure 12, where “####”  means an arbitrary number assigned by the e-IoT gateway when the e-IoT device registered with e-IoT gateway.
In the LWM2M-based e-IoT gateway data model, the Generic Sensor is a resource that can be added to represent a sensor embedded in the e-IoT gateway. 

An e-IoT device connected to an e-IoT gateway has the similar objects that the e-IoT gateway has.

Like e-IoT gateways, you can add objects for the sensors attached to e-IoT devices. For example, Figure. 12 shows the case where the ambient light sensor and the temperature sensor are attached.

4.3
oneM2M-LWM2M Data Model Mapping 
The e-IoT gateway can be represented by the oneM2M and LWM2M data models. Regardless of the type of data model registered, oneM2M and LWM2M data models can be interchangalbe. The rough mapping of the data models between oneM2M and LWM2M is illustrated in the example of Figure 13.
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Figure 13.  oneM2M-LWM2M data model mapping
<LocationPolicy> Resource can be mapped to location object(6) of LWM2M, especially to Location Policy resource(6).

The [deviceInfo] resource is mapped to the appropriate resource of the device object (3) of LWM2M.

[Battery] Resource is mapped to battery related resource of LWM2M device object (3). For example, Resource 9 is the battery level and Resource 20 is the battery status.

[Reboot] Resource is mapped to Reboot resource (4) of LWM2M device object (3).

[Software] Resource is mapped to Software Management object (9) of LWM2M.

[Memory] Resource is mapped to memory related resource of LWM2M device object (3). For example, resource 10 is Memory free and Resource 21 is Memory Total.

[Firmware] Resource is mapped to Firmware Update object (5) of LWM2M.

The <container> Resource that contains the location information is mapped to resource  5700 of the Location object (6).

The <container> Resource that contains the reporting period information is mapped to the reporting period resource (100) of Device object (3).

The Resources of the e-IoT device are mapped to appropriate LWM2M objects under “/ dev / ####”, in the same way.

5
e-IoT Protocol Procedure
The e-IoT protocol consists largely of the following operations: Registration & Update, Periodic Report, Information Query, Control, Firmware Update and De-registration as shown in Figure 14. 
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Figure 14. e-IoT Protocol Procedure (oneM2M/LWM2M)

Registering the e-IoT device with the e-IoT gateway is using the CoAP Resource Directory standard. At this time, the e-IoT gateway acts as a resource directory. After registration, it keeps the e-IoT device information through periodic update.

The e-IoT gateway that registered the e-IoT device information registers with the e-IoT platform. The standard is available on oneM2M or LWM2M. After registration, it periodically updates and maintains the e-IoT gateway information. The update is defined only in LWM2M.

To periodically report information, the e-IoT gateway subscribes to the e-IoT device information. And reporting periodic notification messages to the e-IoT gateway is based on the registered subscribe information.

The e-IoT gateway which periodically receives reports from the e-IoT devices  periodically reports information to the e-IoT platform. At this time, LWM2M and oneM2M standards are available for this purpose.

In addition to reporting periodic information, you can request information directly. The e-IoT gateway receiving the information inquiry request from the e-IoT platform can re-request the e-IoT device to acquire the information and respond. Or if the e-IoT device can not be requested immediately, it responds with information already cached.

Similar to the information inquiry, there is a control operation that can request a specific operation or modify the information.

The e-IoT gateway firmware update is based on LWM2M only.

The e-IoT gateway and the e-IoT device can be unregistered.

Among the procedures outlined, only the registration processes of oneM2M and LWM2M are conceptually presented in the next section.
5.1
oneM2M Registration
OneM2M-based e-IoT gateway registration is defined as creating an e-IoT gateway information model under the e-IoT platform CSE. The e-IoT gateway CSEBase is registered as a remote CSE resource under CSEBase of the platform and registers related resources. The e-IoT gateway is registered as <remoteCSE> Resource and the e-IoT device is registered as <AE> Resource.
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Figure 15. oneM2M registration procedure
In oneM2M-based registration process, the resources related to the e-IoT gateway are registered first, and then the resources of the e-IoT devices connected to the lower part are registered.

The e-IoT gateway registration process first creates the <remoteCSE> Resource, then the <node> Resource, <locationPolicy> Resource, then the e-IoT device creates the <AE> Resource first and then the <node> Resource, <locationPolicy> Resource. The order of <node> Resource and <locationPolicy> Resource may be changed. The reason for creating <remoteCSE> and <AE> Resources before <node> and <locationPolicy> Resources is , to deduce the relationship with the created <remoteCSE> and <AE> Resources using the ‘From’ field information while <Node> and <locationPolicy> Resources are created.
<RemoteCSE> and <AE> Resources can register subordinate child resources together. In Figure 15, <container> Resource corresponds to the child Resource of <remoteCSE>. If the child resource is not included, it must be registered through a separate generation process. You can optionally support the creation of child resources and the creation of child resources separately.
Register e-IoT gateway <CBEBase> Resource, and create and register Resource including location information and period information. Next, the process is performed by registering an <AE> resource which is an e-IoT device resource connected to the e-IoT gateway and sensor information related Resources. It Registers as mnay  <AE> Resources as the number of connected e-IoT devices. In this exmaple, there are two <AE> Resources for two e-IoT devices connected to the e-IoT gateway. Figure 16 shows the information of the e-IoT gatway and the e-IoT devices stored on the e-IoT platform as a result of the registration process. 
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Figure 16. Example of the information of the e-IoT gateway and the e-IoT device stored on the e-IoT platform as a result of the registration process
5.2 
LWM2M Registration 
The e-IoT gateway registration is performed by gateway resource registration and e-IoT device resource registration, respectively. That is, the e-IoT gateway acts as a proxy for the e-IoT device. The process of registering an e-IoT gateway and an e-IoT device is a process of registering list of objects and inquiring resources for each object as shown in Figure 17. .
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Figure 17. LWM2M registration procedure
As a result of the registration of the information model of e-IoT gateway and e-IoT device, the example of LWM2M data model registered in e-IoT platform is as shown in Figure 18. The location path information that is transmitted when the e-IoT gateway is registered and the location path information that is transmitted when the e-IoT device is registered are generated, and information of the Object and Resource is stored below those locations as shown in Figure 18. Within the e-IoT platform, it is necessary to be able to recognize hierarchical relationships for devices registered with the same IP address and port number.
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Figure 18. Example of LWM2M-based e-IoT gateway information model to be registered on e-IoT platform
5.3 
KEPCO e-IoT Issues

- Issues on the Limited Bandwidth: Since the connectivity in LPWA was not so rich in BW, full procedure for the resource creation is a burden for efficent and convenient operation; it is BW consumptive. In real implementation, the applicants prefer to simplify the resource creation procedure at device connction, specially in a predefined domain enviroment. 
- OID has similar issue on the reducetion of ID size in the field digits, for the easier handling in a predefined domain.
- device sleep / dormant mode management has been recognised as useful, even in smart electricity / grid applications. 
6
e-IoT Services 

6.1
KEPCO e-IoT Test-bed 

A test-bed of e-IoT has been established under the name of “KEPCO Energy Valley IoT Test Bed”. The main purpose of this test-bed is to prove the possiblity of e-IoT concept, and thus we have installed 166 e-IoT gateways, and 1066 sensors to the 218 electric poles, and 315 transformers, 95 ground equipmentsin Daegu and Kwangju municipal cities, since Oct. 10, 2015. Korea Electic Power Research Institute(KEPRI) has designed e-IoT system and test-bed servcie scenarios, and studied types of e-IoT sensors. Several companies have participated in the installation to supply e-IoT platform server, gateways and sensors. KEPRI collaborated with ETRI (Electronics Telecommunication Research Institute) to study e-IoT protocol specification. The e-IoT sensors are listed below in Table 1.
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Figure 19. KEPCO e-IoT power distribution test-bed
Table 1. The sensors to be used for e-IoT services
	Sensors
	Functions
	Applications 

	Temperature
	Temperature measuring (-25~+125℃)
	Ambient and internal temperature of  power facilities

	Humidity
	Humidity measuring (0~100%)
	Ambient and internal humidity of  power facilities

	Wind(speed/
direction)
	Measuring speed (0~70m/s) and direction of wind 
	Safety management around transmission line construction site,

Facility safety management in blast area, typhoon movement route

	Acceleration
	Measuring vibration, earthquake, and moving distance
	Power equipment (electric pole, ground distribution equipment) collision monitoring

	Gas
	Measuring carbon monoxide and methane
	Underground facilities (electric power, manhole) access check, as the gas leakage can cause serious injury for the meterman or risk to the facilities
Detecting external intruders in the security zone

	Dust
	Measuring normal and fine dust 
	Facilities Preventive Inspection Cycle Prediction (Cleaning, Replacement, etc.)

	Current
	Measuring fine current and repeated signals
	Monitoring of aircraft fault indicators and controller equipment

	Openness 
	Sensing contact and seperation signal
	Monitoring of Manhole cover and ground equipment (switchgear, DCU) open/close monitoring

	Slope
	Measuring direction of gravity movement
	Surveillance of hazardous areas near power facilities

Power facility tilt measurement

	Infrared
	Sensing Infrared light 
	Monitoring of underground facility intrusion and unahthorized access

	Flame
	Flame wavelength analysis
	Power facility fire monitoring

	Illumination
	Brightness, high-speed lighting source analysis
	Monitoring of airborne obstacle lights and lighting facility operation 


6.2
Power Supply Facility Management

A state-wide power compamy is suppose to manage tens of millions of facilities including power supplies, ground equipments, and power lines. The management technology is to evelve from conventional to advanced, taking capability of IoT system such self diagnosis, real-time confirmation and prediction of the failure, etc.
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Figure 20. Concept of power supply facility management
6.3
Energy Consulting Service
Due to the climate change, the electricity buisness is under pressure of more efficient use of resources. Information based on e-IoT can help more efficient use of energy; demand-response control by meas of energe consulting service for the customers lowers the consentrated – peak – usage of electricity. It helps the lower the provisioning of power supply to reduce baseline resource consumption, so as to reduce unnecessary costs and to protect the environment.
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Figure 21. Concept of energy consulting service
6.4
Social Safety Alert Service
Various disaster damage cases due to climate change are increasing. For example, road cuts, subsidence, and any trouble in old buildings. Those are also related to the issues on air pollution, environmental safety, industrial safety and food safety. Use of e-IoT technology can help to provide a number of customised safty notification service such as a ‘disaster safety alert’ on a road cut-off points, ‘life safety alert’ on the air pollution, transportation alert for any trouble in commute.
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Figure 22. Concept of social safety alert service 

6.5
Protection of Social Vulnerable Classes

Aged citizen and the elderly with dementia are increasing, who are in the risk of being locked in their room in case of emergency.  Worker in outback or nightly isolated site also have risk when in need of rescue due to an emergency reason. Since e-IoT technology can determine the status of the subject's normal or abnormal circumstances, it can provide information necessary for dispatch (medical care and rescue), thereby reducing the social cost of unnecessary damages.

[image: image26.emf]
Figure 22. Concept of social vulnerable classes protection
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