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Introduction
The present CR introduces the capability specified in annex L of TS-0003 to generate public key pairs in a secure environment and keep the private key protected within it, in the core text of the specification.
-----------------------Start of change 1-------------------------------------------
6.2.3.1
Security Pre-Provisioning of SE

Several sensitive data and associated objects are often configured by pre-provisioning of a secure environment (see clause 6.3.1 "Secure Environment") prior to deploying the M2M device it is associated with. 

UICCs specified in ETSI TS 102 671 [23] and ETSI TS 102 221 [24] are commonly used for such purpose because their use is required to access some underlying networks, they provide a high security level, and they offer an interoperable transport interface specified in ETSI TS 102 221 [24]. UICC-based oneM2M pre-provisioning shall follow the framework specified in annex D to ensure interoperability.
For asymmetric security schemes relying on public / private key pairs, the interoperable framework to interface an M2M device with a secure environment hardware supporting generation of asymmetric key pairs, described in annex L, may be supported, so that private keys are never exposed outside of the secure environment.
-----------------------End of change 1---------------------------------------------
-----------------------Start of change 2-------------------------------------------

6.2.5
Sensitive Data Handling

6.2.5.0
Introduction

The Sensitive Data Handling service provides certain Sensitive Functions to the Application Layer. 

Sensitive Functions comprise the following functions:

· Secure Storage.

· Cryptographic operations.

· Methods for bootstrapping initial secrets (e.g. GBA symmetric key derivation supported in annex D, or generation of asymmetric key pairs in a secure environment as specified in Annex L).

-----------------------End of change 2---------------------------------------------
-----------------------Start of change 3-------------------------------------------

8.1.2.3
Credential Configuration for Certificate-Based Security Framework 

If an entity is to authenticate itself using a Certificate-Based Security Framework, then the entity shall be pre-provisioned with the following information:

· The entity's Private Signing Key, which should remain protected in a secure environment, e.g. using the framework dexcribed in annex L.

NOTE:
An entity authenticates itself to other entities by proving that it knows the Private Signing Key corresponding to a particular Public Verification Key.

· The entity's Certificate (and if applicable, Certificate Chain) as described in clause 10.1.1 "Certificate Profiles".

· In the case of a CSE-ID certificate the entity shall be configured with the entity's CSE-ID.

· In the case of an AE-ID certificate the entity shall be configured with the entity's AE-ID.

-----------------------End of change 3---------------------------------------------
-----------------------Start of change 4-------------------------------------------

8.3.1.1
Purpose of Remote Security Provisioning Frameworks

Remote Security Provisioning Frameworks (RSPFs) provision credentials to an Enrolee, which is a security principal in a Node or CSE or AE, as part of the Enrolment of the Enrolee to an M2M SP or M2M Trust Enabler. The MEF provides its services on behalf of administrating stakeholders such as M2M SPs or third party M2M Trust Enablers (MTE). An administrating stakeholder authorizes the MEF Service Provider to provide services to MEF clients, and oversees authorizing the management of credentials. 

The credentials are either:

· A symmetric key shared by the Enrolee and an Enrolment Target, which may be a MAF or Node or CSE or AE:

· If the Enrolment target is an MAF, then the credential can be used for MAF-based SAEF, MAF-based ESPrim and MAF-based ESData Protection Options, with the provisioned symmetric key used for mutual authentication of the Enrolee and the MAF.

· If the Enrolment target is a Node or CSE or AE, then the credential can be used for only one of PSK-based SAEF or PSK- based ESPrim or PSK-based ESData Protection Options. The provisioned symmetric key used for mutual authentication of the Enrolee and the other Node or CSE or AE.

NOTE:
This case should be employed only in cases where the Enrolee is expected to require a symmetric key with relatively few CSE or AE. 

· Certificate(s) for which the Enrolee knows the corresponding private key, and a set of trust anchors for authenticating the M2M SP or MTE's MAF or other entities enrolled with the M2M SP or MTE. These credentials can be used for:

· Securing communication directly with other Nodes or CSEs or AEs using Certificate-Based SAEF, Direct End-to-End Key Establishment using Certificates (ESCertKE), and certificate-based ESData protection options. The other Nodes or CSEs or AEs would authenticate themselves using their own certificate(s), chaining to a provisioned trust anchor CA certificate, in these security frameworks.

· MAF-based SAEF, MAF-based ESPrim, and MAF-based ESData protection options, with the certificate used for authentication of the Enrolee to the MAF. The MAF would authenticate using its own certificate chaining to a provisioned trust anchor CA certificate.

The oneM2M specifications also support provisioning of credentials using the device configuration mechanisms specified in oneM2M TS-0022 [57], and pre-provisioning; that is, provisioning using means other than a Remote Security Provisioning Framework. The method for pre-provisioning can be deployment dependent. Interoperable frameworks enabling pre-provisioning are described in annex D for UICC and in Annex L for independent  hardware based secure environments supporting asymmetric cryptography.

NOTE: 
The RSPFs are specified to provide an interoperable interface for Field Domain entities to interact with an MEF. Use of the specified RSPFs are recommended for use by Field Domain entities because they have been reviewed by the security experts of oneM2M. The RSPFs can also be used by Infrastructure Domain entities (Nodes, AEs, CSEs and MAFs) for interacting with an MEF. It is expected that the MEF may include additional “backend” interfaces, not specified by oneM2M, for coordination of information with administrating stakeholders and MAF Service Providers.

-----------------------End of change 4---------------------------------------------
----------------------- Start of change 5---------------------------------------------
8.3.6.2
Certificate Provisioning procedures using EST

8.3.6.2.1
Introduction 
The Enrolment over Secure Transport (EST) protocol is specified in IETF RFC 7030 [59]. When EST is used for Certificate Provisioning procedures, then the following mapping of concepts shall be applied.

· The MEF Client acts as the EST Client.

· The MEF acts as the EST Server.

· The MEF CA acts as the EST CA.

· The MEF-Provisioned Certificate is equivalent to the EST Client Certificate.

If a MEF or MEF Client claiming support of the Certificate Provisioning Procedure using EST, then:

· The MEF or MEF Client shall support the mandatory EST operations and the optional “CSR Attributes” operations (see Figure 5 [59]). 

· The MEF or MEF Client shall support TLS server authentication with certificates and TLS client authentication with certificates as specified for EST in sections 3.3.1 and 3.3.2 [59]. 

NOTE 1: 
This is used when a Certificate-based RSPF is used. The Certificate-based RSPF mandates that the MEF Client and MEF use only trust anchor CA certificates which have been explicitly identified for use for validating MEF Certificates and MEF Client Certificates. These correspond to the Explicit Trust Anchors (TAs) as defined in section 1.1 [59]. Consequently, the MEF Client/EST Client uses an EST Client Explicit TA database, and the MEF/EST Client uses an EST Client Explicit TA database, where these databases are defined in figure 4 [59].

· If the MEF or MEF Client supports PPSK-based RSPF, then the MEF or MEF Client shall support EST Certificate-Less TLS Mutual Authentication (section 3.3.3 [59]).

· The MEF or MEF Client may support linking identity and Proof-of-Possession information (section 3.5 [59]). 

NOTE 2:
Until widely-used cryptographic libraries are available which support this functionality, it is unlikely that this functionality would be supported by the MEF or MEF Client.

· The MEF or MEF Client shall not use the HTTP-based client authentication feature of EST (section 3.2.3 [59]). 

NOTE 3:
HTTP-based client authentication in EST can be used in scenarios where the MEF Client is authorized using user authentication as discussed in 2.2.3 [59]. These scenarios have not yet been considered by the present specification. These scenarios can be supported in the future by adding support for HTTP-based client authentication. 
· The MEF Client shall support generation of private/public key pairs. The MEF Client and MEF shall suppport server-side key generation feature of EST (section 2.4, 4.4 [59]).

-----------------------End of change 5---------------------------------------------
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